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Troubleshooting:SSLVPN

1.1 Overview

1.2 Precautions

1.3 Lists of SSLVPNs

1.4 Troubleshooting Guidelines for SSL VPN Dial-up Failures on UniVPN
1.5 FAQs About SSL VPNs

1.1 Overview

This document describes the most common solutions to SSL VPN faults, including
SecoClient dialup faults, browser dialup faults, as well as FAQs. It helps you
troubleshoot faults before contacting Huawei technical support.

1.2 Precautions

® |tis recommended that you learn about the basic SSL VPN configurations of
Huawei firewalls before using them.

® This document uses Huawei USG6000 series V5 firewalls as an example. The
implementation may vary according to products and versions.

® |n this document, FW is short for firewall.

® The public IP addresses used in this document are for reference only and have
no substantial meanings.
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1.3 List of SSL VPNs
1.3.1 SSL VPN Access Mode

Access Mode | Description

UniVPN The UniVPN is client software provided by Leagsoft for remote
VPN access. It provides secure and convenient access services
for mobile office users to remotely access an enterprise network.
SSL VPN provides web proxy, port forwarding, file sharing, and
network extension services. The UniVPN client supports only
network extension services.

1.4 Troubleshooting Guidelines for SSL VPN Dial-up
Failures on UniVPN

1.4.1 Troubleshooting Guidelines for Warnings Displayed on
the UniVPN

1.4.1.1 Warning: The client is running, so you cannot run this program
again.

Symptom

Warning: The client is running, so you cannot run this program again.

6 Warning =

The client is running, so you cannot run this program again.

OK

Possible Causes
The UniVPN is running.

Procedure

Close the existing UniVPN program and the browser that uses the SSL VPN service,
and check whether the UniVPN.exe process in the task manager is disabled.

e
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18 Task Manage 1
File Options View
Processes Performance App history Startup Users Details  Services
1% 29% 0% 0%
Marne Status CPU Memory Disk Network | P
i@ Firefox | 0% 59MB 0MB/s  OMbps
@ Firefox 0% 28.3 MB 0MB/s 0 Mbps
@ Firefox 0% 6.1 MB 0 MB/s 0 Mbps
@ Firefox 0% 130.2 MB 0MB/s 0 Mbps
Haost Process for Windows Tasks 0% 29 MB 0 MB/s 0 Mbps
v [nZ] Leagsoft VPN 0% 1.2 MB 0 MB/s 0 Mbps
. UniVPNService
& Microsoft Edge 0% 3.4 MB 0MB/s 0 Mbps
é Microsoft Edge 0% 14.9 MB 0MB/s 0 Mbps
& Microsoft Edge 0% 2.5 MB 0 ME/s 0 Mbps
é Microsoft Edge 0% 5.9 MB 0MB/s 0 Mbps
& Microsoft Edge 0% 0.9 MB 0 MB/s 0 Mbps
(L) Microsoft Edge Update (32 bit) 0% 0.1 MB 0MB/s 0 Mbps
[85] Microsoft Network Realtime Ins... 0% 2.3 MB 0 MB/fs 0 Mbps
Bfirrncaft Mnalrim nar a5 KR nRAR: Ak |
_( >
{ | Fewer details End task

1.4.1.2 Warning: Failed to establish the VPN connection. The VPN server
may not be unreachable.

Symptom

When the VPN gateway is connected, the system displays "Failed to establish the
VPN connection. The VPN server may not be unreachable."

0 Warning >

Failed to establish the VPN connection. The VPN server may not be
reachable.

oK

Possible Causes

1.  The UniVPN is unreachable to the VPN gateway.

2. The IP address or port number of the VPN gateway on the UniVPN is incorrect.
e
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3.
4.

Procedure

The UniVPN version does not match the VPN gateway version.

When a device accesses the Internet through a proxy server (for example,
192.168.253.188), the VPN gateway of the public network is not configured for
the UniVPN.

Fault location and troubleshooting for cause 1

1. On the device where the UniVPN is installed, check whether the IP address of
the VPN gateway can be pinged.

2. If the route is unreachable, configure a route from the UniVPN to the VPN
gateway. If the route is reachable, analyze cause 2.

Fault location and troubleshooting for cause 2

Check whether the IP address and port number of the VPN gateway configured
on the UniVPN are the same as those configured on the VPN gateway.

Fault location and troubleshooting for cause 3

Currently, the VPN gateway software versions that match the UniVPN are FW
V500R001C20, FWV100R001C30SPC900, SVN V200R003C10SPC900, and
their later versions.

Fault location and troubleshooting for cause 4
Check whether the device accesses the Internet through the proxy server.

Dial-up and Virtual Private Network settings

= e
Internet Options % =] Local Area Network (LAN) Settings
| General | security iPrlvacy Conbentl Connections IPrograms | advanced |
Automatic configuration
ek b s s SehP Automatic configuration may override manual settings. To ensure the

use of manual settings, disable automatic configuration.

e [¥] automatically detect settings
[ Use automatic configuration script

Choose Settings if you need to configure a proxy
server for a connection,

@) Never dial 2 connection

Dial whenever & network connection is not present 0 Use a Proxy server for your LAM U‘hese SEtﬁﬂgS WI" not Elpi:ﬂy to
Always dial my default connection |lZ| dIEI-L.IE or VPN COFIFIECﬁOI'IS}
Local Area Network (LAN) settings - AddrgSS: 92.168.253.188 POI’I: a030 Ad\-'anged
LAN Settings do not apply to dial-up connections, LAN settings =i g
Choose Settings above for dial-up settings. || Bypass proxy server for local addresses:

Proxy server

0K ]| Cancel ]

If yes, set proxy parameters on the UniVPN, as shown in the following figure.
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O Proxy Settings x
VPNConnect Proxy Type: ING proxsy Lj
Select Connection: + New Connection
Address: I
5678 Owo
Connect: 567
Port |
User Name:
Account ]
Certification Status:  —
Password ]
Connect ‘

1.4.1.3 Warning: There are already 16 gateways, which is the maximum
amount.

Symptom

On the new connection page of the UniVPN, after 16 gateway addresses are entered
in the remote gateway text box and Add is clicked, the system displays "Warning:
There are already 16 gateways, which is the maximum amount."

% Warning X

There are already 16 gateways,. which is the maximum amount.

OK

Possible Causes

On the new connection page of the client, 16 remote gateways have been added,
reaching the maximum number of allowed gateways.

Procedure
After the number of remote gateways reaches 16, do not add any gateway address.

1.4.1.4 Warning: Failed to create the connection because the maximum
number of existing connections has already been reached.

Symptom

On the UniVPN home page, add 16 VPN connections and click +. The system
displays "Warning: Failed to create the connection because the maximum number of
existing connections has already been reached."
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% Warning >

Failed to create the connection because the maximum number of existing
connections has already been reached.

8.4

Possible Causes
On the home page of the client, 16 connections have been added, reaching the
maximum number of allowed connections.

Procedure

After 16 connections are added, do not add any connection.

1.4.2 Troubleshooting Guidelines for Warnings Displayed
During User Name/Password-based Login

1.4.2.1 Warning: untrusted VPN server certificate

Symptom

When you use the UniVPN to log in to the SSL VPN virtual network through the SSL
VPN tunnel, the following information is displayed:

@

Safety warning: untrusted VPN server certificatel

Issued by the server cedificate is not credible, you can
choose “Change Setting”, in the subsequent login to ignore
this warning. Or reference “*Help Document” by importing
the cerificate method to eliminate the alarm.

Change Setting Help Document
Continue | | Cancel

Possible Causes

The CA certificate for authenticating the virtual gateway is unavailable on the UniVPN.

N
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Procedure
To clear the warning, use either of the following operation methods:

® (Click Change Setting and deselect Block connections to untrusted servers.

This method can be used when you are sure about the authenticity of the virtual
gateway.

® |[ssue certificates for the UniVPN and virtual gateway.
This method is recommended when you are not sure about the authenticity of the
virtual gateway.

Create two certificates. Place one device certificate on the virtual gateway, and place
the other CA certificate on the host where the UniVPN resides. If your enterprise has a
certificate system, you can use your own system to create certificates. If no certificate
system is available, you can use XCA software to create certificates.

When you use the UniVPN to log in to a virtual gateway through an SSL VPN tunnel,
the virtual gateway pushes the device certificate to the UniVPN. The system will not
prompt certificate invalidity if the CA certificate on the UniVPN identifies the device
certificate of the virtual gateway.

For details about how to create a certificate, How Do | Use XCA to Create Device
Certificates and User Certificates?.

1.4.2.2 Warning: Authentication failed

Symptom

After you enter the user name and password and click Login on the UniVPN login
page, the system displays "Authentication failed."

@ Warning >

Authentication failed!

874

Possible Causes

1.  The user name or password is incorrect, the user account expires, or the user is
locked out.

The virtual gateway is bound to an incorrect authentication domain.
SSL VPN access is not enabled for authentication domains.
The network extension feature is not enabled on the virtual gateway.

The SSL VPN login device is in a dual standby state (HRP_S), but SSL VPN
does not support login on the standby device.

U

o

The SSL VPN virtual gateway is not exclusive but shared.

N

The authentication server is configured for the authentication domain, and
Prohibit new user login is selected for the new user authentication option, but the

I T
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user does not exist locally.

8. The AD/LDAP authentication server is configured for the authentication domain,
and Force Password Change upon First Login is enabled on the server.

9. The metric value (hop count) of the route from the client to the server exceeds
1024.

Procedure

1. Log in to the device and check that the user name and password are correct and
that the user does not expire or is not locked.

[sysname]display user-manage user verbose name user001
2021-03-30 14:51:04.970 +08:00
Current total number: 1

User Name :user001
Password Config :Yes
Password : OW7Q30GINMDu2NS8ufuBIAAAAAALKhc4
Parent Group : /default
Bind Mode : Unidirectional ~ State : Locked
Expiration Time  : Unlimited
Multi-IP Login : Enabled
User Type : Created By Manager
Vsys : public
[sysname]

2. Check whether the correct authentication domain is bound to the virtual gateway.

Configure SSL VPN Gateway Name 443
| % Gateway Configuration Type Exclusive Shared
= Gateway IP Address Manually se + |* | 1.1.1.1 * Port | 443 | <1024-50000> or 443 @
. Mote- Enable the security policy to ensure that users log in to the gateway
v Resource [Add Security Policy]
Domain Name (® old. univpn_test

* Network Extension
User Authentication

* Web Proxy Client CA Certificate deiault + | [Multiple]
+ File Sharing Cerlificate Authentication® | _ yoNE - -
+ Port Forwarding Authentication Domain default v
v [] Terminal Security DNS Server
- Primary DNS Server@
» Host Check

3. Check whether SSL VPN access is enabled in the authentication domain.
YoHUAWEL B @ ® @

HUAWEI USG6350 Dashboard Monitor Policy Object Network System

v [ Certificates User Management

& Local Eerticetes Scenario Online behavior management SSL VPN access L2TP/L2TF over IPSec IPSec access (3) Administrator access 802 1x access ()

« CACertificates k
@ Authentication Mode and Policy Settings
TR Internet Access Authentication Mode Portal authentication X
* Certficates Filtering Data Flow [Configure Authentication Policy]
» B Address @ user Configuration
» @ Region User Location ¥4 Local Authentication Server
b 3 Service Local User [import User] [import Security Group

4. Check whether the network extension service of the virtual gateway is enabled.
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Modify SSL VPN X
Configure SSL VPN Metwork extension enables the device to assign a virtual IP address to an SSL VPN client through a virtual network adapter installed on

the client. This allows users to remotely access all IP-based intranet services as easily as if they were on a LAN.

Gateway Cenfiguration . .
& e 9 Configure Network Extension

3§ SSL
I Network Extension [ @] |
v Resource
Preserve Connections [ o]
= Metwork Extension Keepalive Packet Sending Cycle(® | 12p <10-3600=s5econds
= Web Proxy Available IP Address Range 1.1.1.1-1.1.1.10/255 255 255 0 Enter each IP Address Range on
a separaie line For example
« File Sharing 10.10.1.1-10.10.1.254/255.255.255.0
10.10.1.1-10.10.1.254/24
» Port Forwarding Routing Mode Full routing mode -
¥ L] Terminal Security Changing routing mode and internal network segment will make users offline. Please add one

network at least in the manual mode,or the mode is invalid.
= Host Check

5. SSL VPN cannot be applied in load-balancing networking. Modify the
configuration or networking to ensure that the SSL VPN login device is in the
HRP_M state.

6. Check whether the SSL VPN virtual gateway must be shared. If not, delete the
virtual gateway and create an exclusive virtual gateway.

Configure SSL VPN Gateway Name 5678
| E:i Gateway Configuration Tyve Exdlusme
3 SsL Gateway IP Address Manually s ¥ |* [ 1.1.1.1 * Port | 5673 |<1024-50000> or 443
= Mote: Enable the security policy o ensure that users log in to the gateway.
v Resource [Add Security Policy]
Domain Name (3 wnwlc.com

« Network Extension
User Authentication

* Ve Proxy Client CA Certificate default | Multiple]
* File Sharing Cerfificate Authentication @ | _ yonE — v
= Port Forwarding Authentication Domain default -

v [ Terminal Security DNS Server

7. Click the CLI console and enter the AAA authentication domain view. Run the
display this command to check whether the new-user deny-authentication
configuration exists in the authentication domain. If yes, run the undo new-user
command to delete the configuration.

[sysname]aaa

[sysname-aaaldomain default

Info: The domain default is for common users.
[sysname-aaa-domain-default]dis this
2021-04-12 15:05:35.600 +8:00

#

domain default

service-scheme webServerScheme1530599131778
service-type internetaccess ssl-vpn
internet-access mode single-sign-on
reference user current-domain

new-user deny-authentication

#

return

[sysname-aaa-domain default]

8. Log in to the AD/LDAP server and check whether Force Password Change upon
First Login is enabled. If yes, select Disable.

N
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E

169.254.0.0

sugon@sugon-os:

sugon@sugon-os
sugon@su
Rz

169.254.0.0

sugon@sugon-os:~

on@sugon-o0s:
B 1 Bk

on-o0s:

B |

cloudonly Properties
Member Of Dighin i Environment I Sessions
Remate cortrol __ Femote Desktop Services Profile. | COM=
Ge_p_@jlal_l____c_h:g_s_s_. Accourt I_Pro’r"le | Telephones | Orgarization
|Jser logon name:
Floudoriy | [@nunomota v
User logon name (pre-Windows 2000):
|LETSEXCHANGE‘-. | |c|0udon|'_.' |
| Logon Hours.... | | Log On To... |
[ Unlock accourt
Account options:
| [ User must change password at next logon e
[ User cannot change password
[ Password never expires
[ ] Stare password using reversible encryption W
Account expires
(®) Never
OEndof:  [18 November 2014 B-]
| ok || Camcdl || op Help

9.

change the metric value of the route.

~/5[HS route -n

ES
10.18.11.
6.6.0.0

F &L
9.0.0.0 UG
255.255.255.0 u
16.18.11. 255.255.255.255 UGH 100
0.0.0.0 255,255,6.8 U 1660

@S sudo route del default gw 16.18.11.254
/S@AS sudo route add -net ©.8.0.0 gw 16.18.11.254

JS2MES route -n

[HES trEs = 5|8
10.18.11.254 .0.0. @ (]
9.0.0.0 o2 B 100
10.18.11.254
0.0.0.0
/=@ES []

7,353
13352
160

L
254

254

(]
100 5]
1660 0

#EO
B enplso
enplso
enplso
B enplsd

netmask 0.0.

EA &0
0 enplseo
6 enplso
@ enplsd
8 enplso

Check whether the metric value of the route to the server exceeds 1024. If yes,

0.0 metric ® enpls®
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1.4.2.3 Warning: The maximum number of connections has been
reached. Please try later.

Symptom
After you enter the user name and password and click Login on the UniVPN login

page, the system displays "The maximum number of connections has been reached.
Please try later."

% Warning [ 22 ]

i I'k

The maximum number of connections has been reached. Please try later!

8.4

Possible Causes

1. The number of online SSL VPN users has reached the upper limit configured on
the virtual gateway.

2. The public account function is enabled on the virtual gateway, and the number of
online users using this account has reached the upper limit.

Procedure
®  Fault location and troubleshooting for cause 1

Log in to the virtual gateway. Choose Network > SSL VPN > SSL VPN, and click
the name of the virtual gateway. Check whether the maximum number of
concurrent users allocated to the virtual gateway is proper. If not, modify the
configuration.Fault location and troubleshooting for cause 1
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Modify SSL VPN

Configure SSL VPN

3 Gateway Configuration
3 S5
Resource

» Network Extension

= Web Proxy

* File Sharing

= Port Forwarding
1 Terminal Security

= Host Check

« Cache Clearing
/2, Role Authorization/User
A= MAC Authentication

E} Cerificate Filler

v |_=‘—£ Login Page Customization

» Logo Customization

« Gateway Page Customization

Gateway Name 443

Type 0

Gateway IP Address Manually se » || 1.1.1.1 = Port | 443 |=1024-50000= or 443 @

Note: Enable the security policy to ensure that users log in to the gateway
[Add Security Policy]
Domain Name (2 old.univpn.test

User Authentication

Client CA Certilicate default v | [Multiple]
Cerlificate Authentication ® | _ yone — -
Authentication Domain default v

DNS Server
Primary DNS Server(®
Secondary DNS Server 1 (&)

Tip: Changing the port number of the fast channel will cause onling users to go offine

Rapid Channel Port(@) [a43 |<1-49099=
Maximum Total Users 10 1=1-960=
I Maximum Concurrent Users | 1 <1-500= I

Maximum Resources & 1024 1=1-1024= (Total 12800; Available T630)

Tip: If you deselect the option that one account can log in at different places, all users will go
offline

Allow Users at Different Locations to Log in o the Virfual Gateway Using the Same Account

® Fault location and troubleshooting for cause 2

Check the maximum number of online users. If the login request is normal,
increase the maximum number of online users.

Modify SSL VPN

Configure SSL VPN

f Gateway Configuration
L34 SSL
Resource

« Network Extension

= Web Proxy

* File Sharing

» Port Forwarding
] Terminal Security

= Host Check

» Cache Clearing
/2, Role Authorization/User
A= MAC Authentication

EY Certificate Filter

v E"& Login Page Customization

« Logo Customization

« Gateway Page Customization

Gateway Name 443

Shared

Type s) Exc e
Gateway IP Address =1024-50000= or 443 @
Mofe: Enable the security policy fo ensure that users log in to the galeway

[Add Security Policy]

[ old univpn test

Manually se¢ || 1.1.1.1 * Port | 443

Domain Name ()

User Authentication

Client CA Certificate default + | [Multiple]
Certificate Authentication ® | _ yonE — -
Authentication Domain default v

DNS Server
Primary DNS Server(®)
Secondary DNS Server 1 ®

Tip: Changing the port number of the fast channel will cause enline users to go offline

Rapid Channel Port () 413 =1-49999=
Maximum Total Users 5 =1-960=
Maximum Concurrent Users 10 =1-500>

Maximum Resources (& 1024 1=1-1024= (Total 12800; Available 7680)

Tip: If you deselect the option that one account can log in at different places, all users will go
al=1

Allow Users at Different Locations te Log in fo the Virtual Gateway Using the Same Account |

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com support hotline: 400-6288-116
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1.4.2.4 Warning: Failed to enable network extension

Symptom

Possible Causes
1.

Procedure

After you enter the user name and password and click Login on the UniVPN login
page, the system displays "Failed to enable network extension."

C Warning ﬁ

Failed to enable network extension.

l b,

Ok

The IP addresses in the network extension address pool of the virtual gateway
have been used up.

The network extension client IP address of the virtual gateway is obtained from
the external server, but Third-party server authorization scheme is not configured
for the authentication domain.

Start the CLI console, enter the service view of the virtual gateway, and run the
display network-extension [ip] command to check the configuration and allocation
of the network extension address pool. If all IP addresses in the address pool
have been allocated, increase the number of addresses in the address pool
based on service requirements.

[sysname-sslvpn-service] display network-extension VG Network Extension Information
Network Extension State:

enable Keep Alive State: enable
Keep Alive Interval: 120(seconds) Log State:
disable Point to Point State: disable
VIP Method: net pool assign  default net pool: 3.3.3.100
Route Mode: manual Intranet IP/Mask: 3.3.3.0/255.255.255.0 Intranet
IP/Mask: 192.168.1.0/255.255.255.0
Virtual IP Pool: NO. Start-IP
End-IP Mask Alias

1 3.3.3.100 3.3.3.200
255.255.255.0 3.3.3.100 --—--End
[sysname-sslvpn-service] display network-extension ip Client IP
Allocation e
NO. User IP Time of fetching IP

1 usur002
3.3.3.101 2021-04-16 09:31:56

Virtual Gateway:sslvpn
Configure a RADIUS authorization scheme if the authentication domain is set to

Radius Server Authentication and network extension clients are configured to
obtain IP addresses from external servers (network-extension external-server).
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[sysname-sslvpn-service] display network-extension VG Network Extension Information
Network Extension State:

enable Keep Alive State: enable

Keep Alive Interval: 120(seconds) Log State:
disable Point to Point State: disable

VIP Method: external server assign  default net pool: 3.3.3.100

Route Mode: manual Intranet IP/Mask: 3.3.3.0/255.255.255.0 Intranet
IP/Mask: 192.168.1.0/255.255.255.0

----End[sysname-sslvpn-service]

[sysname-aaa] authorization-scheme radius [sysname-aaa-author-radius] dis this 2021-04-16
10:05:35.720 +8:00 # authorization-scheme radius  authorization-mode radius # return
[sysname-aaa-author-radius] domain default Info: The domain default is for common users.
[sysname-aaa-domain-default] dis this 2021-04-12 15:15:35.360 +8:00 # domain default
authentication-scheme admin_radius  authorization-scheme radius  service-scheme
webServerScheme1530599131778  radius-server radius  service-type internetaccess ssl-vpn
internet-access mode single-sign-on  reference user current-domain # return [sysname-aaa-domain
default]

1.4.2.5 Warning: Host check failed

Symptom
After you enter the user name and password and click Login on the UniVPN login
page, the system displays "Host check failed."
im} a Host Check Result x | 4+ a
&) ) File | CfUsers/zzh/AppData/Roaming/UniVPN/bulletin1.html AV 18 s :

Your computer doesn't accord with the secure request,this may affect you to access some resources!

1. Antivirus software

Your computer doesn't install requested antivirus software or installed but not startup the following 1s the list of admitted softwares:
Norton AntiVirus 2009

Possible Causes

The host check function is enabled on the virtual gateway, and the device does not
meet security access requirements.

Procedure

Rectify the fault as prompted.

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com support hotline: 400-6288-116
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1.4.2.6 Warning: The current connection does not support fast tunnel
mode. Please switch to reliable tunnel mode and try again!

Symptom

After you enter the user name and password and click Login on the UniVPN login
page, the system displays "Warning: The current connection does not support fast
tunnel mode. Please switch to reliable tunnel mode and try again!"

@ Warning >

The current connection does not support fast tunnel mode. Please switch
to reliable tunnel mode and try again!

DK

Possible Causes

During SSL VPN dialup, the device sends UDP detection packets to check whether
fast tunnels can be established. If the device receives a response from the firewall,
the fast tunnel can be established. The warning indicates that the UDP link is not
reachable and that no fast tunnel can be established.

Procedure

1. Configure Auto-sensing on the UniVPN as a workaround. If the fast tunnel
cannot be established, perform the following steps:

% Connection Details X
Connection Name:
Export
[5578 *
Description:
Gateway Address:
[1114 * port: [7787 * P
Tunnel Mode:
|{]u|ck Transmission _‘_J @
Reliable Transmission
Auto-sensing |
| Cancel Save

S N
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2. Check the firewall security policy to see if the data flow for establishing fast UDP
links is permitted between the device and VPN gateway.

3. Check whether a NAT device is connected to the firewall. If yes, configure NAT
for the TCP and UDP ports of the SSL VPN and modify the security policy to
permit the fast link establishment flow. When NAT mapping is performed for UDP
ports, the global port number must be the same as the inside port number.

1.4.3 Troubleshooting Guidelines for Warnings Displayed
During Certificate-based Login

1.4.3.1 Failed to find the desired user certificate

Symptom

The desired user certificate cannot be found on the SecoClient login page when you
attempt to log in to the virtual gateway using certificate authentication.

Server Address: | 101912 120:5678 Tl [T Automatic

Certificate: |shihan j - |

shihao
xiaoyan
Ic

I june

Possible Causes

The Key Usage field of the user certificate does not contain Digital Signature.
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ah Certificate

General Details  Certification Path

Show: | <all= w
Field Value ]
=] Public key ECC (0 Bits)
BF‘ublic key parameters 1.2.156,10197.1.301
3] Autharity Key Identifier KeylD=9c6%ec0fbalaiacsafe. ..
(51| Subject Key Identifier fa7f55h42794336 236 56ca6fcc. .
EJEasic Constraints Subject Type=CA, Path Lengt...
Key Usage Digital Signature, Mon-Repudia...
E_]Thuml:uprint 7b411a748f56a0ac77129bf12. .,
W
_DiEiEuI Si%nat_lrE,]Nnn Repudiation, Certificate Signing, Offine CRL
Signing, igning (c&)
Edit Properties. .. Copy to File...
0K

Procedure

Create a user certificate with a digital signature carried in Key Usage.

11 NOTE

If the server does not support certificates without the digital signature capability, the client will
not display such certificates.

If the server supports certificates without the digital signature capability, but the client does not
display such certificates, the server may have the key usage enabled, which requires the digital
signature capability.

Product Name | Version Support Authentication of
Certificates Without the
Digital Signature Capability
(Y/N)
USG6000 V500R005C20SPC500 and | N
later version
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Product Name

Version

Support Authentication of
Certificates Without the
Digital Signature Capability
(Y/N)

USG9500 V500R005C20SPC500 and | N
later version

USGB000E V600R007C20SPC300 and | N
later version (except
SPC301/SPC302)

Eudemon200E- | \/500R005C20SPC500 and | N

N later version

Eudemon200E- | V60OR007C20SPC300 and | N

G later version (except
SPC301/SPC302)

Eudemon1000 | \/500R005C20SPC500 and | N

E-N later version

Eudemon1000 | V600R007C20SPC300 and | N

E-G later version (except
SPC301/SPC302)

Eudemon8000 | \/500R005C20SPC500 and | N

E-X later version

SeMG9811 V500R005C20SPC500 and | N
later version

NGFW Module | v500R005C20SPC500 and | N
later version

USG12000 V600R021C10 and later Y
version

USG6000F V600R021C10 and later Y
version

Eudemon9000 | v600R021C10 and later Y

E-X version

Eudemon9000 | \/600R021C10 and later Y

E-F version

Eulgemon1000 V600R021C10 and later Y

version
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1.4.3.2 Warning: Your certificate is invalid.

Symptom

When you select a user certificate and click Login on the SecoClient login page, the

system displays "Your certificate is invalid."

% Warning >

Possible Causes
1.

Procedure

Your certificate is invalid!

8].4

The user certificate is not issued using the root certificate signature of the CA
certificate of the firewall virtual gateway client.

The user certificate installed on the device does not contain private key
information.

The system time and time zone of the firewall are out of the scope of the user
certificate.

The user certificate is revoked by the certificate revocation list (CRL) or online
certificate status protocol (OCSP) configured on the firewall.

Check whether the Issued by field of the user certificate is the same as the Issued

to field of the CA certificate on the firewall virtual gateway client.
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a4 Certificate >

General  Details  Certification Path

|,:'].iﬁ' Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: shihao

Valid from 10/19/2021 to 10/1%/2022

? ‘You have a private key that corresponds to this certificate.

EI.nsiI:II Certificate... | | Issuer Statement

[ oc ]

2. Check whether the user certificate has a private key.

N
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in Certificate x

General Detals  Certification Path

|ﬂéﬁ. Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: shihao

Issued by: TEST

Valid from 10/19/2021 to 10/19/2022

? You have a private key that corresponds to this certificate.

Elnsmll Certificate... | | Issuer Statement

[ o ]

3. Check whether the system time and time zone of the firewall are within the scope
of the user certificate.

N
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i# Certificate >

General Detsils  Certification Path

Windows does not have enough information to verify
this certificate.

Issued to: shihao

Issued by: TEST

[varui from 10/19/2021 to 10/1%/2022 ]

T? You have a private key that corresponds to this certificate.

Install Certificate... | | Issuer Statement

4. Check whether CRL or OCSP is configured on the firewall. If yes, undo the
configuration and check the verification result.

1.4.3.3 Warning: Authentication failed

Symptom
Certificate challenge authentication is used by the virtual gateway. When you select a

user certificate and click Login on the SecoClient login page, the system displays
"Authentication failed."

& UnivPN =

Authentication failed!
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Possible Causes

1. User Filtering Field configured for the virtual gateway certificate authentication is
incorrect. As a result, the device obtains an incorrect user name from the user
certificate when you log in to the device.

The virtual gateway is bound to an incorrect authentication domain.
SSL VPN access is not enabled for authentication domains.
The network extension feature is not enabled on the virtual gateway.

The SSL VPN login device is in a dual standby state (HRP_S), but SSL VPN
does not support login on the standby device.

ok~ wDd

Procedure

1. Log in to the device and check whether User Filtering Field configured in the
virtual gateway certificate authentication matches the attribute name of the
authentication field in the user certificate.

Modify SSL VPN X

Configure S5L VPN Gateway Name £528 =
| % Gateway Configuration Tyne EreEE Shared
3 s5L Gateway|P Address GEWOO < | Port 6528 |<1024-50000- or 443 @
=, MNote: Enable the security policy fo ensure that users log in to the gateway.
v Resource [Add Security Policy]

. Domain Name (7)
= Network Extension =

User Authentication

+ Web Proxy Client CA Certificate jsciq_csf.ert w | [Multiple]
* RReSHanig Certificate Authentication@ | Anonymous Certiicate =
= R Subject-CN (Common name) v
v [ Terminal Security Group Filtering Field Subject-CN (Common name) -
» Host Check Authentication Domain default =
« Cache Clearing DNS Server

Primary DNS Server(®)
S, Role Authorization/User
Secondary DNS Server 1 ®
A= MAC Authentication . . i .
Tip: Changing the port number of the fast channel will cause online users fo go offiine

B3 Certificate Filter

Rapid Channel Port(3) 443 =1-49999=
- |_Eé Login Page Customization
Maximum Total Users 10 <1-960>
* Logg Custameion Maximum Concurrent Users <1-500=
* Bteyly R Cuslormiaton Maximum Resources ) 1024 <1-1024> (Total 12800; Available 7680)
Tip: If you deselect the option that one account can log in at different places, all users will go -

2. Check whether the correct authentication domain is bound to the virtual gateway.
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Modify SSL VPN

Configure S5L VPN Gateway Name =
& Gateway Configuration Type
fg K Gateway IP Address GEVNO v Port | 6528 |<1024-50000= or443 &
=, MNote: Enable the security policy fo ensure that users log in to the gateway.
v Resource [Add Security Policy]
) Domain Name (@)
* Network Extension
User Authentication
+ Web Proxy Client CA Certificate jsciq_csf.ert | [Multiple]
» File Sharing Certificate Authentication @ | Anonymous Certificate .|
« Port Forwarding User Filtering Field Subject-CN (Common name) -
v L] Terminal Security Group Filtering Field Subject-CN (Common name) -
+ Host Check iAuthentication Domain default R |
» Cache Clearing DNS Server
Primary DNS Server(3)
,Q% Role Authorization/User !
Secondary DNS Server 1 ®

A= MAC Authentication - . ) )
Tip: Changing the port number of the fast channel will cause onfine users fo go offiine

B3 Certificate Filter

Rapid Channel Port (3) 443 =1-49999=
v |_=‘—3 Login Page Customization
Maximum Total Users 10 =1-960=
# Logo Custormization Maximum Concurrent Users =1-500=
* Gateway Page Customization Maximum Resources (2 1024 <1-1024> (Total 12800; Available 7620}
Tip: If you deselect the option that one account can log in at different places, all users will go -

3. Check whether SSL VPN access is enabled in the authentication domain.

v [ Certificates User Management

o ks Ceilificatns Scenario Cnline behavior management _ L2TP/L2TP over IPSec IPSec access (3 Administrator access 802.1x access (@)

= CA Certificates
@ Authentication Mode and Policy Settings

* CRL Internet Access Authentication Mode Portal authentication ¥ *
# Bericeles Flemg Data Flow [Configure Authentication Policy]
» W Address @ user Configuration
» &% Region User Location ¥ Local Authentication Server
1 ity
» 3 Service Local User [Import User] [Import Security Group]
» Application User/User GroupiSecurity Group Management List
v 2 User [ Addr {J Delete [ Modify [T Copy [j Exportv S, Manage Users by Organizational Structure
= default Name Description User Group Source Binding Information
* huawei azif 2, idefault local None
s emm
Syal 2, idefault local None

4. Enable the network extension feature of the virtual gateway.

N
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Modify SSL VPN X
Configure SS5L VPN Network extension enables the device to assign a virtual IP address to an SSL VPN client through a virtual network adapter installed on

the client. This allows users fo remotely access all IP-based intranet services as easily as if they were on a LAN

Gateway Configuration
& = % Configure Network Extension

E S8l

MNetwork Extension
v Resource [ g
= Preserve Connections a
* Network Extension l Keepalive Packet Sending Cycle® | 120 <10-3600>seconds
* Web Proxy Available IP Address Range = E ALk BT Enter each IF Address Range on
a separate line.For example:
- File Sharing 10.10.1.1-10.10.1.254/255 255 255.0
10.10.1.1-10.10.1.254/24
« Port Forwarding Routing Mode Full routing mode v
v [ Terminal Security Changing routing mode and internal network segment will make users offline. Please add one

nefwork at least in the manual mode, or the mode is invalid
+ Host Check

» Cache Clearing

5. Modify the configuration or networking to ensure that the SSL VPN login device is
in the HRP_M state.

1.4.4 Troubleshooting Guidelines for Abnormal Services
Encountered After Successful Login

1.4.4.1 Intranet Resource Access Is Stalled, and the Delay in Pinging the
Intranet Is Long

Symptom

The SSL VPN dialup is successful, but access to intranet resources is stalled, and the
delay in pinging the intranet is long. The test download rate is much lower than the
download rate in NAT mapping.

from
from
from
from
from
from
from
from
from
from
from
from
from
v from
v from

Fle
Fle
Fle
Fle
Fle
Fe
Fle
Fle
Fle
Fle
Fle
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Possible Causes

NAT mapping only achieves address translation for packet headers, but the VPN
technology encrypts and decrypts entire packets. Therefore, VPN requires more
system resources and time than NAT mapping. This delay is more obvious if packets
are transmitted over networks of different carriers.

Procedure

1. Select Quick Transmission or Auto-sensing from the Tunnel Mode drop-down list
box. In quick transmission mode, the packet transmission rate is high. If Quick
Transmission is selected, the interzone policy must be enabled between the
Local zone and Untrust zone (assuming that the user is in the Untrust zone) on
the firewall. In the policy, the service type is UDP, and the port number is 443. In
auto-sensing mode, the SecoClient preferentially establishes an SSL VPN tunnel
with the VPN gateway in quick transmission mode. If tunnel establishment fails,
the SecoClient uses a reliable transmission mode to establish a VPN tunnel with
the VPN gateway.

2. If an enterprise provides multiple SSL VPN gateways, enabling the automatic
selection function on the SecoClient ensures that users can connect to the VPN
gateway with the fastest response.

O New Connection E
&P ssLven
Connection Mame:
LZTP{IPSec
hest k3
Import o
Description:

l

Gateway Address:

{1114 % Port: [443 * @
Tunnel Mode:
iAutn-sensing _j_i @

~ Route Overwrite (%)
I™ emssL algorithm (%)

Cancel l DK l

S
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1.4.4.2 Failed to Access the Public Network After a Successful Login

Symptom

The SSL VPN dialup is successful, but the public network cannot be accessed and the
domain name cannot be pinged.

Possible Causes

The split or full routing mode is configured for the virtual gateway network extension
service.

The network extension function is configured on the web page. If the accessible
internal network segment list does not contain any network segment, the network
extension routing mode is the split mode (network-extension mode split). If one or
more network segments exist in the list, the network extension routing mode is the
manual mode (network-extension mode manual). You can run the network-extension
mode full command on the CLI console to set the full routing mode, but this mode
cannot be configured using the web page. If the split or full routing mode is configured
for network extension, the Internet is not accessible after SSL VPN dialup is used.

Modify SSL VPN X
Configure SSL VPN Network extension enables the device to assign a virtual IP address to an SSL VPN client through a virtual network adapter installed on

the client. This allows users to remotely access all IP-based intranet services as easily as if they were on a LAN
% cateway Configuration

= SsL

Configure Network Extension

Network Extension [ @]
v Resource &
Preserve Connections [ o]
= Network Extension Keepalive Packet Sending Cycie® [ 120 <10-3600=seconds
« Web Proxy Available IP Address Range 34 e i i i T Enter each IP Address Range on
a separate line For example:
« File Sharing 10.10.1.1-10.10 1.254/255 255 255 0
10.10.1.1-10.10.1.254124
= Port Forwarding Routing Mode Manual routing mode -
v L] Terminal Security Changing routing mode and internal network segment will make users offine. Please add one

network at least in the manual mode,or the mode is invalid
= Host Check

e Accessible Private Network Segment List
@ Authoriz: /
4 Role Authorizalionitses This list flexibly conirols the range of internal network segments accessible to users and does not affect users access to the local LAN
B aaie o and Internet. If no internal network segment is configured, users can access only the remote enterprise intranet and local LAN, not the
A5 MAC Authentication Intemet

ficate Fil =
[ Certificate Filter [ Add TJ Delete C Refresh
~ [ Login Page Customization

B IP Network Segment Subnet Mask Edit

s Logo Customization

+ Gateway Page Customization

No data Perpage 50 ~ o 1 m

Procedure

Change the network extension routing mode to the manual mode. Enable the network
extension function for devices so that VPN tunnels are used only when the devices
access the specified VPNs on the intranet.

1.4.4.3 Warning: You have been logged out. Please re-log in.

Symptom

You are using the SecoClient service for a period after logging into the SecoClient, but
the system displays "You have been logged out. Please re-log in."
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{ﬁ Warning @

!_ You have been logged out. Please re-log in.

DK

Possible Causes
1. You are logged out by the administrator.
2. The aging time expires.

Procedure

1. Log in to the VPN gateway, and choose Monitor > System Logs. Check the
firewall operation logs to see if the administrator has logged out you.

2. Check the session timeout interval configured on the virtual gateway and whether
Preserve Connections is enabled.

1.4.4.4 Info: Failed to set up a VPN connection. The VPN server may be
unreachable.

Symptom

After logging in to the UniVPN, the system displays "Info: Failed to set up a VPN
connection. The VPN server may be unreachable."

(3.5 Warning ﬁ
_ Failed to establish the VPN connection. The VPN server may not be
b reachable.

oK

Possible Causes

There is a high probability that the problem occurs because an encryption algorithm
used by the client is different from that used by a gateway.

Procedure

Since V600R007C20SPC100, weak encryption algorithms are disabled on the virtual
gateway by default. In this case, the cipher suite of the virtual gateway can only use
strong encryption algorithms. Only SecoClient running 7.0.2.26 or a later version can
be used to log in to the virtual gateway.

For versions earlier than 7.0.2.26, you can run the v-gateway ssl weak-encryption
enable command on the gateway to enable weak encryption algorithms of the virtual
gateway.
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1.4.4.5 After a Terminal Is Added to an AD Domain, SSL VPN Users Are
Disconnected After Accessing the Network for a Period of Time

Symptom

After a terminal is added to an AD domain, SSL VPN users go offline unexpectedly
after accessing the network for a period of time. When the terminal is not added to the
AD domain, SSL VPN users do not go offline.

The fault symptoms are as follows.

® User logout records can be viewed on the firewall.

Check user logout records on the active firewall. The following information is

displayed.

HRP_M[HUAWEI] display aaa offline-record username wuser-name

2020-09-02 11:46:34, 219 -03: 00

User name

Domain name

Uzer MAC

Uzer accesz type
User IP address
Uzer IPVA addreszs
User ID

User login time
Uzer offline time
User offline reason

User name to server

: testO01@donainl

¢ domainl

: SSLVEN
: 10,0091, 89

. 65915

: 2020/09/02 11:44:27

1 202040902 11:46: 21

: User request to offline

: testi0l

Check user logout records on the standby firewall

displayed.

HEF_S[HUAWEI] display aaa offline-record username wuser—name

. The following information is

Uszer name

Domain name

User MAC

User access type
User IF address
Tser IPVE address
Usex ID

Tser login time
User offline time
User offline reason

User name to server

test001@domainl
domainl

SELVPN

10.0.91. 89

65915

2020709702 11:44:28
2020/09/02 11:46:21
Delete backup user

test00l

®  SecoClient logs show that the gateway forces the user to go offline.

hid 268436
CMDtype is KICKOUT]
§5age Lyperl send mesage

® Collect debug logs on the firewall. The LAM module generates the CUT_REQ
event before the user goes offline.
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HRP_W<HUAVEI-diagnose debugging swm srrox
Sep 14 2020 13:15:49-03: 00 FGSTHADO-01 CM/7/DEBUG
[UCH-HSG] NSG Recv From: (taskName-LAM, Code-ESAP_SRY MSG_CUT_REQ, Sro=0, Dst=—1, Slot=0)Webhuth:0x0 Vrf:(Reason: 29 Vlan: 0 VPI/VCI:0/0 AccessType: 0Tineoutlsz: 0 Mac: 0000-0000-0000 IPVE: IP:10.0.91.28.
Sep 14 2020 13 15: 49-03; 00 FGSTHADO-01 CN/7/DEEUG

Possible Causes

Procedure

There is a high probability that the problem occurs because both SSL VPN and AD
SSO (AD SSO is installed to query AD server security logs) are configured on the
firewall.

After the terminal joins the AD domain, the SSL VPN user needs to connect to the AD
domain controller for authentication (the AD domain controller records security logs at
that time). After the authentication succeeds, the SSL VPN user successfully logs in to
the network from the firewall. When the AD SSO server obtains security logs
(containing the mapping between SSL VPN accounts and virtual IP addresses) from
the AD domain controller, the server sends security logs to the firewall, and the firewall
forces the user to go online again based on the security logs. In this scenario, the
same user (the same account corresponds to the same virtual IP address) logs in to
the network from the firewall twice. The first time is the SSL VPN user login process.
After the SSL VPN user is authenticated, the user logs in to the network from the
firewall. The second time is that the firewall parses the security logs sent by the AD
SSO server and forces the user to go online.

However, the firewall does not support the preceding scenarios. When the firewall
parses the security logs sent by the AD SSO server to force the user to go online, the
firewall forces the existing online SSL VPN users to go offline.

1. Check whether the AD SSO function (querying security logs on the AD server
after AD SSO is installed) is configured on the firewall. If yes, go to the next step.
If the AD SSO function is not configured, contact Huawei technical support.

2. Configure a source NAT policy on the firewall.

3. Configure a source NAT policy for the authentication data flow from SSL VPN
users to the domain controller server. After the configuration, the SSL VPN user
does not directly interact with the domain controller. In the security logs
generated on the AD domain controller, the source IP address is not the virtual IP
address obtained through SSL VPN dialup but is the IP address of the intranet
interface of the firewall. In this way, when the firewall parses the security logs
sent by the AD SSO server and forces the related user to go online, the firewall
does not force the existing online SSL VPN users to go offline.

a. Choose Policy > NAT Policy > NAT Policy from the main menu.
b. Click Create and configure a source NAT policy.

c. Assume that the virtual IP address of the SSL VPN user is 10.2.0.0/16 and the
IP address of the AD domain controller is 10.10.10.3.

I T
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Add NAT Policy X

[Show Overview]

Name SANT

Description

NAT Type @ NAT NATG4 NATES
NAT Mode Source address translation ¥
Schedule Select a time range. M

Original Data Packet

Source Zone

Select a source zone. v [Muttiple]
Destination Type -@) Destination Zone Outbound Interface

Select a destination zone v [Multiple]
Source Address (@ 110.2.0.0/16 >
Destination Address (3 110.10.10.3 %

5
Service (7) Select or enter a service.

Translated Data Packet
Source Address Translated To Address in the IP address pool  (8) Outbound interface

Mote: To ensure that the device can properly forward NAT service traffic, configure a security policy. [Add Security Palicy]

1.4.4.6 A User Cannot Access the New Network Segment After an SSL
VPN Network-Extension Accessible Network Segment Is Added

Symptom

You choose Network Extension from the navigation pane. In the Configure Network
Extension area, set Routing Mode to Manual routing mode. In the Accessible Private
Network Segment List area, click Add. In the Add Network Segment dialog box, set IP
Network Segment and Subnet Mask to 10.253.1.0 and 24, respectively. After a user

goes offline and dials up again, the user cannot access the new network segment
10.253.1.0/24.
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(1] Gateway Configuration Network extension enables the device to assign a virtual |P address to an SSL VPN client through a virtual network adapter installed on the client. This
allows users to remotely access all IP-based infranet services as easily as if they were on a LAN.

@ sSL Configuration Configure Network Extension

© Select Services Preserve Connections a

Keepalive Packet Sending Cycle(® 120 <10-3600>5econds
© Network Extension Available IF Address Range | 192.168.202.1-192.168.202.254/1256.255.255.0. Enter each IP Address Range on

|a separate line.For example:

Coir 10.10.1.2-10.10.1.10/255.255.255.0
R A J
6 ole Authorization/User 110.101.2-10.10.1 10724

Routing Mode I_ Manual routing mode v |

&) Changing routing mode and internal network segment will make users offiine.

Accessible Private Network Segment List

This list flexibly centrols the range of internal network segments accessible to users and does not affect users access to the local LAN and Internet.
If no intemal nefwork segment is configured, users can access only the remate enterprise infranet and local LAN, not the Internet.

[ Add TJ Delete Add Network Segment X C Refresh

Edit

IBNEtWOrk Segme 6 yetwork Segment 10.253.1.0

Subnet Mask 24

Mote: Enable the security policy io ensure that users can use nelwork

densions. [Add Security Policy]
extensions. [Add Security Policy] ¥ w o 1
=

No data

Possible Causes

There is a high probability that the problem occurs because the device does not
deliver the route destined for the new network segment to terminals.

Procedure

1. Run the route PRINT command on the terminal to check whether there is a route
to the new network segment. If no, go to the next step. If yes, contact Huawei
technical support.

C:\Users\XXX> route PRINT

IPv4 Route Table

Active Routes:

Network Destination NetMask Gateway Interface Metric
0.0.0.0 0.0.0.0 10.174.104.1 10.174.105.158 25
10.174.104.0 255.255.252.0 On-link 10.174.105.158 281
10.174.105.158 255.255.252.255 On-link 10.174.105.158 281
10.174.105.255 255.255.252.255 On-link 10.174.105.158 281

2. Perform the following steps to check whether the user group has a routing mode
specified and whether the new network segment is included in Accessible Private
Network Segment List. If the user group has a routing mode and the new network
segment is not included in Accessible Private Network Segment List, perform the
following steps.

3. As shown in the following figure, a routing mode is configured for the user group,
and the new network segment is not included in Accessible Private Network
Segment List. If the routing mode is configured in the user group view, the routing
mode configured in the network extension view does not take effect.

S
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(1] Gateway Configuration

© 55L Configuration [3 Add TJ Delete C Refresh| Q Enter a role name W

© Select Services Ol Modify U . R “F i ¢ : bl
I Ser
default =

o Network Extension

Mame default v
6 Role Authorization/Use: Routing Mode Manual routing mode v

Changing routing mode and internal network £
Biepiovingd segment will make users offine ' <R GO

List of Authorized Roles

UserfUser Gr Accessible Private Network Segment List

[ Add 17 Del 3 Add TJ Delete £ group name @ﬂ

: Name IP Network Segment Subnet Mask Isers | Edit
&, idefaul { 172.16.13.0 255.255.255.0 j—
Displaying 1 ' R o

Displaying 1

o [N

4. Add a network segment to Accessible Private Network Segment List for the user

group.

(1] Gateway Configuration

List of Authorized Roles

0 SSL Configuration [ Add T Delete C Refresh| Q Enter a role name. EE Eil

©) Select Services T Modify User P 2
default 4
o Network Extension
Name default
© Role Authorization/User Routing Mode Manual routing mode r
e Changing routing mode and internal network ;
Diplavine 4 segment will make users offine | K

User/User Gr Accessible Private Network Segment List

[ Add §fDel  [GAdd T Delete er group name @I

Name IP Network Segment Subnet Mask Isers Edit
2, Idefault E 10.253.1.0 255.255.255.0 e £
172.16.13.0 255.255.255.0

Displaying 1 , .1 ! m

Displaying 2

After the user logs in again, check the local route. It is found that the new
accessible intranet network segment of the user group has been delivered to the
terminal, and the terminal user can access the resources on the network
segment.

IPv4 routing table

Active Routes:

Network Destination NetMask Gateway Interface Hops
0.0.0.0 0.0.0.0 90.x.X.X 90.x.X.X 281
0.0.0.0 0.0.0.0 17.1.1.1 17.1.1.2 271

10.253.1.0 255.255.255.0 On-link 192.168.202.4 1

10.253.1.255 255.255.255.255 On-link 192.168.202.4 257
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1.5 FAQs About SSL VPNs

1.5.1 How to Enable Different Users Using the Same Account to
Log In to SSL VPN Simultaneously?

To enable different users using the same account to log in to SSL VPN at the same
time, do as follows:

Contents

1. When you create a user account, select Enable account sharing.

User Management

Scenario +| Online behavior management | SSL VPN access L2TP/L2TP over IPSec IPSec access(?) Administrator access

1 Authentication Mode and Policy Settings

Internet Access Authentication Mode SSO authentication

Data Flow [Configure Authentication Policy]

2 User Configuration

User Location Modify User 7 x
Local User )
User Name huawei001
Server Import Poli
Display Name
UserfUser Group  pescription
=k Add> 38 Dele|| User Group Idefault fF
Name Security Group inding In’
Authentication Type ®) Local authentication Server authentication
& huaweid01 o one
Password
The password must be a string of 6 to 16 characters and must contain at least three
of the following character types: uppercase letters, lowercase letters, digits, ang
special characters. The password cannot be the same as the user name.
Confirm Password | wasesssass .
4 User Attributes
Expiration Time e Never
Specified Time
+| Enable account sharing
Page| 1 $Warning: Disabling account sharing will force all account-sharing users offline
IBMAAS Rindina /3y (@) Na hinding -
3 sS0 Settings
oK Cancel
AD SSO@

2. CLI configuration method:

[sysname] user-manage user sslvpn
[sysname-localuser-sslvpn] multi-ip online enable

3. Onthe SSL VPN virtual gateway, select Allow Users at Different Locations to Log
in to the Virtual Gateway Using the Same Account.

m] Interface
{1 interface Pair
& Zone
VXLAN
3 @ DNS
©) @ DHCP Server
E2 & Route
1 &f 1Psec
£ wis L2TP
#2 L2TP over IPSec
E3 @8 GRE
£ il DsVPN
= mf SsLVPN
EissL ven
@ Public Configuration
[ monitor
3 % TSM Interworking

SSL VPN List
< Add 3¢ Delete

Gateway Name Gateway IP Address:Port Domain Name Local Certificate 1

gateway default d

Modify SSL VPN

Configure SSL VPN

Gateway Name

%% Gateway Configuration L

Manually se [& - Port| 443 <1024-50000> or 2443 D

default
defautt

— NONE -

IR

default

4. CLI configuration method:
[sysname] v-gateway test1
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[sysname-test1] security
[sysname-test-security] public-user enable

1.5.2 Why Resources Cannot Be Accessed After the
Connection Is Successful?

1. Functions vary when the client connects to different servers.

2. After the VPN connection is set up, the system determines whether to send
packets through the tunnel based on the path delivered by the client. The firewall
can be configured authorization resources. If the resources to be accessed enter
the VPN tunnel according to the routing information but are not within the scope
of the resources authorized by the role, the client intercepts and discards the
packets.

1.5.3 What Is the Knowledge of SSL VPN Certificate
Authentication?

1. Client CA certificates support the certificate chain. When configuring the
certificate chain, select all the CA certificates on the chain.

2. You can select multiple client CA certificates that are not associated with each
other so that the users holding certificates issued by different root certificates are
allowed to access the network.

3. The user name field in the user certificate can contain spaces but must not
contain any quotation marks (") or question marks (7).

4. In hot standby networking, certificates are not automatically backed up. You need
to manually import client CA certificates to both active and standby devices.

5. If certificate-anonymous or certificate-challenge authentication is implemented for
users, the client certificate needs to be installed on the client browser. The client
certificate must be in .p12, .pem (including a key), or .pfx format.

6. In certificate-anonymous authentication mode, the device extracts fields from a
user/device certificate to verify the identities of SSL VPN users. In
certificate-challenge authentication mode, the device verifies the identities of SSL
VPN users by extracting fields from a user/device certificate and also interworks
with the local device or server to assist the authentication.

1.5.4 Does SSL VPN Support Binding Between Users and
Devices
V100R001 and V500R001 do not support this function.

In V500R005C00, the virtual gateway can authenticate the MAC addresses of SSL
VPN user devices. MAC address authentication is to permit only authorized devices to
access the intranet, preventing external devices from imposing potential risks to the
intranet.

1.5.5 Does the High-End Firewall Support SSL VPN Services?

The USG9500 high-end firewall supports SSL VPN services starting from
V500R001C50. The earlier versions (for example, V300R001) do not support SSL
VPN services.

I
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1.5.6 How Do | Use XCA to Create Device Certificates and User
Certificates?

1. Install the XCA tool.

Double-click setup xca-0.6.4.exe and click Next until the installation is
successful.

— e m e

|'{_.i"-§setup wca-0.6.4.8xe | |

2. Run the program.
a. Choose Start > Program > xca > xca.

Folders
Assetsxcassets - in SecoClientUninstaller

Assets.xcassets - in SecoClientVPN

Assets xcassets - in

Assets.xcassets - in SecoClientvP
search suggestions
£ xca - See wieb results
/O xcar
L xcar B
£ xcar Fm
L xcarbmms

L xcar 1M

xcd

b. Choose Start > Program > xca > xca.

2= ¥ Certificate and Key management

;ﬂlé Import  Help

Mewve DataBase ChrlM —

igning requests I Cari
Open DataBase Crrl4L
Exit Alt+F4

c. Select a path for storing the database file, for example E:\ca\JSCIQ, name the
file JSCIQ, and click Save.

e
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®= 3 Certificate and Key managerment - O X

File | ®= Open XCA Database X

Prii & - 1~| « CA » JSCIO v O Search 15CIQ »

Organize ~ Mew folder Bz - (2]
== ConHGHY1k " Mame Date modified Type
== D on HGHY1k
B Oesktap
‘E:'] Docurnents
& Downloads
== Eon HGHYTK
= Fon HGHVIK
= G on HGHY1k

Mo iterns match your search,

b Music
=] Pictures
B videos v <€ >
File name: J5CIQ I %
Save as type: | XCA Databases (*xdb ) ~
A Hide Folders [ e | |~

d. In the displayed dialog box, enter a password and click OK.

- MewParmard 2x

Password %

Fleate snter o pazeword, thet will be szed to sncrypl yeur privale keyz in the detabaze-£ils

Password I

Eepeat password |‘ LL 1]

=

11 NOTE

Remember this password because it is used when you start the database again.
3. Shut down and then start the xca tool.
a. Shut down and then start the xca tool.Start the database and choose Open.

N
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@ 3 Certificate and Key management - O X
@ Open XCA Database b
€« v 4[]« CA > JSCIQ v B | searchiscig o
Organize « New folder iz~ [ e
= DonHGHYIKIA  Mare . Date modified Type
I Desktop 1T ITIE HCA databiase
E Documents
; Downloads
= Eon HGHY1K30
= Fon HGHY1KS0
= G on HGHYTKS(
J'! Music
[&=] Pictures
! Wideos
‘e Local Disk (0
- MeEwrVolume (D
¢ v < > 9
File name: |[JSCIQxdb v| }(CA Databases (*._xdb) V|
b. Start the database and choose Open.
20
Password %
Fleaze enter the paszword for unlocking the databasze
— L
Fagivord || @90 @
= (=1
4. Create a root certificate.
a. On the Certificates tab, click New Certificate.
= ¥ Certificate and Key management _.u.l.m,,!I

Be [rpot Help

Frivate Keyz | Certificate signing requests I Teaplates | Hevocation lists |

Internal ness IE_n e |Sl.l'i.ll Jnnl. After I'['rul tlate Ilu | 1
| h_ﬂir tificats

Bxport I

b. In the Signing page of the Source tab, select SHA 1 from the Signature
algorithm drop-down list box, select [default]CA from the Template drop-down

list box, and click Apply.
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== ¥ Certilicate and Key management Al x|

Create x509 Certificate e

@I Subject | Eetensionz | Ky Uzage | Hetzeaps |

Sl guing requast

r Sipn this Certificale Sigmnp peguest | j

F Copy extenziont from the reqaest | Shew rEquect I
—Sigming

(o !l:zﬂl.t & pelf signad certificats with the serial II.

(" Usa ihix Certificate Eor for siguing | AT |
Sigmature algerithe |_|S|{l. 1 :'JJ
 Template 7

Teaplate for the new certificate |[defaale] Ch i Apply l

Cancel I oK I

11 NOTE

Select SHA 1 as the signature algorithm, and click Apply.
c. On the Subject tab, enter name information.

&= ¥ Certificate and Key management ? x

Create %509 Certificate M\}

Source Subject Extensions key Usage Metscape

Distinguished name

Inkternal name |JSCIQ | Qrganisakion |JSCIQ |

Country code |cn | Crgan, unit |JSCIQ |

Skate or Province |jiangsu | COmmmon Narme |JSCIQ |

Locality |nan]’ing | E-Mail address | |

| commonfame - | | Add | | Delete
Type Content

d. Click Generate a new key on the Subject tab. In the dialogue box displayed,
set the key name to JSCIQ and click Create.

N
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% Certificate and Koy managenent II E’

—

Create %508 Certificate
Seurce I Extensions | Eey Wsage | Betzcepe |

e

- Distinguished nwae

Intersal owe  [JSCI9 Organization |JSCIQ
Country cods fen frgan onit [FSCI0
State or Province Ijiu\{tu Conmon nama |J‘5tIﬂ

Locality R iini Fallail wddusea |

2%}

e | —
" Newkey = s

Flease give a name 1¢ the nev key and select the desired keysize
 Kay propertiss

2 |.'FSI:IH

Eaymies 1024 bit =] Eeytype [0 =] I

Al

| e

- Private Key -

| =11 -
Cancel | & | i ||

e. Click OK. The root certificate is generated.

X Certificate and Key management

=10l x|
Ebe Import Help
Frivate Keys I Certificate signing requesis I Templates I Rewocation lizts I
Interpsl nema IGw-un nang ISw:i.ll I:n:ﬂ. After ifnut stals —- I
5l ISt O Z018-06-13 GHT| Always Trust fan Eectifisate
Export |

5. Create a user certificate.
- Create a user certificate template.
a. Click Templates and then click New template to create a user certificate.

% Certificate and Key management J .-::J.HLE

e Input_tep

Private Kays | Cortificats signing requests | Certificatas ] Ravesation lists |

Nase /| Type

e —

Changs Tesplate I

b. Click Templates and then click New template to create a user certificate.
N
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% Certificate and Key'i

Presat Template walues

Hothing

Hothing
Ch

—— HITFS_ =erver

c. In the user template, set user parameters (do not set Common name
because each user name is unique), and click OK.

»— X Certificate and Key management |

Create XCA template

Subject I Extensions I Key Usage I Hetscape

21|
L)

>
E!.;_- =

—Distinguished name

Internal name Iuser

Country code Ic:n

State or Prowince I_'iiangsu

Orgzanization IJSCIQ
Organ, unit |JSCIQ
Common name I

Locality Inanjing E-Mail address I
IcommonName j I Add Dlelete
Type I Content |

—Frivate ley

| TR

j [= Used Eeys too | Generate a new keyl

Cancel |

[1):4 |

- Create a user certificate.

a. Click Certificate > New Certificate to create a user certificate.

¥ Certificate and Eey managerment aln.l.ﬁi
File [Import  Help
Brivate Xeys | Certificate signing requests | Templates | Revocstion lises |
Internal nama - ICu-m nane {Sﬁrhl [mt hitar ['.I.‘rul. state
{ Hew Certificate i
Je® e s o1 2018-05-13 GNT Mlways Trust =
Export I

b. In the Signing pane, select JSCIQ from the Use this Certificate for signing
I
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drop-down list box, select SHA-1 from the Signature algorithm drop-down
list box, and select user in the Template pane. Then click Apply.

¥ Certificate and Key management =

 Create x509 Certificate S

l Source ] Subject | Bxtensions | ey Wsage | Hetzcape |

~S1grang reqasst i

I~ Sign ihiz Dertificuie signing pequest l d
: 173 Copy extenzions from the requect i Shew request I
~Sigring
" Creste o zelf signed cortificate with the zeriad |l
= Uze Ahis Certificata for for zigning “3‘5610 :Jl
Sigautare 4lgeithe EX ;]|

Teaplate
L-vi-h for the new errlit’i"l*ﬂ_:l'] sty |

i Cancel 0K !

1] NOTE

Select SHA 1 as the signature algorithm, and click Apply.
c. On the Subject tab page, template settings are displayed.

N
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X Certificabe and Key managpement Ilx|

Create x509 Certificate PA

Spuree I Il.lmiiﬂi Xey Usage | l'vl.tuqql

- Pistingsizhed nsan
Intavnal mass | Orgesization  |JSCI0
Country code [en Drgas wnit  |JSCIG
State or Fravines |jisngss Coamsn nae |
Lasality |_m=_jng E-llail addvess I
Iﬂ—cnﬂu! :I I hdd I Dalate I
Type | Comtent |
~ Frivats kay
| 2] 7 Vet vy on | omarite « v o

d. On the Subject tab page, template settings are displayed.

(a) On the Subject tab, enter wangt in the Internal name text box.
(b) Enter wangt in the Common name text box.
(c)Click Generate a new key.

(d) In the dialog box displayed, enter wangt.
(e) Click Create.
(

f) Click OK.

N
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1%

Create x509 Certificate e

Seures  Subject I Extansions | Eay Uzage | Hatzeaps |
~ Distinguizhed nanw

Talernal mame H-uq_-t F‘nn' sitien  |TSCIG

Comiry ceds 1¢a l}ul_ LTLR Im.‘[ﬂ

Sints or Frovincs !J:nnﬁ l:-:-l-ll;'nnr wangh |
Lecalily Jaansing EBail addrass

[ TN x|

™ New key k

Flasze give = ness £o the pew key and melecl the demired keymise
~Ka¥ eropariiaz
4. e

wangt] |

h:nliﬁ* Ban ﬂ"’"‘""lmid

~ Frivata & Caseal I 3 -__“' I -

I ﬂF'Uuih;nlﬂli:mututur'hw

e e

e. The generated certificate is displayed.

% Certilicate and ey management _-Jn!ﬁl
Bile [mport Help
Frivate Eays | Certificate zigning requasis I Tesplatex | Rawocation lists I
Internal neas £ |Commen mame |Serial |not After Truzt state
- Hew Cortificats |
JER wangt wangh 0z FO09-05-15 GNT  Trust inher ‘ Export I

6. Create a device certificate.
a. Choose Certificate > New Certificate to create a device certificate.

= % Certificate and Key management ) j ! ;lglil

File Import Help

Frivate Keys I Certificate =igning requests I Templateas I Rewvacation listsl

Internal name # |Cc-mmc-:n name |Serial |not After |Trust state

' Hew Certificat

- @R TSI TSCIQ 01 2018-05-13 GMT Always Trust | & e i i |
Export |

b. In the Signing pane, select JSCIQ from the Use this Certificate for signing
drop-down list box, select SHA-1 from the Signature algorithm drop-down list
box, and select [default] HTTPS_server in the Template pane. Then click

Apply.

N
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Create x509 Certificate ﬁ@\

Source | Subject I Extensions I Key Uzagze Hetscapel

Signing request

I~ Sign. this Cerfaficate srgning request j

¥ Copy extenzions from the reguest Show request |

Signing

{" Create a self signed certificate with the serial |1

{ Uze thiz Certificate for for =igning I.]"SCIQ j
Signature algzorithm SHA 1 |
Template

Template for the mew certificate||[default] HITFS =erwer

Cancel | 0K

(11 NOTE
Select SHA 1 as the signature algorithm, and click Apply.
c. On the Subject tab, perform the following operations:

(a) Enter 1.1.1.1 in the Internal name text box. (This address must be the IP
address

(b) of the virtual gateway.)

Enter 1.1.1.1 in the Common name text box. (This address must be the IP
address of the virtual gateway.)

(c

~

(d) Click Generate a new key.
(e) In the dialog box displayed, enter 1.1.1.1.
(f) Click Create.

N
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(g) Click OK.

Her key

;'1'-. 1024 bit

218,24, 167,26 (RSA)

N
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I Certificate and Eey management _IDIﬂ

File | Import Help

Private Keys I Certificate signing requests Certificates | Templates I Revocation lists I
Internal name A |Common name |Ser
B ‘ﬂ '_! e = 0 Hew Certificate |
- S B1. 104 B1. 104 o1 Export |
o e TZ2.130 TZ.130 a1 |
Import
- Je= Ll 5. 131 01
J'w_ 1.43 1.43 01 Show Details |
- e 1.4 i licd 01 = |
- et 167. 28 16T 28 ot Jelete
- I 5. 131 25. 131 01 Inport PECS#12 |
o pe
’E_]__ 3 _'_-'j. Import PECS#T |
L el 1114
P e Plain View |
51.42 51.42 01

1| | ]

Databaze!E: voahuxf xdb

4
7. Export a certificate.
- Export a root certificate.
a. Select the root certificate JSCIQ and click Export.
¥ Certificate and Key managenent i = [=] 3|

Be Import telp

Private Keys | Certificate signing requestz  Certificates I Templates I Revocation lists I

Common name | Swrial |not After

Internal name

Trust state
Hew Cortificate I

20180513 @T AMlways Trus

2009-05-15 GUT Trust inberi | | Erport |

J-E wangh wangh

b. The following dialog box is displayed.
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[ ericnte and oy manssement T

Certificate export ﬁ?’g\

Fleaze enter the filename for the certificate.

Filenane |\JSCIQ. crt |

DIER iz & binery format of the Certificate

FEM 15 a basefd encodad Certificata

FECSET i1z wn official Certificate exchange format

PECS®I12 15 an encrypted official KeyCartificete exchange fermat

Export Format [Tﬂ _:I

c. Specify a path for saving the certificate and click OK.

X Certificate and Key management

21X
Certificate export ﬁ@\'

Flease anter the filsnsas for the cortificate

Filensas [ /dat/TSCI0 ert | The path must not contain |
: Chinese characters. -

‘DER iz = binary format of the Certificats

FEN 13 a bazeBd encoded Cartificate

PICSHT iz an offieial Cartificate sxchange format

FRCSRIZ iz an encrypted official Key-CertiFcats sxchangs format

Export Format [m ,:]

Cancal K i

(11 NOTE
The path must not contain Chinese characters.

d. The JSCIQ.crt certificate is displayed in G:/ca.
Ilﬂ @ca

A PFIAES x

R - SRR L o P S

Ehscig.or | |

- Export a user certificate.

N
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a. On the Certificate tab, select the user certificate wangt and click Export.

X Certificate and Key management

Fle [vport Help

=10l x|

Internal neme

Frivate Keys | Cortificete signing requesis I Teaplates | Revocation lists |

/ |l'.'¢u¢n hase iStri.ll |nu Aftar
J5CIq 01

2018-05-13 GUT  Always Trust

0080515 8T Trast inhers

1
ITI‘DI"‘. Thale

Hew Certificate

Expert,

b. Specify a path for saving the user certificate, set the certificate format to

PKCS #12, and click OK.

&= ¥ Certificate and Key management

Certificate export

? X

nes

Please enter the filename for the certificate,

‘ Filenarne |D:,I'CA'I,wangt.p12

DER is & binary Format of the Certificate

PEM is & base6d encoded Certificate

PKCS#7 is an official Certificate exchange Format

PKCS#12 is an encrypked official Key-Certificate exchange Format
Export Format| |PKCS #12

Cancel

c. In the dialog box displayed, leave the password blank and click OK.

% Certificate and Key management =

2x]

o ==

Flesse enter the passwerd te emerypt the FICSEIZ file

Password

Pazzwerd |

Repaat passwerd J

Cancel

d. The certificate wangt is displayed in G:\ca.

2 +lca
Home s View
« - » This PC > NewVolume (D) > CA »
& ke A Name Date modified Type Size
B Desktop » J=(ails] 20 116
JSCIQ it 2018/11/1711:09
& .
= 2018/12/4 3527
4| Documents # 3 wangtp1z L
&= Pictures -

baji

N
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- Export a device certificate.
a. On the Certificates tab, select the device certificate 1.1.1.1 and click Export

I Certificate and Eey management _Il:llil

File | Import Help

Frivate Keys I Certificate signing requests Certificates | Templates I Fewocation lists I
Internal name A | Common name |Ser
B} J-w‘_ T A L P T R T - EEW Cartificate |
J-E;!'_ﬁ B1.104 B1.104 01 Export |
- i) TZ2.130 TZ2.130 01
Import |
- e 251311 25,131 o1
JW— 1.43 1.43 01 Show Details |
- Je 1.4 i lied 01 - |
- Jiesg 167,28 16T, 28 o1 Zeete
5. 131 25,131 o1 Import FECS#12 |
-
B Import FECS#T |
1111 . g
- Flain ¥View |
- = 51.42 51.42 01
« 2

Databaze:E: hcahuxf xdb

7

b. Specify a path for saving the certificate, set the certificate format to PKCS
#12, and click OK.
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I Certificate and Eey management =10} x]

File Import Help

Private Keys I Certificate signing reguests Certificates | Templates I Bewvocation lists I
Internal na I Certificate and Eey management i ﬂﬂ L |
G- A% | : _,_/\I
- &2 ¢ Certificate export ﬁf@, |
et
X —
e B Pl he fil for th i£i 4|
A t t. 1. t te,
}w ! ease enter the filename for the cer ificate
‘f-ﬂ! i Filename [E:fcafcerty1.1.7.1.012 | |
- s « |
bt J"{I«— ! IEE 1= a binary format of the Certificate |
& J‘%w— 4 FEM is a basefd encoded Certificate
m FECS#T is an official Certificate exchange format |
w ¢
J. ] FECS#1Z2 1= an encrypted official KeyCertificate exchange format
Export Format IPKI:S #12 j
cac_| i
‘ | ‘
J | B

Databaze:E:heahuxf udb

c. In the dialog box displayed, leave the password blank and click OK.

il > X Certificate and Key management ed bt

Password M

Flease enter the password to encrypt the PECS#1Z file

Paszword I

Repeat password I

LCancel | DK

d. The certificate 1.1.1.1.p12 is displayed in E:\ca\cert.

1.5.7 Are Administrator Rights Required for Installing and
Running the SecoClient?

To install the UniVPN, you must have the administrator rights.

To run the UniVPN, you do not need to have the administrator rights. Common users
are allowed to run the UniVPN.

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com support hotline: 400-6288-116 51


http://www.leagsoft.com/

LeagSoft UniVPN Client
Maintenance Guide Contents

1.5.8 Can | Change the Account Password on the Terminal
After the Dialup Is Successful on the SSL VPN Client?

Yes. Perform the following steps to modify the password.

1. Right-click the icon of the client from System Tray and choose Change Password
from the shortcut menu.

2. In the Change Password dialog box, change the login password.

(1] NOTE

The password can be changed only when a VPN connection has been established between
UniVPN and a peer gateway.

After the password is changed successfully, the current VPN connection is disconnected. You
need to use the new password to log in again.

1.5.9 Why Do | Need to Upload an ActiveX Control to a Device
in Advance?

When a terminal user logs in to a virtual gateway through the Internet Explorer kernel
browser to use the SSL VPN service, the user needs to download and install a related
ActiveX control. The firewall of an earlier version packs the ActiveX control in the
software package of the gateway. Therefore, you do not need to upload the ActiveX
control in advance.

The ActiveX control is released separately for devices since the following versions.
Therefore, you need to upload the ActiveX control to the device in advance.

e V600R007C00: For models excluding the USG6630E/6650E, USG6680E,
USG6712E/6716E, an administrator needs to upload the ActiveX control to the
device in advance.

® VB600R007C20: For the versions earlier than V600R007C20SPC300 and the
models except the USG6391E/6610E/6620E, USG6630E/6650E, USG6680E,
USG6712E/6716E, an administrator needs to upload the ActiveX control to the
device in advance. For V600R007C20SPC300 and later versions and all models,
an administrator needs to upload the ActiveX control to the device in advances.

e V500R005C20: Only the USG9500 require an administrator to upload the ActiveX
control to the device in advance.

1.5.10 Which Network Extension Routing Mode Has a Higher
Priority, in the Virtual Gateway Service View or Virtual Gateway
User Group View?

If the routing mode is configured in both the virtual gateway service view and virtual
gateway user group view, the routing mode configured in the latter view takes effect.

1.5.11 What Are the Differences Between the Routes Generated
by the Terminal in the Three Routing Modes of SSL VPN
Network Extension?

The network extension service of SSL VPN provides three routing modes: manual,
split, and full routing.

-
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After network extension is enabled, the firewall advertises routes to branch users
based on the configured routing mode. The routing mode determines the range of
resources that users can access.

Server
192.168.2.1/24

Router Firewall
Internet ! HQ
Branch user ( 55L VPN tunnel ( ) Server
1921681124 10.1.1.0/24

Assume that the IP address obtained by the user from the firewall is 6.6.6.1/24 (IP
address of the vNIC) and the next-hop IP address of the route is 192.168.1.2.

1.5.11.1 Manual Routing Mode

Routing Command Routes Generated | Access Service

Mode on the User Side

Manual network-extension Only the traffic Users can access

routing mode | mode manual destined for the all of the LAN,
network-extension headquarters Internet, and

manual-route 10.1.1.0 | (10.1.1.0/24) can enterprise intranet.
255.255.255.0 pass through the

_ vNIC 6.6.6.1 and
If the manual routing enter the SSL VPN
mode is selected, you | ynnel. The routes
must specify the to the Internet and
Intranet network LAN remain
segment that users unchanged.
access.
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Itvd Route Table
Leotive Routes:
Hetwork Destination Hetmask Gateway Interface
Metric
D.0_0.0 D.0.0.0 152.168.1.2 1592 . 168.1.2 i0
f/Boute for accessing the Internet
G.6.6-1 255255 255255 On-link G.6.6-1
257
i 1 | 255 AL L L5 0 On—link G.6:6:1 1
J/Boute for accessing the enterprise intranet
1A T 1255 255255 255 255 On-link Gog-6.1
257
192 .168.2.0 255 _255_255.0 192.168.1.2 192_168.1.2 11

f/Boute for accessing the LEN

1.5.11.2 Split Routing Mode

Routing Mode

Command

Routes Generated on
the User Side

Access Service

Split routing
mode

network-extensio
n mode split

The IP address of the
outbound interface of
the default route is
changed to the vNIC
IP address. As a
result, users cannot
access the Internet.
Users can still access
the LAN because the
route to the LAN
remains unchanged.

Users can access
only the LAN and
enterprise
intranet, but not
the Internet.
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IBvd Route Table
Lotiwve Routes:
Hetwork Destinatiom Hetmask Gateway Interface
Metric
o.0.0.0 0.0.0.0 On-link 6.6.6.1 1
J/Route for accessing the enterprise intranet
6.6.6.0 255255 2550 On—-link G_6.-6_1
257
6.6.6.1 255 255 255 255 On-link 6_6.6.1
257
G.6.6.255 255 355 255 255 On-link G.6.6:-1
257
192.168.2.0 255 255 _2585.0 192.168.1.2 192 .168.1.2 11

//Route for accessing the LAN

1.5.11.3 Full Routing Mode

Access Service

Routing Mode | Command Routes Generated on
the User Side

Full routing network-extensi | The IP addresses of the

mode on mode full outbound interfaces of

almost all routes are
changed to the vNIC IP
address. This means
that all traffic from users
enters the SSL VPN
tunnel. The route to
192.168.2.0 (local LAN)
still exists in the routing
table. The cost of the
route is 11, but the cost
of the route delivered by
the firewall is 1.
Therefore, the route to
192.168.2.0 does not
take effect.

Users can access
only the enterprise
intranet, but not
the LAN or
Internet.
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IBv4 Route Table

Letive Boutes:

Hetwork Destination Hetmask Gateway
Interface Hetric
0O.0.0.0 0.0.0.0 On-link 6.6.6.1
1 //Route for accessing the enterprise intranet
6.6.6.0 255_255_255.0 On-link 6.6.6.1
25T S /Boute for accessing the enterprise intranet
6.6.6.1 255,255 _.255_ 255 On-link 6.6.6.1
25T S /Boute for accessing the enterprise intranet
6.6.6_255 255.255_255 255 On-link 6.6.6.1
25T S /Boute for accessing the enterprise intranet
132_168.2.0 255 .255.255.0 152 168.1.2 152.168.1.2
11 //Route for accessing the enterprise intranet
132_168.2.0 255 .255.255.0 On-link 6.6.6.1
1 //Route for accessing the enterprise intranet
157 168.2.255 255 .255.255 255 On-link 6.6.6.1
25T S /Boute for accessing the enterprise intranet

The SSL VPN network extension service provides the following routing modes:

® |In manual routing mode, the subnet of the headquarters network must be clearly
defined and can be accessed through the SSL VPN vNIC. In addition, the intranet
and Internet can be accessed when they are accessible.

® In split routing mode, the internal LAN continues to be accessible because the
local LAN gateway is not changed. However, the Internet and HQ subnet can be
accessed through the vNIC. This is why the SSL VPN client loses Internet access.

You need to configure a proxy server in the HQ to provide Internet access for the
SSL VPN client.

e In full routing mode, all traffic (destined for the Internet, intranet, and HQ subnet)
is forwarded through the vNIC route of the SSL VPN. This is why only the HQ
subnet can be accessed and the intranet and Internet cannot be accessed in this
mode. (The Internet can provide the proxy server again at the HQ, for example, in
the tunnel splitting scenario.).

(1] NOTE

The routes delivered by the client in the same routing mode vary according to the operating
system running on the client. The actual delivered route is used.

1.5.12 Does SSL VPN Support Two-Factor Authentication?

Yes. SSL VPN supports the following types of two-factor authentication:

1. RADIUS two-factor authentication: The firewall interworks with a RADIUS server
to authenticate SSL VPN users. This authentication requires users to enter
dynamic verification codes in addition to their user names and static PIN codes.
The dynamic verification codes can be SMS verification codes or dynamic
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passwords generated by tokens.

2. Certificate-challenge authentication: combines client certificate authentication
with local or server authentication.

1.5.13 What Can | Do If the vNIC Cannot Be Generated After |
Log In to the Client Through Dialup?

Some drivers of SecoClient of an earlier version are incompatible with an operating
system, which may cause this problem.Install the latest version of UniVPN.

1.5.14 Which SSL VPN Commands Can Be Used to Collect
Debug Logs?

You are advised to run the debugging sslvpn-user allv-gateway-name user-name
command to collect debug logs. This command can be used to enable the debug log
function for all service accesses.

1.5.15 Do If the Delay of Pinging the Intranet Is Long After SSL
VPN-based Access Is Performed?

After a user accesses the intranet through the SSL VPN, the delay for pinging the
intranet is long. The possible causes are as follows.

®  Asecurity policy configured on the firewall does not permit UDP packets of port
443 from the Untrust zone to the Local zone.When the terminal accesses the SSL
VPN virtual gateway in fast transmission mode, UDP and its port 443 are used.
As such, you need to configure a security policy on the firewall to permit UDP
packets of port 443 from the Untrust zone to the Local zone. If the SSL VPN
virtual gateway is deployed on the intranet and connected to a NAT device that is
connected to the external network, configure a mapping entry containing UDP
and its port 443 on the NAT device.

e HTTPS flood attack defense is configured on the firewall, and the threshold is too
low.Run the display anti-ddos defend information system command to check
whether HTTPS flood attack defense is enabled and view its threshold. You can
run the anti-ddos https-flood source-detect alert-rate alert-rate command to
change the threshold.

1.5.16 What Is the Correlation Between SSL VPN and User
Management?

When the web proxy, port forwarding, or file sharing service is used, user information
is not displayed in the online user list. Users get online and user information is
displayed in the online user list only when a network extension service is used.

To view online SSL VPN users on the web page, choose User > Online Users or
choose SSL VPN > Monitor.
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@ Disconnect #) Refresn | E

User SSL VPN User Online Time 1P Address Upst Traffic (MB) D Traffic...

Configure Online User Synchronize Information

Apply
Online User List
] Disconnect ] Disconnect Al B Lock B Uniock P Refres! @ Search | [E Acvanced Search {3 Clear Search Condition
User Nam... Group IP Add... Authe... Acces.. Device Login Time/Lock... Time Online/Tim... Upstrea... Downstr... Traffic (KB)

huawei0d1  £B 7777  LocalA.. SSLVPN  unknown 2018-10-27 11:51...  00h 02m 37s 0 Kbps

You can also run CLI commands to view online users.

® Run the display onlineuser command in the basic view of the virtual gateway.

® Run the display user-manage online-user command in the system view.If you
deregister a user in the online user list in user management or disconnect a user
in SSL VPN monitoring, the user is forced to go offline.

1.5.17 What Is the Knowledge of SSL VPN Role Authorization?

The default role of the virtual gateway can only be edited but cannot be deleted. By
default, this role is not allowed to access any intranet resources.

In USG6000 V100, the default role can access any intranet resources. Pay attention
to this difference when you upgrade USG6000 V100 to V500.

A user logs in to the SSL VPN virtual gateway. If the user or user group is not added to
any user-defined role, the default role applies.

If server authorization is configured for the authentication domain used for SSL VPN
dialup, the authorization group is identified as follows:

1. If the user with the same user name already exists locally, the parent group of this
user is used during authorization.

2. If the user with the same user name does not exist locally, check whether New
User Authentication Options is configured.

a. New User Authentication Options is not configured.

The parent group of the user configured on the authorization server is used for
authorization.

b. New User Authentication Options is configured.

If Prohibit New User Login is selected, the user login request is rejected, and
the authorization process is terminated.

If Add to User Group or Security Group is selected, the specified parent group
is used for authorization.

If Use It as a Temporary One and Do Not Add It to the Local User List is
selected, the specified parent group is used for authorization.
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1.5.18 How to Perform User-specific Permission Control After
SSL VPN Authentication Is Successful?

Perform the following steps:

1. Configure an authentication-exempt policy for data flows that access intranet
resources from the network extension address pool.

2. Bind the security policy to the user or user group.

1.5.19 How Do | Trace the Source of Unauthorized Operations
After an SSL VPN User Accesses a Device?

At a certain time, a user accesses the intranet through the SSL VPN, obtains a virtual
IP address, and uses the virtual IP address to interact with the intranet server. If the
SSL VPN user performs unauthorized operations on the intranet server, source
tracing is required to locate the user.

Perform the following steps to trace the source.

1. View system logs to obtain the mapping between virtual IP addresses and user
accounts.

a. Choose Monitor > Logs > Traffic Logs from the main menu.

b. Search for logs starting with USERS/5/NESRYV. Information similar to the
following is displayed.

Log information is recorded after the user logged in to the device successfully through the SSL VPN and
enabled network extension:

%2000-04-02 01:35:41 USG6300 %%01USERS/5/NESRV(l): id=USG6320Eedemon time="2000-04-02
01:35:40" fw=USG6300 pri=5 vsys=root vpn=gateway user="huawei001" src=11.11.11.2
dst=11.11.11.1 duration=0s rcvd=0byte(s) sent=0byte(s) type=vpn service=1 msg="Network Extension:
Service startup, the virtual IP address is 13.13.13.102."

Log information is recorded after the user logged in to the device successfully through the SSL VPN and
disabled network extension:

%2000-04-02 01:35:59 USG6300 %%01USERS/5/NESRV(l): id=USG6320Eedemon time="2000-04-02
01:35:40" fw=USG6300 pri=5 vsys=root vpn=gateway user="huawei001" src=11.11.11.2
dst=11.11.11.1 duration=18s rcvd=0byte(s) sent=715byte(s) type=vpn service=1 msg="Network
Extension: Service shutdown, the virtual IP address is 13.13.13.102."

2. Check whether an authentication policy is configured on the firewall. If an

authentication-free policy is configured for the traffic of SSL VPN users accessing
the intranet server, the traffic logs generated for such traffic contain user

information.
» HUAWEI ® ® &
HUAWEI \PEDaESE Dashboard Monitor Policy Object Network System
¥ Health Check Traffic Log List
L Secinty Fosilre Awareness [ Customize £ | C Refresh  Time | Last 24 Hours ¥ | (DAdd Filter

2 Visualized Management

View  Time Source Zone | Destination Zone Source Region Destination Region | Source Address  Destination Address |Source User

=3 Logs
M g [d 2021/05/15 16:46:50 local trust

« Traffic Logs

[d 2021/05/15 16:46:43 local trust

N
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1.5.20 What Are Authorization Rules in the SSL VPN Server
Authentication Scenario?

Authorization rules in the server authentication scenario include local and server
authorization rules.

Local Authorization
Assume that the local authorization configuration is as follows.

#

domain icf.local
authentication-scheme admin_Idap
authorization-scheme local
service-scheme webServerScheme
Idap-server Idapserver2
service-type internetaccess ssl-vpn 12tp
internet-access mode password
reference user current-domain

#

If the testO01@icf.local user exists, the authorization rules are as follows:
The virtual IP address is bound to the test001@icf.local user, which takes effect.

The test001@icf.local user is bound to a user-defined role. The user can match the
role.

The direct parent group of the test001@icf.local user on the local device is bound to a
user-defined role. The user can match the role.

The indirect parent group of the test001@icf.local user on the local device is bound to
a user-defined role. The user does not match the role.

The direct parent group of the test001@icf.local user on the authentication server is
bound to a user-defined role. The user does not match the role.

The indirect parent group to which the test001@icf.local user belongs on the
authentication server is bound to a user-defined role. The user does not match the
role.

If the testO01@icf.local user does not exist, the authorization rules are as follows:

The direct parent group of the test001@icf.local user on the authentication server is
bound to a user-defined role. The user does not match the role.

The indirect parent group to which the test001@icf.local user belongs on the
authentication server is bound to a user-defined role. The user does not match the
role.

Find the role bound to the icf.local root group. If no role is bound to the icf.local root
group, the default role is matched.

Server Authorization
Assume that the server authorization configuration is as follows.

#
e
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domain icf.local

authentication-scheme admin_Idap
authorization-scheme Idap
service-scheme webServerScheme
Idap-server Idapserver2
service-type internetaccess ssl-vpn 12tp
internet-access mode password
reference user current-domain

#

If the test001@icf.local user exists, the authorization rules are as follows:
The virtual IP address bound to the test001@icf.local user, which does not take effect.

The test001@icf.local user is bound to a user-defined role. The user does not match
the role.

The direct parent group of the test001@icf.local user on the local device is bound to a
user-defined role. The user can match the role.

The indirect parent group of the test001@icf.local user on the local device is bound to
a user-defined role. The user does not match the role.

The direct parent group of the test001@icf.local user on the authentication server is
bound to a user-defined role. The user does not match the role.

The indirect parent group to which the test001@icf.local user belongs on the
authentication server is bound to a user-defined role. The user does not match the
role.

If the test001@icf.local user does not exist, the authorization rules are as follows:

The direct parent group of the test001@icf.local user on the authentication server is
bound to a user-defined role. The user can match the role.

The indirect parent group to which the test001@icf.local user belongs on the
authentication server is bound to a user-defined role. The user does not match the
role.

1.5.21 How to Collect UniVPN Logs?

Collection method on PCs
1. Right-click the UniVPN icon on the tray.

Display Home Fagze

Conmect 443

Dizsconmect

Change Password
Error Report

Cancel Automatic Login

Basic Settings
Help *
Exit
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2. Select Error Report.
< Fault Feedback

' An error has occurred on the UniVPN. We apologize for any
inconvenience this may cause you.

The error report has been generated, including the NIC, operating system
version, proxy, routing, and client log information. Your private information
has not been included in the generated information. Please send this
report to help us further improve the software.

F‘Iease describe the operation procedure that caused this error,

Error Information

Cancel l | OK

3. Enter the fault title and operation procedure as prompted.
4. Click OK and wait for the log package to be generated.

T

< Save Fault Repart ==

Select Compression Path :

Fri‘ﬁ.zzh InAppData\Roaming\UniVPN\log\Se2022042616233726.zip Browse l

5. Click Browse to select the file save path.

The UniVPN collects client software usage information when generating error reports.
Take proper measures to ensure that the following information is strictly protected:

e error_detail.txt: records the operation steps (manually input by a user) that
cause an error, and the client version used.

N
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o netcard_info.txt: records NIC information on the PC where the UniVPN is
installed.

e operate_system_info.txt: records operating system information on the PC
where the UniVPN is installed.

® proxy_info.txt: records proxy server information on the PC where the UniVPN is
installed.

® route_info.txt: records routing information on the PC where the UniVPN is
installed.

® UniVPN_UniVPNCS_0.log: records log information, such as login success or
failure, VPN tunnel setup success or failure, generated during the UniVPN
service configuration.

e  UniVPN_UniVPNUI_0.log: records log information, such as VPN connection
configuration and Chinese/English interface switching, generated on the UniVPN
configuration page.

e UniVPN_UniVPNPromoteService_0.log: records log information about UniVPN
service processes to ensure the normal running of the UniVPN.

® Crash file: is created when the UniVPN is terminated unexpectedly. The crash
file name varies according to the exception cause. In the Windows system, the
file name extension of a crash file is .dmp, while in the MAC operating system,
the file name extension of a crash file is .core.

1.5.22 What Are Common SSL VPN Service Logs?

When a network exception occurs, the network administrator needs to locate the fault
based on logs. The following lists common SSL VPN service logs:

Log recording SSL VPN login failures:

%2000-04-02 01:27:17 sysname %%01USERS/4/USRPWDERR(I): id=sysname
time="2000-04-02 01:27:13" fw=sysname pri=4 vsys=root vpn=gateway
user="huawei001" src=11.11.11.2 dst=0.0.0.0 duration=3s rcvd=0byte(s)
sent=0byte(s) type=vpn service=5 msg="Session: huawei001 failed to login."

Log recording SSL VPN login successes:

%2000-04-02 01:35:34 sysname %%01USERS/5/LOGINSUC(I): id=sysname
time="2000-04-02 01:35:33" fw=sysname pri=5 vsys=root vpn=gateway
user="huawei001" src=11.11.11.2 dst=0.0.0.0 duration=0s rcvd=0byte(s)
sent=0byte(s) type=vpn service=5 msg="Session: huawei001 logged in."

Log recording logout from the SSL VPN:

%2000-04-02 01:36:00 sysname %%01USERS/5/LOGOUT(l): id=sysname
time="2000-04-02 01:35:59" fw=sysname pri=5 vsys=root vpn=gateway
user="huawei001" src=11.11.11.2 dst=0.0.0.0 duration=26s rcvd=0byte(s)
sent=715byte(s) type=vpn service=5 msg="Session: huawei001 logged out."

Log recording a user who succeeds in logging in to the SSL VPN and enabling
network extension:

%2000-04-02 01:35:41 sysname %%01USERS/5/NESRV(]): id=sysname
time="2000-04-02 01:35:40" fw=sysname pri=5 vsys=root vpn=gateway
user="huawei001" src=11.11.11.2 dst=11.11.11.1 duration=0s rcvd=0byte(s)
sent=0byte(s) type=vpn service=1 msg="Network Extension StartUp, The virtual IP
adddress is 13.13.13.102."

e
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Log recording a user who succeeds in logging in to the SSL VPN and disabling
network extension:

%2000-04-02 01:35:59 sysname %%01USERS/5/NESRV(l): id=sysname
time="2000-04-02 01:35:40" fw=sysname pri=5 vsys=root vpn=gateway
user="huawei001" src=11.11.11.2 dst=11.11.11.1 duration=18s rcvd=0byte(s)
sent=715byte(s) type=vpn service=1 msg="Network Extension: The virtual IP
adddress is 13.13.13.102."

Log recording a user who succeeds in logging in to the SSL VPN login and changing
the password:

%2000-04-02 01:35:21 sysname %%01USERS/5/CHGPWDKICK(]): id=sysname
time="2000-04-02 01:35:20" fw=sysname pri=5 vsys=root vpn=gateway
user="huawei001" src=11.11.11.2 dst=0.0.0.0 duration=36s rcvd=0byte(s)
sent=636byte(s) type=vpn service=5 msg="User huawei001 was forcibly logged out,
for the password was successfully modified."

Log recording that the network extension function is enabled by a user, who then
logged out by the administrator:

%2000-04-02 01:36:00 sysname %%01USERS/5/LOGOUT(l): id=sysname
time="2000-04-02 01:35:59" fw=sysname pri=5 vsys=root vpn=gateway
user="huawei001" src=11.11.11.2 dst=0.0.0.0 duration=26s rcvd=0byte(s)
sent=715byte(s) type=vpn service=5 msg="Session: huawei001 logged out with
virtual IP address 13.13.13.102."

Log recording user logout due to session aging out:

%2000-04-02 02:10:00 sysname %%01USERS/5/EXPIREUSER (I): id=sysname
time="2000-04-02 01:09:59" fw=sysname pri=5 vsys=root vpn=gateway
user="huawei001" src=11.11.11.2 dst=0.0.0.0 duration=26s rcvd=0byte(s)
sent=715byte(s) type=vpn service=5 msg="User huawei001 was forcibly logged out
for the user ages."

Log recording resource access by SSL VPN users:
[sysname] v-gateway test
[sysname-test] service

Note: After the network extension log function is enabled, the gateway records a
connection log each time the client establishes a TCP connection with the intranet
server through network extension. If the TCP connection is frequently established, a
great deal of log information is generated by the gateway, which affects query for
other log information.

[sysname-test-service] network-extension log enable //[Enable the network
extension log function.

1.5.23 Are Users Forced to Log Out When SSL VPN Network
Extension Settings Are Changed?

When the administrator adds, changes, or deletes a manual routing network segment
for network extension services, online users of the virtual gateway are forced to log
out.

When the administrator adds a network segment to the network extension address
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pool, online users of the virtual gateway are not logged out.

When the administrator deletes or modifies a network segment of the network
extension address pool, the users whose IP addresses are allocated from this
segment are forced to log out. The users whose IP addresses are not allocated from
this segment are not logged out.

1.5.24 How Is the Interzone Relationship of SSL VPN Service
Packets Determined?

SSL VPN provides web proxy, file sharing, port forwarding, and network extension
services. The traffic of the web proxy, file sharing, and port forwarding services passes
through the Local zone to the Trust zone. Trust indicates the security zone to which
the firewall interface connected to the intranet belongs.

When an SSL VPN user accesses intranet resources using a network extension
service, the firewall searches for the route to the public IP address of the user and
finds an outbound interface. The security zone where the outbound interface resides
is the source security zone for network extension service traffic. In the multi-egress
scenario, multiple outbound interfaces may exist for the route. You need to configure
the security zones where the outbound interfaces reside as the source security zones.
The firewall searches for a route to the destination IP address of the network
extension service traffic and uses the security zone where the outbound interface
resides as the destination security zone.

1.5.25 Can | Access the Firewall Intranet Interface Address for
Device Management After SSL VPN Login?

Yes.

Noted that in hot standby networking, you can use the intranet interface address of
the active firewall for device management after logging in to the active firewall through
SSL VPN dialup, but cannot manage the standby firewall in the same way. To manage
the standby firewall, use the intranet bastion host or intermediate device to jump to the
standby firewall.

If a management interface is bound to a VPN instance, the management interface
cannot be accessed after the SSL VPN dialup connection is set up. In this case, you
need to access the management interface through the intermediate device or access
the intranet interface that is not bound to any VPN instance.

1.5.26 Which SSL VPN Configurations Can Be Backed Up in
Hot Standby Networking?

Some SSL VPN configurations are displayed in Buildrun mode, and other
configurations are saved in the database. For example, the maximum number of
virtual gateway users, maximum number of virtual gateway resources, virtual gateway
device certificate, and user/user group bound to the virtual gateway role, are not
contained in the configuration file. You need to log in to the device to view these
configurations.

In hot standby networking, SSL VPN configurations can be backed up, including

adding users/user groups, creating roles, binding roles to users/user groups,

unbinding roles from users/user groups, deleting roles, and deleting users/user
e
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groups in SSL VPN role authorization.

1.5.27 Does SSL VPN Support IPv6?

No.

1.5.28 What Are the Browsers Supported by SSL VPN
Controls?

Currently, the mainstream browser kernels are as follows:
Trident kernel: Common browsers include Internet Explorer.
Gecko kernel: Common browsers include Mozilla Firefox.

Webkit kernel: Common browsers include Apple Safari(Win/Mac/iPhone/iPad)and
Maxthon 3.

Blink kernel: Common browsers include Chrome and Opera.
Edge kernel: Common browsers include Edge.

Most of the new browsers in China are dual-core or even multi-core, including Trident
and other kernels. Generally, other kernels are called quick mode, while the Trident
kernel is called compatibility mode. Users can switch between the two modes.

C oD ) https://hao.360.cn

Compatibility mode

(1) How to select kernel

360 Secure Browser (Trident+Blink)
360 Speed Browser (Trident+Blink)
Cheetah Safe Browser (Trident+Blink)
Maxthon Browser (Trident+Webkit)
TheWorld Browser (Trident+Blink)
Sogou Browser (Trident+Webkit)

UC browser (Trident+BIink)

Currently, the SSL VPN features (web-link, port forwarding, network extension, and
host check) are available only on the Internet Explorer kernel (that is, the Trident
kernel) browser with ActiveX installed.
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1.5.29 What Are the Application Scenarios of SSL VPN
Features?

Management System, ERP

SR Lt System, Teleconferencing

: Business Systems
Finance System...

System...
Web Proxy=-------==-- HTIPFTP, Telnet, SIP, SNMP, TFTP, R T R
File Sharing<----f------- SMEB) SMTP, ... NF$IDHCP, DNS... PP y
Port Forwarding=-{-=--========- «':\TCF'\} {:‘UDF‘E\,‘ Transport Layer Protocol

Network Extension Network Layer Protocol

Web proxy: used to access intranet web resources.
File sharing: used to access shared resources of intranet system servers.

Port forwarding: used to access resources enabled on the TCP application server of
the intranet.

Network extension: used to access all IP resources of the intranet.

1.5.30 Does SSL VPN Allow the VPN Clients from Other
Vendors to Dial Up?

The SSL VPN private headers defined by each vendor are different. Therefore, the
VPN clients of different vendors and the SSL VPN gateway cannot access each other.

1.5.31 What Are the Differences Between SSL VPN and SVN?

SSL VPN SSL VPN Item FW Model SVN Model

Category

Virtual gateway License control over | The virtual The virtual
virtual gateway gateway is not gateway is

license controlled
but is determined
by device models.

license controlled.
By default, one
virtual gateway
license is
provided.

Virtual gateway
created in the public
system

Supported

Not supported. All
virtual gateways
are created in the
virtual system.
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SSL VPN SSL VPN Item FW Model SVN Model
Category
Authentication Multi-level Not supported Supported.
and authorization | authentication Three-level

authentication is
supported at
most.
Separated Not supported Supported
authorization and
authentication.
Multiple Supported Not supported
authentication
domains
Access control policy | Not supported Supported
Correlation between | Supported Not supported
security policy and
user/user group
Denying web login Not supported Supported
Auxiliary Device ID Not supported Supported
authentication
Image verification Not supported Supported
code
Desktop cloud Load balancing Not supported Supported
gateway
Secure cloud Not supported Supported

gateway

User lockout

Authentication mode
in user lockout

Local user only

Local user or
server user

User lockout method

User name
lockout only

User name or
source IP address
lockout

1.5.32 How Do | Advertise Routes Destined for the SSL VPN
Service Address and Network Extension Address Pools in

OSPF Networking?

Assume that the following information exists.

® Network extension address pools:

network-extension netpool 10.23.40.1 10.23.47.254 255.255.248.0
network-extension netpool 10.23.116.1 10.23.117.254 255.255.254.0
network-extension netpool 10.23.144.1 10.23.145.254 255.255.254.0
network-extension netpool 10.23.228.1 10.23.231.254 255.255.252.0
network-extension netpool 10.23.232.1 10.23.239.254 255.255.248.0
I
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network-extension netpool 10.23.244.1 10.23.247.254 255.255.252.0

® |nterface address for the interconnection between the firewall and intranet switch:
10.23.249.253

e Default route configured on the firewall: ip route-static 0.0.0.0 0.0.0.0
10.23.175.249

® |nterface address for interconnection between the intranet switch and firewall:
10.23.249.254

To configure OSPF to advertise the network segment routes destined for the network
extension address pools to the intranet switch, perform the following steps.

# Configure a route to each network extension address pool.
ip route-static 10.23.40.1 255.255.248.0 10.23.175.249

ip route-static 10.23.116.1 255.255.254.0 10.23.175.249

ip route-static 10.23.144.1 255.255.254.0 10.23.175.249

ip route-static 10.23.228.1 255.255.252.0 10.23.175.249

ip route-static 10.23.232.1 255.255.248.0 10.23.175.249

ip route-static 10.23.244.1 255.255.252.0 10.23.175.249

# Configure an IP prefix list, set the matching mode of the IP prefix list to permit, and set the IP address to be
filtered to the network segments of the network extension address pools.

ip ip-prefix prefix-a index 10 permit 10.23.40.1 21

ip ip-prefix prefix-a index 20 permit 10.23.116.1 23

ip ip-prefix prefix-a index 30 permit 10.23.144.1 23

ip ip-prefix prefix-a index 40 permit 10.23.228.1 22

ip ip-prefix prefix-a index 50 permit 10.23.232.1 21

ip ip-prefix prefix-a index 60 permit 10.23.244.1 22

# Configure a route-policy named sslvpn. Set the node number to 1 and the matching mode to permit.
route-policy sslvpn permit node 1
if-match ip-prefix prefix-a

# Configure a route-policy named sslvpn. Set the node number to 100 and the matching mode to deny.
route-policy sslvpn deny node 100

# Configure OSPF to import static routes.

ospf 23 router-id 10.23.249.253

bandwidth-reference 100000

import-route static route-policy sslvpn

area 0.0.0.23

#

To configure OSPF to advertise the route to the loopback address to the external network, perform the following
steps. The SSL VPN virtual gateway uses this loopback address.
# Configure a loopback address.

interface Loopback 10

ip address X.X.X.X 32

# Configure OSPF to import static routes.
ospf 23 router-id 10.23.249.253
bandwidth-reference 100000
import-route static route-policy sslvpn
area 0.0.0.23

network X.X.X.X 0.0.0.0

# Configure the SSL VPN virtual gateway to use the loopback address.
I
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v-gateway ssl_vpn ip address X.X.X.X

1.5.33 Does the SSL VPN Support Hot Standby for Load
Balancing Networking?

No. The SSL VPN function is not mutually exclusive with the hot standby function.
Specifically, if the SSL VPN function is configured in hot standby mode, SSL VPN
traffic is still processed only by the active device. SSL VPN traffic is not load balanced.

The configured active device refers to the device with the HRP_M prefix before the
command-line prompt.

The configured standby device refers to the device with the prefix HRP_S before the
command-line prompt.

1.5.34 Does the SSL VPN Support Hot Standby for
Active/Standby Backup?

Yes. The active firewall automatically backs up the online session information about
SSL VPN users to the standby firewall. This ensures that SSL VPN users are kept
online during an active/standby switchover, thereby eliminating the need to dial up
again.

1.5.35 Is Authentication-Exempt Supported for SSL VPN

Users?
No.

1.5.36 Does UniVPN Support Mobile Phones as Terminals?
Supported.

The UniConnect client can be installed on terminals running iOS (10.0 or later) and
Android (5.0 or later).

If system freezing occurs, try using a phone with a later version of the operating
system.

1.5.37 How Does SSL VPN Bind Network Extension Virtual
Addresses to Users?

Click Add under User/User Group List in Role Authorization/User, and then bind a
virtual IP address to the user.
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il intsctucs SSL VPN List
o Add 3¢ Delete
BB v AN Gateway Name Gateway IP Address:Port Domain Name Local Certificate Client CA C
B %l e [ gateway e £l default default
Modify SSL VPN z

E3 &4 IPSec Configure SSL VPN

List of Authorized Roles

Role Name Authorized User Enabled Service Edit

wlssL VPN
@ Public Configuration
{8 rMonitor

E3 W TSM interworking

Page 1 of1 Records per page | 50 ~ Displaying 1-30f3

CLI configuration method:

[sysname] v-gateway test

[sysname-test] service

//1. Configure address pools.

[sysname-test-service] network-extension netpool 20.0.0.2 20.0.0.100 255.255.255.0

[sysname-test-service] network-extension netpool 10.0.100.2 10.0.100.200
255.255.255.0

[sysname-test] vpndb
//2.1 Add a user to the virtual gateway.
[sysname-test-vpndb] user abc

//2.2 Bind the user abc to the address 10.0.1000.100 so that when the user logs in,
the IP address 10.0.100.100 is allocated to the user.

[sysname-test-vpndb] user abc virtual-ip 10.0.100.100

The firewall can also bind user groups and virtual address segments. However, the
binding cannot be configured on the web page but can be configured only using CLlIs.

//3.1 Add a user group to the virtual gateway.
[sysname-test-vpndb] group /default/huawei

//3.2 Bind an address pool to the user group. That is, IP addresses are allocated from
the address pool 20.0.0.2-20.0.0.100 to the users in the user group huawei.

[sysname-test-vpndb] group /default/huawei network-extension netpool 20.0.0.2

1.5.38 What Is the Rule of Allocating Virtual IP Addresses in
SSL VPN Network Extension?

Virtual IP address allocation priorities are as follows:

If a user is bound only to a network extension virtual IP address, this address is
allocated to the user.

If a user group is bound to a network extension virtual IP address pool, virtual IP
addresses in the address pool are allocated to the users in the user group.

S
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If a user group is bound to a network extension virtual IP address pool and the users
in the user group are bound to network extension virtual IP addresses, the bound
virtual IP addresses are preferentially allocated to the users in the user group.

If a user does not belong to any group or if the user group is not bound to a network
extension virtual IP address pool, the virtual IP address allocated to the user is from
the address pool configured in the virtual gateway network extension service.

If a user group is bound to a network extension virtual IP address pool but the
addresses in this pool are used by users outside the user group, these users can still
use the original bound IP addresses, which does not affect online users.

Unbinding an address pool from a user group does not affect the users and online
users in the user group bound to fixed addresses.

1.5.39 What Are Common Debugging Logs of SSL VPN?

®  The terminal fails to verify the device certificate, and a certificate security warning
is displayed.

[NETC INFO 2022-01-04 14:06:36.000399 J[Administrator] [2][SSL Create][SSLConnect errno: 1,
state: error,connectSSL:-1]

[NETC WARN 2022-01-04 14:06:36.000400 J[Administrator] [2][SSL Create
failed][ErrorCode:20][reason:Verify first error,unable to get local issuer certificate]

[NETC WARN 2022-01-04 14:06:36.000400 J[Administrator] [2]3[xcs SSLFree begin][reason:connect
ssl error connectfd, return number is -1 pstConlInf->psSs|=3792750]

[CAUTH WARN 2022-01-04 14:06:36.000514 J[Administrator] [2][CAUTH Auth SendToGateway
failed][reason:netc connect error, code 1]

[NETC INFO 2022-01-04 14:06:36.000517 ]J[Administrator] [2]4[xcs SSLFree
begin][pstConInf->psSs|=0]

[NETC WARN 2022-01-04 14:06:36.000517 J[Administrator] [2][Socket close failed][fd:7404,errorcode
is 10035] // The certificate fails to be verified.

[CAUTH WARN 2022-01-04 14:06:36.000518 J[Administrator] [2][Master auth failed][reason:send auth
pack to gateway error]

[CAUTH ERROR 2022-01-04 14:06:36.000519 J[Administrator] [2][Auth login process failed][auth
master error]

[CADM INFO 2022-01-04 14:06:36.000520 J[Administrator] [2][Normal Msg][biztype is 3 ,msgtype is
3 ,msgcode is 0x3000b]

®  When a user logs in, the system displays a message indicating that the
authentication fails because the certificate name or password is incorrect.

[CAUTH INFO 2022-01-04 13:35:35.000058 J[Administrator] [2][Auth send][auth package send to
gateway successful]

[CAUTH INFO 2022-01-04 13:35:35.000058 J[Administrator] [2][Master auth][send auth message to
gateway ok]

[CAUTH INFO 2022-01-04 13:35:35.000059 J[Administrator] [2][Auth login process][auth master ok]
[CAUTH INFO 2022-01-04 13:35:35.000059 J[Administrator] [2][Auth receive][auth type 0]

[CAUTH INFO 2022-01-04 13:35:35.000059 J[Administrator] [2]JuiModule = 0 iSRejCode= -5
puiCRejCode = 196609 //The user fails to be authenticated.

[CAUTH INFO 2022-01-04 13:35:35.000059 J[Administrator] [2][Auth recv][auth master failed][reason =
196609]

[CAUTH INFO 2022-01-04 13:35:35.000060 J[Administrator] [2][auth master exit][authType = 0]
[NETC INFO 2022-01-04 13:35:35.000060 ]J[Administrator] [2]4[xcs SSLFree
begin][pstConInf->psSs|=3792750]

[CADM INFO 2022-01-04 13:35:35.000060 J[Administrator] [2][Normal Msg][biztype is 3 ,msgtype is
3 ,msgcode is 0x30001]

'
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®  When a user logs in, the system displays a message indicating that the
authentication fails because the user account is locked.

[CAUTH INFO 2022-01-04 14:14:48.000939 J[Administrator] [2][Auth send][auth package send to
gateway successful]

[CAUTH INFO 2022-01-04 14:14:48.000940 J[Administrator] [2][Master auth][send auth message to
gateway ok]

[CAUTH INFO 2022-01-04 14:14:48.000940 J[Administrator] [2][Auth login process][auth master ok]
[CAUTH INFO 2022-01-04 14:14:48.000940 J[Administrator] [2][Auth receive][auth type 0]

[CAUTH INFO 2022-01-04 14:14:48.000940 J[Administrator] [2]JuiModule = 0 iSRejCode= -16
puiCRejCode = 196609 //The user account is locked.

[CAUTH INFO 2022-01-04 14:14:48.000941 J[Administrator] [2][Auth recv][auth master failed][reason =
196609]

[CAUTH INFO 2022-01-04 14:14:48.000941 J[Administrator] [2][auth master exit][authType = 0]
[NETC INFO 2022-01-04 14:14:48.000941 J[Administrator] [2]4[xcs SSLFree
begin][pstConlInf->psSs|=37668b0]

[CADM INFO 2022-01-04 14:14:48.000941 J[Administrator] [2][Normal Msg][biztype is 3 ,msgtype is
3 ,msgcode is 0x30001]

® When a user logs in, the system displays a message indicating that the
authentication fails because the user does not have the network extension
permission.

[CAUTH INFO 2022-01-04 14:14:48.000939 J[Administrator] [2][Auth send][auth package send to
gateway successful]

[CAUTH INFO 2022-01-04 14:14:48.000940 J[Administrator] [2][Master auth][send auth message to
gateway ok]

[CAUTH INFO 2022-01-04 14:14:48.000940 J[Administrator] [2][Auth login process][auth master ok]
[CAUTH INFO 2022-01-04 14:14:48.000940 J[Administrator] [2][Auth receive][auth type 0]

[CAUTH INFO 2022-01-04 14:14:48.000940 J[Administrator] [2]JuiModule = 0 iSRejCode= -16
puiCRejCode = 196609 //The user account is locked.

[CAUTH INFO 2022-01-04 14:14:48.000941 J[Administrator] [2][Auth recv][auth master failed][reason =
196609]

[CAUTH INFO 2022-01-04 14:14:48.000941 J[Administrator] [2][auth master exit][authType = 0]
[NETC INFO 2022-01-04 14:14:48.000941 J[Administrator] [2]4[xcs SSLFree
begin][pstConlInf->psSs|=37668b0]

[CADM INFO 2022-01-04 14:14:48.000941 J[Administrator] [2][Normal Msg][biztype is 3 ,msgtype is
3 ,msgcode is 0x30001]

® The terminal actively logs out.

[CAUTH INFO 2022-01-04 15:42:13.000259 J[Administrator] [2][Auth send][auth package send to
gateway successful]

[NETC INFO 2022-01-04 15:42:13.000468 ][Administrator] [2]4[xcs SSLFree
begin][pstConlInf->psSsl=2b17840]

[CADM INFO 2022-01-04 15:42:13.000469 J[Administrator] [2][cadm bizctl process][entry bizctl proc
srcbiz 3 and bizctl 40]

[CADM INFO 2022-01-04 15:42:13.000470 J[Administrator] [2][cadm bizctl process][the biz start to
exit biztype 5]

[CADM INFO 2022-01-04 15:42:13.000471 J[Administrator] [2][cadm bizctl process][the biztype 5 exit
msg is sending. notice_biz 20]

[CNEM INFO 2022-01-04 15:42:13.000472 J[Administrator] [8][Cnem module proc][Enter]

[CADM INFO 2022-01-04 15:42:13.000474 J[Administrator] [2][cadm bizctl process][the biz start to

exit biztype 8]
[CNEM INFO 2022-01-04 15:42:13.000474 J[Administrator] [8][Cnem module proc][Cnem module
stop]

[CADM INFO 2022-01-04 15:42:13.000476 J[Administrator] [2][cadm bizctl process][the biztype 8 exit

msg is sending. notice_biz 120]

[CEPS INFO 2022-01-04 15:42:13.000476 ]J[Administrator] [7][hostcheck pro][ceps module stqp start]
AN
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[NETC INFO 2022-01-04 15:42:13.000478 ]J[Administrator] [8]4[xcs SSLFree
begin][pstConlInf->psSsl=2b010b0]

[CADM INFO 2022-01-04 15:42:13.000480 J[Administrator] [2][cadm bizctl process][the notice has
been send to src biz 3--EXIT WAIT]//The user proactively logs out.

[NETC WARN 2022-01-04 15:42:13.000481 J[Administrator] [8][Socket close failed][fd:2324,errorcode
is 10035]

[ROUTE INFO 2022-01-04 15:42:13.000483 ]J[Administrator] [8][Route Recovery][start]

[ROUTE INFO 2022-01-04 15:42:13.000495 ][Administrator] [8][Route Recovery][Finish]

® The device logs out a user.

[CNEM WARN 2022-01-04 15:47:32.000364 J[Administrator] [3][Cnem handle packet from
gateway][CMDtype is KICKOUT]//The request for logging out a user from a device is received.

[CNEM ERROR 2022-01-04 15:47:32.000366 ]J[Administrator] [3][Cnem handle packet from
gateway][NEM_CMD_KICKOUT]

[CNEM INFO 2022-01-04 15:47:32.000367 J[Administrator] [3][Cnem send status msg to self ok]
[CNEM INFO 2022-01-04 15:47:32.000368 J[Administrator] [8][Cnem module proc][Enter]

[CNEM INFO 2022-01-04 15:47:32.000370 J[Administrator] [8][Cnem AsyncMsg BizNem Proc][Enter]
[CNEM INFO 2022-01-04 15:47:32.000371 J[Administrator] [8][Cnem run][Enter]

[CNEM INFO 2022-01-04 15:47:32.000387 J[Administrator] [8][Cnem run][the current status 145 and
msgtype 13]

[CNEM ERROR 2022-01-04 15:47:32.000388 ]J[Administrator] [8][Cnem receive or send packet
failed][goto ERR Handle]

[NETC INFO 2022-01-04 15:47:32.000390 J[Administrator] [8]4[xcs SSLFree
begin][pstConlInf->psSsl=2b010b0]

[ROUTE INFO 2022-01-04 15:47:32.000391 J[Administrator] [8][Route Recovery][start]

[ROUTE INFO 2022-01-04 15:47:32.000404 J[Administrator] [8][Route Recovery][Finish]

® Keepalive times out, reconnection fails, and the user logs out.

[CNEM ERROR 2022-01-04 16:01:48.000444 J[Administrator] [8][Cnem err handle][nem module
reconnect fail]
[CADM INFO 2022-01-04 16:01:48.000444 J[Administrator] [2][Emergency Msg][biztype:5 msgtype:11

msgcode:0xb0002]
[CEPS INFO 2022-01-04 16:01:48.000493 J[Administrator] [7][eps proc][CEPS HostCheck Proc start
type 10]

[CEPS INFO 2022-01-04 16:01:49.000713 J[Administrator] [7][cacheclean logout][eps start logout
cache clean check end]

[CADM INFO 2022-01-04 16:01:49.000714 J[Administrator] [2][Normal Msg][biztype is 8 ,msgtype is
5 ,msgcode is 0x50002]

[CADM INFO 2022-01-04 16:01:49.000714 J[Administrator]
[5][CSDK_Send_Thread][uiMsgSourceMark:0x4000000 ->
uiMsgDestMark:0x2000000][uiModulelD:0x8000000][uiMsgType:0x2000500][uiConnetType:0x1000000][ui
Msglength:0x0]

[CAUTH INFO 2022-01-04 16:01:49.000718 ]J[Administrator] [2][CAUTH Module Proc][in to CAUTH
Module Proc]

[CAUTH WARN 2022-01-04 16:01:49.000719 J[Administrator] [2][Service cert
failed][pstCAuthCtx->uiServiceCertCheck =0]

[CADM INFO 2022-01-04 16:01:49.000720 J[Administrator] [2][CAUTH Auth SendToGateway][no
need to set certinfo]

[CADM INFO 2022-01-04 16:01:49.000721 J[Administrator] [2][CAUTH Auth SendToGateway][proxy
info :0, user name:, proxy type:0]

[NETC WARN 2022-01-04 16:01:54.000722 J[Administrator] [2][SSL Connect failed][reason:ssl| time
out, reconnect]

[NETC WARN 2022-01-04 16:01:59.000723 ]J[Administrator] [2][SSL Connect failed][reason:ssl| time
out, reconnect]

[NETC WARN 2022-01-04 16:02:04.000724 J[Administrator] [2][SSL Connect failed][reason:ssl| time
out, reconnect] /Reconnection times out.
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[ NETC ERROR 2022-01-04 16:02:04.000725 ]J[Administrator] [2][SSL Connect failed][reason:reach max
reconnect time Addr: 10.19.12.120,Port: 5678]

Complete log: The user logs in to the SSL VPN successfully.

[CADM INFO 2022-01-06 13:36:53.000070 J[Administrator] [4][Proxy info][ConnectType is <1>,Proxy
type is <0>]//1 indicates SSL VPN, and 0 indicates no proxy.

[CADM INFO 2022-01-06 13:36:53.000071 J[Administrator] [4][Proxy info][proxy is :0, user name is ,
proxy type is 0]

[PREF INFO 2022-01-06 13:36:53.000072 ]J[Administrator] [2][SetPrefSiteFlag]

[PREF INFO 2022-01-06 13:36:53.000073 ]J[Administrator] [2][Site pref proc][Enter]

[PREF INFO 2022-01-06 13:36:53.000074 ]J[Administrator] [2][Site Pref Preprocess
Sitelnfo][aucGatewaylP:10.19.12.120][uiGatewayPort:6528]

[PREF INFO 2022-01-06 13:36:53.000075 ]J[Administrator] [2]Number of sites 1

[PREF INFO 2022-01-06 13:36:53.000077 ]J[Administrator] [2][Default getway Index in configuration
file is O]

[PREF INFO 2022-01-06 13:36:53.000078 ]J[Administrator] [2][Default getway Index is 0]

[PREF INFO 2022-01-06 13:36:53.000096 ]J[Administrator] [39][Site pref thread enter][Site order is 0]
[PREF INFO 2022-01-06 13:36:53.000097 ]J[Administrator] [39][Park
RequestPack][pstFirstConnRequest->ucDomain][10.19.12.120]

[PREF INFO 2022-01-06 13:36:53.000098 ]J[Administrator] [39][SITE_FirstConn_RequestPack over]
[CAUTH INFO 2022-01-06 13:36:53.000099 J[Administrator]

[CAUTH INFO 2022-01-06 13:36:53.000099 ][Administrator] [39][cauth][get the gateway ip is
10.19.12.120 and port is 6528 from domain name]

[CAUTH INFO 2022-01-06 13:36:53.000099 J[Administrator] [39][Addr info][ip address is valid]
[CAUTH INFO 2022-01-06 13:36:53.000099 J[Administrator] [39][cauth][get the gateway ip is
10.19.12.120 and port is 6528 from domain name]

[CAUTH INFO 2022-01-06 13:36:53.000100 J[Administrator]

[CAUTH INFO 2022-01-06 13:36:53.000100 J[Administrator] [39][cauth][get the gateway ip is
10.19.12.120 and port is 6528 from domain name]

[CAUTH INFO 2022-01-06 13:36:53.000100 J[Administrator] [39][Addr info][ip address is valid]
[PREF INFO 2022-01-06 13:36:53.000100 ]J[Administrator] [39][SITE FirstConn
SendAndRecv][aucDomainName:10.19.12.120:6528]

[PREF INFO 2022-01-06 13:36:53.000100 ]J[Administrator] [39][SITE FirstConn
SendAndRecv][aucDstDomain:10.19.12.120:6528]

[PREF INFO 2022-01-06 13:36:53.000101 ]J[Administrator] [39][SITE FirstConn SendAndRecv][!!!!!!!!1]
[PREF INFO 2022-01-06 13:36:53.000101 ]J[Administrator] [39][SITE FirstConn
SendAndRecv][conn->aucHostName:10.19.12.120]

[PREF INFO 2022-01-06 13:36:53.000101 ]J[Administrator] [39][NETC_Socket_Connect] Begin!
[NETC INFO 2022-01-06 13:36:53.000102 J[Administrator] [39][SSL Create][Success]// SSL
handshake is successful.

[NETC INFO 2022-01-06 13:36:54.000704 J[Administrator] [2]INETC SSL
Create][connect][connectSSL == -1]

[NETC WARN 2022-01-06 13:36:54.000705 J[Administrator] [2][SSL
Create][SSL_ERROR_WANT_READ continue][retry 19999]

[NETC INFO 2022-01-06 13:36:54.000706 J[Administrator] [2][SSL Create][SSLConnect errno: 1,
state: error,connectSSL:-1]

[NETC WARN 2022-01-06 13:36:54.000706 ]J[Administrator] [2][SSL Create
failed][ErrorCode:19][reason:Verify first error,self signed certificate in certificate chain]

[NETC WARN 2022-01-06 13:36:54.000706 ]J[Administrator] [2]3[xcs SSLFree begin][reason:connect
ssl error connectfd, return number is -1 pstConlnf->psSs|=2b5b3e0]

[CAUTH WARN 2022-01-06 13:36:54.000706 J[Administrator] [2][CAUTH Auth SendToGateway
failed][reason:netc connect error, code 3]

[NETC INFO 2022-01-06 13:36:54.000706 J[Administrator] [2]4[xcs SSLFree
begin][pstConlInf->psSs|=0]

[ NETC WARN 2022-01-06 13:36:54.000707 J[Administrator] [2][Socket close failed][fd:3668,errorcode is
10035]// Certificate verification fails, and a certificate security warning is displayed.
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[CADM INFO 2022-01-06 13:36:54.000707 J[Administrator] [2][Normal Msg][biztype is 3 ,msgtype is
3 ,msgcode is 0x3000b]

[CADM INFO 2022-01-06 13:36:54.000708 J[Administrator]
[5][CSDK_Send_Thread][uiMsgSourceMark:0x4000000 ->
uiMsgDestMark:0x2000000][uiModulelD:0x3000000][uiMsgType:0xB000300][uiConnetType:0x1000000][ui
Msglength:0x0]

[CADM INFO 2022-01-06 13:37:15.000450 J[Administrator] [4][Proxy info][ConnectType is <1>,Proxy
type is <0>]

[CADM INFO 2022-01-06 13:37:15.000450 J[Administrator] [4][Proxy info][proxy is :0, user name is ,
proxy type is 0]

[PREF INFO 2022-01-06 13:37:15.000450 J[Administrator] [2][Link pref proc][Enter]

[PREF INFO 2022-01-06 13:37:15.000451 J[Administrator] [2][Link backup not open][Return choice
site] //Link backup is not enabled.

[CAUTH INFO 2022-01-06 13:37:15.000551 J[Administrator] [2][Auth send][auth package send to
gateway successful]

[CAUTH INFO 2022-01-06 13:37:15.000551 J[Administrator] [2][Master auth][send auth message to
gateway ok]

[CAUTH INFO 2022-01-06 13:37:15.000551 J[Administrator] [2][Auth login process][auth master
ok]//The primary authentication is successful.

[CAUTH INFO 2022-01-06 13:37:15.000552 J[Administrator] [2][Auth receive][auth type 0]

[CAUTH INFO 2022-01-06 13:37:15.000552 J[Administrator] [2][auth master exit][authType = 0]
[NETC INFO 2022-01-06 13:37:15.000552 J[Administrator] [2]4[xcs SSLFree
begin][pstConlInf->psSsl=2b5b3e0]

[CADM INFO 2022-01-06 13:37:15.000553 J[Administrator] [2][Normal Msg][biztype is 3 ,msgtype is
2 ,msgcode is 0x20000]

[CADM INFO 2022-01-06 13:37:15.000553 J[Administrator]
[5][CSDK_Send_Thread][uiMsgSourceMark:0x4000000 ->
uiMsgDestMark:0x2000000][uiModulelD:0x3000000][uiMsgType:0x200][uiConnetType:0x1000000][uiMsgL
ength:0x0]

[CADM INFO 2022-01-06 13:37:15.000554 J[Administrator] [4][SSL Start Nem][in to SSL_StartNem)]//
Enable the network extension service.

[VNIC INFO 2022-01-06 13:37:15.000556 J[Administrator] [8][Start VNIC][begin] // Enable the Virtual
NIC.

[VNIC INFO 2022-01-06 13:37:15.000557 J[Administrator] [8][Find the VNIC][success]

[VNIC INFO 2022-01-06 13:37:15.000564 J[Administrator] [8][Nic Open][begin]

[VNIC INFO 2022-01-06 13:37:15.000570 J[Administrator] [8][Get VNIC name] [name: local
connection].

[VNIC INFO 2022-01-06 13:37:15.000571 J[Administrator] [8][VNIC Start] [ open cmd is interface set
interface "local connection" admin=ENABLED]

[CNEM INFO 2022-01-06 13:37:15.000603 J[Administrator] [8][Cnem send status msg to self ok]
[CNEM INFO 2022-01-06 13:37:15.000604 J[Administrator] [8][Cnem Start OK]//The network
extension is enabled.

[NETC INFO 2022-01-06 13:37:15.000608 J[Administrator] [8]INETC SSL
Create][pstConInf->aucHostName][10.19.12.120]

[NETC INFO 2022-01-06 13:37:15.000608 J[Administrator] [8]INETC SSL
Create][g_gatewayDomain][10.19.12.120]

[PREF INFO 2022-01-06 13:37:15.000608 J[Administrator] [8][GetPrefSiteFlag:0]

[CAUTH INFO 2022-01-06 13:37:15.000608 ][Administrator] [8][CAUTH_ChecklsDomain][pucDomain
is 10.19.12.120]

[CAUTH INFO 2022-01-06 13:37:15.000609 ]J[Administrator] [8][CAUTH_ChecklsDomain][pucDomain
is IP]

[NETC INFO 2022-01-06 13:37:15.000609 ]J[Administrator] [B]INETC SSL Create][connect]
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[NETC INFO 2022-01-06 13:37:15.000619 J[Administrator] [8][NETC SSL
Create][connect][connectSSL == 1]

[NETC INFO 2022-01-06 13:37:15.000619 J[Administrator] [8][SSL Create][Success] // The network
extension succeeded in establishing an SSL connection to the gateway.

[CNEM INFO 2022-01-06 13:37:15.000620 J[Administrator] [8][Cnem SSL create ok][3656]

[CNEM INFO 2022-01-06 13:37:15.000620 J[Administrator] [8][Cnem SSL create ][reason:channel
bind success][ssIChannelld<3656>]

[CNEM INFO 2022-01-06 13:37:15.000620 J[Administrator] [8][Cnem send status msg to self ok]
[CNEM INFO 2022-01-06 13:37:15.000621 J[Administrator] [8][Cnem module proc][Enter]

[CNEM INFO 2022-01-06 13:37:15.000621 J[Administrator] [8][Cnem AsyncMsg BizNem Proc][Enter]
[CNEM INFO 2022-01-06 13:37:15.000621 J[Administrator] [8][Cnem run][Enter]

[CNEM INFO 2022-01-06 13:37:15.000621 J[Administrator] [8][Cnem run][the current status 20 and
msgtype 1]

[CNEM INFO 2022-01-06 13:37:15.000621 J[Administrator] [8][Cnem send acl request to gateway
ok]// Send an ACL request to the gateway. (used for interaction with the SVN)

[CNEM INFO 2022-01-06 13:37:15.000622 J[Administrator] [3][Cnem send status msg to self ok]

[CNEM INFO 2022-01-06 13:37:15.000626 J[Administrator] [8][Cnem send vip request to gateway ok]
/I Send a VIP request to the VPN gateway.

[CNEM INFO 2022-01-06 13:37:15.000628 J[Administrator] [3][Cnem handle packet from
gateway][CMDtype is REQVIP]

[CNEM INFO 2022-01-06 13:37:15.000628 J[Administrator] [3][Cnem parse new netcfginfo][Enter]
[CNEM INFO 2022-01-06 13:37:15.000628 J[Administrator] [3][Cnem parse new netcfginfo][DNS
Server IP Nums is 1]/ Obtain one DNS server address from the device.

[CNEM INFO 2022-01-06 13:37:15.000628 J[Administrator] [3][Cnem parse vip info from gateway ok]
/I Obtain the VIP information from the device.

[VNIC INFO 2022-01-06 13:37:15.000632 J[Administrator] [8][Get VNIC iofd][handle is 2648]

[VNIC INFO 2022-01-06 13:37:15.000632 JJAdministrator] [8][Get VNIC Handle][success]

[VNIC INFO 2022-01-06 13:37:15.000632 J[Administrator] [8][Active VNIC][begin]

[VNIC INFO 2022-01-06 13:37:15.000632 J[Administrator] [8][Active VNIC][success]

[VNIC INFO 2022-01-06 13:37:15.000633 JJAdministrator] [8][Set IP and MASK][begin]

[VNIC INFO 2022-01-06 13:37:15.000633 J[Administrator] [8][VNIC IP is 10.19.15.36]/ Virtual IP
address information.

[VNIC INFO 2022-01-06 13:37:15.000633 J[Administrator] [8][VNIC mask is 255.255.255.0]// Subnet
mask of the virtual IP address.

[VNIC INFO 2022-01-06 13:37:15.000675 J[Administrator] [8][Set IP and MASK][success]// Set the IP
address for a virtual NIC.

[VNIC INFO 2022-01-06 13:37:15.000676 J[Administrator] [8][Set DNS Server IP][begin]

[VNIC INFO 2022-01-06 13:37:15.000745 J[Administrator] [8][VNIC Init][set DNS success]// Set the
DNS for a virtual NIC.

[ROUTE INFO 2022-01-06 13:37:19.000059 J[Administrator] [41][Route set][Begin]:[70]

[ROUTE INFO 2022-01-06 13:37:19.000059 J[Administrator] [41][Route set][Before set route print the
routetable:]//Print the routing table before VPN routes are injected.

[ROUTE INFO 2022-01-06 13:37:19.000060 ]J[Administrator] [41][Route print

begin

[ROUTE INFO 2022-01-06 13:37:19.000068 J[Administrator] [41][Get best route info][lp :10.19.28.254
Mask :0x00000000 Nic index :10]

[ROUTE INFO 2022-01-06 13:37:19.000068 ]J[Administrator] [41][gateWay info][lp :10.19.12.120 ]
[ROUTE INFO 2022-01-06 13:37:19.000069 ]J[Administrator] [41][BroadCast Route Judge ok][DestIP :
0xff0f130a]

[ROUTE INFO 2022-01-06 13:37:19.000069 J[Administrator] [41][Cleanup VNIC related
route][Success]// Clear the old virtual NIC route.

[ROUTE INFO 2022-01-06 13:37:19.000084 ]J[Administrator] [41][manul inner route
info][Dest:0x2e0c130a Mask:0xffffffff NextHop:0x240f130a Iflndex:13]
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[ROUTE ERROR 2022-01-06 13:37:19.000096 ]J[Administrator] [41][Delete route Failed][ErrorCode:0]
[ROUTE ERROR 2022-01-06 13:37:19.000097 J[Administrator] [41][Delete Unsafe Route

Failed][Line :787]

[ROUTE INFO 2022-01-06 13:37:19.000097 ][Administrator] [41][BroadCast Route Judge ok][DestIP :
0xff0f130a]

[ROUTE INFO 2022-01-06 13:37:19.000097 ][Administrator] [41][BroadCast Route Judge ok][DestIP :
0xff1c130a]

[ROUTE INFO 2022-01-06 13:37:19.000097 ][Administrator] [41][BroadCast Route Judge ok][DestIP :
0xff3f1fac]

[ROUTE INFO 2022-01-06 13:37:19.000110 J[Administrator] [41][Set manual mode route][Success]
[ROUTE INFO 2022-01-06 13:37:19.000110 ]J[Administrator] [41][After set route][Routetable:]//Print the
routing table after VPN routes are injected.

[ROUTE INFO 2022-01-06 13:37:19.000110 J[Administrator] [41][Route print

begin

By default, the UniVPN records only INFO, WARN, and ERROR logs. To record
DEBUG logs, modify the UniVPN configuration file sysconfig.ini.

[GLOBAL]

ClientName = UniVPN

ClientVersion = 7.0.9.1

ClientCustomized = false

ClientLogLevel = 1 //Change the value to 0 so that DEBUG logs will be recorded.

1.5.40 Can the UniVPN and SecoClient Be Used
Simultaneously?

No. If the SecoClient exists on the PC, it will be detected and uninstalled during
UniVPN installation. If the SecoClient fails to be uninstalled, manually uninstall it to
prevent UniVPN client problems.

1.5.41 Why the PC Reports an Error Before the UniVPN Is

Started?

2.

Localized Linux: If the following dialog box is displayed during startup, the VPN
service cannot be automatically started. In this case, contact the administrator to
restore the configuration file in the path /etc/profile.

o Error found when loading Jetcjprofile:
fetejprofile: line 36: syntax error: unexpected end of file

As a result the session will not be configured correctly.
You should fix the problem as soon as feasible.

I

After the VPN connection is set up successfully, if the program process exits
unexpectedly (for example, the installation is overwritten or the computer is

e
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powered off), the delivered routes may not be deleted. In this case, contact the

administrator.

1.5.42 FAQs About the Mobile Client

In addition to the PC-based UniConnect client, Huawei also launches the iOS- and
Android-based mobile clients.

How to Obtain

®  Obtaining the iOS mobile client
Method 1: Open the App Store, and search for UniConnect to download the

latest version.

®  Obtaining the Android mobile client

Method 1: Download and open an AppGallery app, and search for UniConnect to
download the latest version.

Specifications

Currently, the UniConnect mobile client supports only SSL VPN connections. The
following table lists the supported models and operating systems:

Table 1-1 Supported models and operating systems

Operating System

iOS

Android

Supported Operating
System Version

iOS 10.0 or later.

Android 5.0 or later.

Supported Device
Model

¢ iPhone X

¢ iPhone 8/8 Plus

¢ iPhone 7/7 Plus

® iPhone 6s/6s Plus
¢ iPhone 6/6 Plus

¢ iPhone 5s
e jPad Pro

e jPad Air 1/2
e iPad4

e jPad mini 2/3/4

Supported Device
Screen Resolution

e 720*1280

e 1080*1920
e 1440*2560
e 2160*4096

The function specifications of the UniConnect mobile client are as follows:
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Table 1-2 Function specifications
Function i0OS Android
SSL VPN Network extension Supported Supported
Terminal security Supported Supported
(1 NOTE
When the terminal
security function is
enabled on the
gateway, the
UniConnect mobile
client can dial up
successfully.
Selecting the Supported Supported
optimal gateway
Reconnection upon | Supported Supported
disconnection
Link backup Supported Supported
(1 NOTE
When the link backup
function is enabled
on the gateway, the
UniConnect mobile
client can dial up
successfully.
Certificate Supported Supported
authentication
MAC address Not supported Not supported
authentication
Certificate filtering Supported Supported
Two-factor Supported Supported
authentication Perform
two-factor
authentication
using an SMS
verification code.
L2TP VPN Not supported Not supported
L2TP over IPsec VPN Not supported Not supported
NAT Traversal Not supported Not supported
Proxy Traversal Not supported Not supported
Tunnel Splitting Supported Supported
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Function iOS Android
Basic Function Automatic startup Not supported Not supported

upon power-on
GUI Language Supported Supported
Switching
(1 NOTE
Users can only
switch between
Chinese and English.
Automatic login Supported Supported
Configuration File Import Not supported Not supported
Export Not supported Not supported
Fault Locating Supported Supported
Command Line Configuration Not supported Not supported
Non-administrator User Configuration Supported Supported

The performance specifications of the UniConnect mobile client are as follows:

Table 1-3 Performance specifications

Function

Specifications

Number of new VPN connections

16

Operations

For details about how to use the UniConnect mobile client, choose

app and view the online help.

> Help in the

1.5.42.2 How Do | Import a Chinese Cryptographic Certificate?

The following describes how to import the Chinese cryptographic certificate into the
UniConnect client, and the import method for a non-Chinese cryptographic certificate
is the same.

Step 1 Open your mailbox, find the certificate file, and click

in the lower right corner.
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Step 2 Click the file (The download starts when the file is not downloaded) and click Share.

N
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Send via Email

Add attachment to collection

Save File

Move to File Transfer

Share

Cancel

N
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Step 3 Click UniConnect.

Share

Send to weibo triends

Sogou Keyboard

Telegram

Tweet

UniConnect

WLAN direct

WeChat Favorites

WeChat Status

Weibo

Cancel

N
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Step 4 Click OK.

@ =l @ o W 0 (B 10005

Tips

Confirm save?

CANCEL

N
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Step 5 After the import is successful, enable Cert Certification.

&2 “dl &' & 00 @) 10:05

<{ Homepage Save

Type sl
Connection Name 5555
Gateway Address 10.19.12.121 >
Port 5555 »
Tunnel Mode Auto-sensing >
RouteCover (
GM Algorithm

Cert Certification g
Cert Choose >

Delete VPN
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Step 6 Click Cert Choose and select sm2.sig.pem.

Is(1).p12

sm2.sig.pem

---End

N
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1.5.42.3 How Do | Report an iOS Clinet Problem?

Configuring the Mailbox

Step 1 Go to QQMail, click the user name in the upper right corner, and click Settings.

M@il s er
[ o o
-t

Inbox 622

Sender: @ Eight +

A BT w0 -mE

Step 2 On the Normal tab page, click Enable Service behind IMAP/SMTP to enable the
IMAP service.

M@ij|2ens e

£ Compose Mailbox Settings

Inbox 831 Normal Gl Receiviog Rubes: Arsiipan  Fodorsand Togs. | Mall NotHation: g Sattings

Third.-party Sarvices

Send email

Email Auts Forward

Step 3 Click Generate Authorization Code to obtain an authorization code.
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N | cams Eight
M@ijlecms &
# Compose Mailbox Settings

Inbo 831 Moemal  EmailReceiving Rulés  Antispam Foldersand Tags  Mail Nolification  App Settings

L Contacts

Account Sacurity

Lock the folder ares:  Lock M

Thira.party Services

Delsted IMAPIEMTP :  Enabled
oy v
S ross Cirt o Senc
O Close
E
Enable Service x
@ Authentication ——— @ Generate Authorization Code

Authorization code generated. You can use it when accessing Q0 Mail
with a third-party client.

jxrhhhfjgdrbbaijj
Authorization code remarks: Personal computer

(RR1®

I
meEsr o

Step 4 Open the mailbox app on the mobile phone. Select QQMail if it is available. Select
Other if QQMail is unavailable.
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11:09 all F B

{ Accounts Add Account

% iCloud
Microsoft Exchange
| [0 e
12677
M@ilEEE
Google
yahoo/

Aol.
i Outlook.com

Other

Step 5 Set Name, Email, and Password (the authorization code displayed in the second
figure in step 3).

N
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Cancel QQ

Name
Email
Password

Description

Step 6 Click Next in the upper right corner.
Step 7 In the IMAP ACCOUNT INFORMATION area, set Name, Email, and Description.
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In the INCOMING MAIL SERVER area, set Host Name(imap.qg.com), User Name
(email address), and Password (the authorization code displayed in the second figure
in step 3).

The information entered for OUTGOING MAIL SERVER is the same as that entered
for INCOMING MAIL SERVER. (The host name is smtp.qg.com and the password is
the authorization code.)

[

Cancel Account Done

Name
Email

Description Qq

Host Name imap.qqg.com

User Name "s

n

Password

SMTP smtp.gg.com

Advanced

N
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Step 8 Click Save.

Cancel IMAP Save

4 wai @)

Motes

Step 9 After the configuration is successful, choose @, Feedback on the login page of
the UniVPN client to enable the feedback log function.
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---End

1.5.42.4 How Do | Disable Automatic Login (Android)?

Step 1 Enable automatic login when the user password is entered for login, and the
connection is successful.

Step 2 After disconnection, disable Auto Login in the Edit page of a connection. When you
log in again, the automatic login is unavailable.

15:29 G

4 I‘-.%émepage

Type SsL
Connection Name 22508
Gateway Address cstestarea.leagsoft.net »
Port 22508 »
Tunnel Mode Auto-sensing >
Auto Login (

RouteCover (
GM Algorithm

Cert Certification

---End

1.5.42.5 What Can | Do If the iOS Client Freezes Abnormally?

If the iOS client is used for a long time or the version is too old, the client freezes
abnormally. In this case, restart the client.
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