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Leagsoft UniVPN Administration Guide 1 About This Document

About This Document

Intended Audience

This document is intended for network administrators who manage the UniVPN and device.
The administrators must be familiar with basic Ethernet knowledge and experienced in
network management. In addition, the administrators must have general knowledge of the
enterprise network, including the UniVPN and device network topology and the provided
network services.

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

Indicates a potentially hazardous situation which, if not
NOTICE avoided, could result in equipment damage, data loss,

performance deterioration, or unanticipated results.

NOTICE is used to address practices not related to personal
injury.

m NOTE Calls attention to important information, best practices and
tips.

NOTE is used to address information not related to personal
injury, equipment damage, and environment deterioration.

GUI Conventions

The GUI conventions that may be found in this document are defined as follows.

Convention Description

Boldface Buttons, menus, parameters, tabs, window, and dialog titles are
in boldface. For example, click OK.

> Multi-level menus are in boldface and separated by the ">"
signs. For example, choose File > Create > Folder.

.
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Change History

The change history includes all the updates. Therefore, the latest document issue contains all
updates made in previous issues.

®  [ssue 02 (2022-07-30) of Product Version 10781.3
The first commercial release.
New support system for univpn client: windows11.
®  [ssue 01 (2022-03-18) of Product Version 10781.2

The first commercial release.

i
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2 Overview

UniVPN is a VPN client software launched by Shenzhen Leagsoft Technologies inc to
provide secure and convenient access services for mobile users to remotely access enterprise
network resources. Figure 2-1 shows the typical application scenario.

Figure 2-1 Mobile user uses the UniVPN to access the enterprise network over a VPN tunnel

2L
VTP wpht o h wnnel -—-—-» Sgpyice traffic

——{ VPN tunnel () ————————————————— "

Enterprise
network

Mobile user VPN gateway

The UniVPN has the following characteristics:

®  Powerful access ability

The UniVPN integrates SSL VPN, L2TP VPN, and L2TP over IPSec VPN access
technologies and can meet the VPN access requirements in different scenarios. The
enterprise does not need to purchase diversified terminal software for different VPN
access scenarios, reducing investment costs.

®  Flexible tunnel splitting

The UniVPN enables mobile users to access enterprise network resources and Internet
and LAN resources at the same time using different tunnels. The traffic of different
services is not mutually affected.

®  Preferential gateway selection

A large enterprise usually provides multiple VPN gateways for external users to access.
If one of the VPN gateways has a large number of access users, the system resources of
the gateway may become exhausted, users' access may be delayed, and excess users may
be forced to log out, affecting user experience. If the UniVPN is installed, the VPN
gateway with the highest response speed is automatically selected for mobile users.

i
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Functions

When the preferential gateway selection function is used, gateways may be selected
randomly for mobile users, and the users' access requests are distributed to different VPN
gateways, which effectively alleviate the performance bottleneck of a single VPN
gateway from massive user access. In addition, this function improves user access speed
and success rate.

Reliable link backup

In SSL VPN access scenarios, one VPN gateway may provide multiple IP addresses (one
IP address corresponds to one link) for mobile users to connect to. If an SSL VPN tunnel
is disconnected unexpectedly, the UniVPN automatically re-establishes a VPN tunnel
with another IP address of the gateway. After the new VPN tunnel is established, service
traffic will be continuously transmitted using the new tunnel. This mechanism reduces
network fault influence on services and ensures service continuity.

Diverse authentication methods

In most cases, the VPN gateway provides multiple methods for authenticating mobile
users. Therefore, the number of authentication methods supported by the VPN terminal
software determines the number of application scenarios of this software. The UniVPN
provides various authentication methods, including user name and password
authentication, certificate-anonymous authentication, certificate-challenge authentication,
and two-factor authentication. Therefore, the UniVPN can be applied to most VPN

access scenarios.

Table 2-1 lists the functions provided by the UniVPN.

Table 2-1 UniVPN functions

Function Description
SSL VPN Network Network extension enables mobile users to establish
extension secure SSL VPN tunnels with the SSL VPN gateway

so that the mobile users can access all intranet
resources. In network extension, an SSL VPN tunnel
can be established in either reliable or quick
transmission mode.

Endpoint The endpoint security function prevents illegitimate
security devices from accessing the enterprise network and
reduces insecure device threats to the enterprise
network. Endpoint security includes:

® Host check

Checks whether the operating systems, ports,
processes, and antivirus software of devices used
by mobile users meet security requirements. The
devices that do not meet security requirements
are not allowed to access the enterprise network.
In addition, the host check function provides the
anti-nested remote desktop connections and
anti-snapshot capabilities to mitigate security
risks from user devices.

¢ Cache clearing

Clears the access history to enhance information

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com  support hotline: 400-6288-116 4
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3 Limitation and Specifications

Function

Description

security.

Note that the endpoint security function is
implemented by the VPN gateway. The UniVPN and
the devices on which the UniVPN is installed are the
objects being verified, and no configuration is
required.

Preferential
gateway
selection

If an enterprise provides multiple SSL VPN
gateways, enabling this function ensures that users
can connect to the gateway with the highest response
speed. This function improves user access speed and
success rate and effectively alleviates the
performance bottleneck of a single VPN gateway
from massive user access.

Reconnection

When an SSL VPN tunnel is disconnected
unexpectedly, the UniVPN automatically sends a
reconnection request to the SSL VPN gateway every
five seconds. If the tunnel cannot be reconnected
after three reconnection requests, the reconnection
ends.

Link backup

When the UniVPN establishes VPN tunnels with an
SSL VPN gateway that provides multiple public IP
addresses, the UniVPN automatically records all the
IP addresses. If an SSL VPN tunnel fails, the
UniVPN reconnects the tunnel. If the tunnel cannot
be reconnected after three reconnection requests, the
UniVPN automatically re-establishes an SSL VPN
tunnel with another IP address of the gateway.

The link backup function effectively resolves the
tunnel availability problem if the gateway has
multiple IP addresses and reduces network fault
impact on services.

Route Overwrite

When the route delivered by the peer gateway is the
same as the address prefix and subnet mask of the
existing local route, if the route overwrite function is
enabled, the route delivered by the peer gateway
overwrites the existing route. This prevents network
access exceptions caused by local route conflicts.

Chinese
cryptographic
algorithm

The client supports to use the Chinese cryptographic
algorithm to establish an SSL VPN connection with
the peer gateway.

The Chinese cryptographic algorithm is a
commercial password block standard symmetric
algorithm compiled by China's National Password
Administration. The block length and key length are
both 128 bits. Under high security requirements,
using Chinese cryptographic algorithm can meet the
requirements.

Two-factor

The client supports token code+SMS verification

L
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3 Limitation and Specifications

Function

Description

authentication

code two-factor authentication.

This function is triggered when a third-party server
is required for user authentication. When you enter
your user name and password for login, enter the
token code or SMS verification code for two-factor
users, enhancing security.

L2TP VPN

L2TP VPN is a Layer-2 tunnel protocol. It supports
PPP frame transmission over tunnels and relies on
PPP for user access authentication. However, L2TP
VPN does not provide the encryption function and
lacks security protection.

PPP supports both PAP and CHAP authentication.

L2TP over IPSec VPN

L2TP over IPSec is a common extension of [PSec.
L2TP over IPSec combines the benefits of both VPN
technologies. L2TP authenticates users and assigns
IP addresses, and IPSec ensures tunnel security.

NAT traversal

If a NAT device is deployed on the VPN packet
forwarding path, the NAT traversal function must be
enabled on the devices on both ends of the VPN
tunnel to ensure service continuity.

SSL VPN, L2TP VPN, and L2TP over IPSec VPN
provided by the UniVPN support the NAT traversal
function, and this function is enabled by default.

Proxy traversal

Employees of some enterprises may use a proxy
server to access the Internet. In this scenario, all
packets sent by the employees are forwarded by the
proxy server to the remote VPN gateway. When
employees use proxy servers, the UniVPN can
establish SSL VPN, L2TP VPN, and L2TP over
[PSec VPN tunnels with the remote VPN gateway.

Tunnel splitting

Tunnel splitting is an application scenario of VPN.
With the tunnel splitting function, users can access
enterprise network resources and Internet and LAN
resources at the same time using VPN tunnels.

SSL VPN, L2TP VPN, and L2TP over IPSec
provided by the UniVPN support tunnel splitting.

Basic functions | Automatic
startup upon
power-on

The UniVPN is started when the system is powered
on.

Language

The UniVPN provides three species of UI language,
including:

® English
® Chinese(Simplified)
® Follow system

LL) noTE

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com

support hotline: 400-6288-116



http://www.leagsoft.com/

Leagsoft UniVPN Administration Guide

2 Overview

Function

Description

During the installation, the UI language is the same as that
of the system by default. For systems whose language is
not Chinese or English, the default UI language is English.

Automatic login

In the first login to the VPN gateway, the UniVPN
remembers the user name and password. In
subsequent logins, the user does not need to enter the
user name or password.

VPN profile Import

On the UniVPN, a user can save the existing VPN
connection into a profile. Then other users can use
the VPN connection after importing the profile to the
UniVPN.

Export

Existing VPN connections can be exported as
profiles for other users to use.

Configuration using commands

The SSL VPN, L2TP VPN, and L2TP over IPSec
VPN connections can be created using commands in
the Linux operating system.

Non-administrator user
configuration

Non-administrator users can configure and set up
VPN connections on the client.

Fault location

Users can view the UniVPN running status and
collect logs and error reports to know UniVPN
operation, analyze the network condition, and locate
problem causes, providing reference for system
diagnosis and maintenance.

LI noTE

The preceding table lists all the functions of the UniVPN client. Some functions may not be supported
when the client is interconnected with devices from different versions.
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Limitation and Specifications

This section describes the product specifications and usage restrictions of the server and

UniVPN client.

Products and Versions

Product Name | Version Operating System
USG6000 V500R005C20SPC500 and later * Windows
version e Linux
® Mac OS
USG9500 V500R005C20SPC500 and later * Windows
version e Linux
® Mac OS
USG6000E V600R007C20SPC300 and later * Windows
version (except SPC301/SPC302) e Linux
® Mac OS
Eudemon200E-N | v/500R005C20SPC500 and later * Windows
version ® Linux
® Mac OS
Eudemon200E-G | V600R007C20SPC300 and later ¢ Windows
version (except SPC301/SPC302) e Linux
® Mac OS
Eudemon1000E- | v/500R005C20SPC500 and later * Windows
N version e Linux
® Mac OS
Eudemonl1000E- | V600OR007C20SPC300 and later ® Windows
G version (except SPC301/SPC302) e Linux
® Mac OS
Eudemon8000E- | v/500R005C20SPC500 and later * Windows

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com

support hotline: 400-6288-116



http://www.leagsoft.com/

Leagsoft UniVPN Administration Guide 3 Limitation and Specifications

Product Name | Version Operating System
X version ® | inux

® Mac OS
SeMG9811 V500R005C20SPC500 and later * Windows

version e Linux

® Mac OS

NGFW Module | 500R005C20SPC500 and later * Windows
version ® Linux

® Mac OS
USG12000 V600R021C10 and later version * Windows

e Linux

® Mac OS
USG6000F V600R021C10 and later version * Windows

e Linux

® Mac OS
Eudemon9000E- V600R021C10 and later version * Windows
X e Linux

® Mac OS
Eudemon9000E- | v600R021C10 and later version * Windows
F ® Linux

® Mac OS
Eudemonl000E- | v600R021C10 and later version * Windows
F e Linux

® Mac OS

Operating system version supported by UniVPN client

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com  support hotline: 400-6288-116
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Client

Operating System

UniVPN-10781.2

® Windows:

Windows 7 (32-bit/64-bit)

Windows 8 (32-bit/64-bit)
Windows 8.1 (32-bit/64-bit)
Windows 10 (32-bit/64-bit)

® Linux:

® Mac OS:

Windows Server 2008 R2 (32-bit/64-bit)

Windows Server 2012 (64-bit)

Windows 11

0S X 10.12.x
O0S X 10.13.x
0S X 10.14.x
OS X 10.15.x

MacOS 11.x.x
MacOS 12.x.x

Ubuntu 20.04
0OS X 10.11.x

Specifications

Table 3-1 lists the function specifications of the UniVPN.

Table 3-1 Function specifications of the UniVPN

Function

Windows
Operating
System

Linux Operating
System

Mac Operating
System

SSL
VPN

Network
extension

Supported

Supported

Supported

Endpoint
security

Supported

Supported

NOTE

Only host firewall
check, host
operating system
check, host port
check, host process
check, host files
check, anti-nested
remote desktop
connection, and
anti-printscreen are
supported.

Not supported

Preferential
gateway
selection

Supported

Supported

Supported

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com
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4 Installation and Uninstallation

Function Windows Linux Operating | Mac Operating
Operating System System
System
Reconnection | Supported Supported Supported
Link backup Supported Supported Supported
Route Supported Not supported Supported
overwrite
Chinese Supported Supported Supported
cryptographic
algorithm
Certificate Supported Supported Supported
authentication NOTE
SSL VPN
connections that are
configured and
established using
commands support
only user name and
password
authentication.
MAC Address | Supported Supported Supported
Authenticatio
n
Certificate Supported Supported Supported
filtering
Two-factor Supported token Supported Supported token
authentication | code+SMS code+SMS
verification code verification code
two-factor two-factor
authentication. authentication.
L2TP VPN Supported Supported Supported
L2TP over [IPSec VPN Supported Supported Supported
NOTE NOTE NOTE
L2TP over IPSec L2TP over IPSec L2TP over IPSec
supports user name supports only user supports only user
and password name and password name and password
authentication, and authentication but authentication but
USB key not USB key not USB key
authentication. The authentication. authentication.
prerequisite for
L2TP over IPSec to
support USB key
authentication is
that the
corresponding USB
key can be
identified by the
OS.
NAT traversal Supported Supported Supported

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com
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Function

Windows
Operating
System

Linux Operating
System

Mac Operating
System

In proxy traversal
scenarios, IPSec
does not support
the tunnel mode.

In proxy traversal
scenarios, IPSec
does not support
the tunnel mode.

In proxy traversal
scenarios, IPSec
does not support the
tunnel mode.

Proxy traversal

Supported

In proxy traversal
scenarios, IPSec
does not support

Supported

In proxy traversal
scenarios, IPSec
does not support

Supported

In proxy traversal
scenarios, IPSec
does not support the

the tunnel mode. the tunnel mode. tunnel mode.
Tunnel splitting Supported Supported Supported
Basic Automatic Supported Supported Supported
function | startup upon
s power-on
Language Supported Supported Supported
Automatic Supported Supported Supported
login
Profile | Import Supported Supported Supported
Export Supported Supported Supported
Fault location Supported Not supported Supported
Configuration using Not supported Supported Not supported
commands
Non-administrator user Supported Supported Supported

configuration

Table 3-2 lists the performance specifications of the UniVPN.

Table 3-2 Performance specifications of the UniVPN

Function Specifications
Number of new VPN connections per second 16
Number of preferential VPN gateways 16

Table 3-3 lists specifications of USB-Key products supported by the UniVPN through

validation.

Table 3-3 Specifications of USB-Key products supported by the UniVPN

Vendor Model

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com  support hotline: 400-6288-116
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3 Limitation and Specifications

Vendor Model
Haitai Fangyuan HaiKey3000 Series
FEITIAN ePass3000 Series

Table 3-4 lists the support for USB key certificate authentication in different OSs and VPN

types.

Table 3-4 Support for USB key certificate authentication

VPN Type/OS Windows | Linux | Mac OS
SSL VPN (certificate-anonymous authentication) | Y N N
SSL VPN (certificate-challenge authentication) Y N N
L2TP VPN N N N
L2TP over IPSec VPN Y N N

Restrictions

The UniVPN cannot be used on [Pv6 networks, including IPv6-and-IPv4 hybrid networks.

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com
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Installation and Uninstallation

This section describes how to install and uninstall the UniVPN.
You usually have two ways to install the UniVPN.

®  When the number of users is small, manually install the UniVPN on the hosts one by
one.

®  [fthe number of users is large, use the AD server to deliver software installation
packages to user hosts in batches for automatic installation.

4.1 Installing and Uninstalling the UniVPN in the Windows Operating System

This section describes how to install and uninstall the UniVPN in the Windows operating
system.

4.2 Installing and Uninstalling the UniVPN in the Linux Operating System

This section describes how to install and uninstall the UniVPN in the Linux operating system.
4.3 Manually Installing the UniVPN on a Mac Operating System

This section describes how to install and uninstall the UniVPN in the Mac operating system.

4.4 Distributing the UniVPN Installation Package and Automatically Installing the UniVPN
Through the AD Server

This section describes how to use the AD server to distribute UniVPN installation packages in
batches and install the UniVPN for automatic deployment, which improves the enterprise
network maintenance efficiency.

4.1 Installing and Uninstalling the UniVPN in the
Windows Operating System

This section describes how to install and uninstall the UniVPN in the Windows operating
system.

Before You Start

® Different UniVPN software installation packages are available for 32-bit and 64-bit
Windows operating systems. Select the correct software installation package based on
the operating system.

L
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®  The UniVPN supports the following versions of the Windows operating system:
- Windows 7 (32-bit and 64-bit)
- Windows 8 (32-bit and 64-bit)
- Windows 8.1 (32-bit and 64-bit)
- Windows 10 (32-bit and 64-bit)
- Windows Server 2008 R2 (32-bit and 64-bit)
- Windows Server 2012 (64-bit)
- Windows 11

® The UniVPN does not have special requirements on the software or hardware resources
of the operating system, such as on the memory, hard disk, or CPU.

Installation Method

Step 1
Step 2

Step 3

The methods for installing the UniVPN in the 32-bit and 64-bit Windows operating systems
are the same. This section uses the 64-bit operating system as an example.

Log in to the Windows operating system as the administrator.
Download the correct software installation package.

Log in to https://www.leagsoft.com/?u=/doc/article/103197.html. Click the link at the bottom
of the UniVPN introduction page to download the software installation package of the
required version.

Double-click the downloaded installation package. On the installation page that is displayed,
click Install. The UniVPN client is then automatically installed.

The system automatically installs the UniVPN software. By default, the UniVPN software is
installed in the system disk. For example, if the system is installed in drive C, the default
UniVPN installation path is C:\Program Files (x86)\UniVPN.

i
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=

¢ UniVPN Setup E==EsE <
Welcome to the UniVPN Setup

Setup will quide vou through the installation of UnivPM,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Install to start the installation.

Install ] | Cancel

{11 NOTE

When the operating system language is Chinese (Simplified or Traditional), the installation wizard
language is Simplified Chinese by default. Otherwise, the installation wizard language is English by
default.

—-End

Uninstallation Method
Step1 Choose Start > All Programs > UniVPN.
Step 2 Click Uninstall. In the dialog box that is displayed, click Yes.

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com  support hotline: 400-6288-116 16
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<) UniVPN Uninstall =] ===
Uninstalling e';‘"
Please wait while UnivPM is being uninstalled. C\‘
<" UniVPN Uninstall B

i i | You really want to completely remove UniVPM |, and all of its
! components?

Ve | [ nNo |

I':'l
[
n
']
NI
)
m

—-End

4.2 Installing and Uninstalling the UniVPN in the Linux
Operating System

This section describes how to install and uninstall the UniVPN in the Linux operating system.

Installation Precautions

® A UniVPN installation package is available for the 64-bit Ubuntu 20.04 Linux operating
system. Before installing the UniVPN, check whether the current operating system is
supported by the UniVPN.

®  UniVPN-10781.2 and later versions support the 64-bit Ubuntu-20.04 Linux operating
system.

® The UniVPN has no special requirements for software and hardware resources such as
memory, hard disk, and CPU resources of the OS.

Installation Method
The following uses Ubuntu 20.04 as an example to describe how to install the UniVPN.
Step1 Log in to the Linux system using an account that has the root permission.

Step 2 When the network connection is successful, open the browser and download the software
installation package of the required version.
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Log in to https://www.leagsoft.com/?u=/doc/article/103197.html. Click the link at the bottom
of the UniVPN introduction page to download the software installation package of the
required version.

Step 3 Save the downloaded installation package to the main folder (Computer > home > UniVPN).

Step 4 Start the Terminal. In the home/ UniVPN directory, run the ./installation package name.run
command as the root user to install the UniVPN.

root@UniVPN-virtual-machine:~# cd /home/UniVPN/
root@UniVPN-virtual-machine:/home/UniVPN# ./UniVPN-XXXXX.XX.XXX.XXXX.run
/

UniVPNA.sh
install.sh
uninstall.sh
sysconfig.ini
gt.conf

bak/

component/

config/

driver/

image/

language/

help/

lib/

log/

plugins/
plugins/platforms/
serviceclient/
update/

UniVPN
UniVPNUpdate

Step 5 If the installation succeeds, the following information is displayed.

Starting UniVPNPromoteService daemon: UniVPNPromoteService.

**x**+*The program has been installed in directory UniVPN of your home Directory!****x*

*****Enjoy!*****

Step 6 Click the UniVPN icon on the desktop to start the program.
-—-End

Uninstallation Method
Step1 Log in to the Linux system using an account that has the root permission.
Step 2 Start the Terminal and access the /usr/local/UniVPN directory.

root@rtw-virtual-machine:~# cd /usr/local/UniVPN
root@rtw-virtual-machine: /usr/local/UniVPN#

Step 3 Run the ./ uninstall.sh command as the root user to uninstall the UniVPN.

root@zzh-virtual-machine:/usr/local/UniVPN# ./uninstall.sh
Stopping UniVPNPromoteService daemon: ./uninstall.sh: line 19: 222576 killed
sh UniVPNPromoteService.sh stop
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——End

4.3 Manually Installing the UniVPN on a Mac Operating

System

Before You Start

This section describes how to install and uninstall the UniVPN on a Mac operating system.

®  The UniVPN supports only 64-bit Mac operating systems.
®  The UniVPN supports the following Mac operating system versions:
- 0SX10.11.x
- 0SX10.12.x
- 0S8SX10.13.x
- 0SX10.14x
- 0SX10.15x
- MacOS 11.x.x
- Mac OS 12.x.x
® The UniVPN has no special requirements on software and hardware resources (such as
memory, hard disk, and CPU) of Mac devices.
Installation Method
The following uses Mac OS 11.5 as an example to describe how to install the UniVPN.
Step1 Log in to the Mac operating system.
Step 2 When the network connection is successful, open a browser and download the software
installation package of the required version.

Log in to https://www.leagsoft.com/?u=/doc/article/103197.html. Click the link at the bottom

of the UniVPN introduction page to download the software installation package of the

required version.
Step 3 Double-click the downloaded installation package to run the installation program.
Step 4 Complete the installation as prompted by the installation program.

1. On the Introduction page, click Continue.

You can configure the Ul language of the installation program on the software
introduction page, which can be simplified Chinese or English. By default, the Ul
language is the same as the system language by default. For systems whose language is
not Chinese or English, the default UI language is English.

2. Click Install. The software is installed in a fixed path, which cannot be manually
changed.

3.  Enter the user name root and the corresponding password. After authentication is
successful, click Install Software. Your permission may be authenticated here, and the
installation continues only after the authentication succeeds. Only users with the root
permission can install this software.

4. Click Close.
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Step 5 After the installation is complete, you can find the application in the application folder.
Step 6 Double-click UnIVPN to start the program.
Ll VPNConnect o
Select Connection: & Proxy Settings + New Connection

Connect:

User Name:

Certification Status: ———

Connect

—-End

Uninstallation Method
Step 1 Double-click UniVPNUninstaller in the application folder.
Step 2 Click Uninstall to uninstall the UniVPN client.

[ ] UniVPN Uninstaller
.l This program will remove UniVPN from your computer
A
Quit Uninstall
-—End

4.4 Distributing the UniVPN Installation Package and
Automatically Installing the UniVPN Through the AD
Server

This section describes how to use the AD server to distribute UniVPN installation packages in
batches and install the UniVPN for automatic deployment, which improves the enterprise
network maintenance efficiency.

The AD server distributes UniVPN software installation packages to terminal user hosts.
When a user attempts to log in to a host, the UniVPN starts silent installation. After the user
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logs in, the user can directly use the UniVPN. In this example, the AD server has Windows
Server 2008 installed, and the user host has Windows 7 installed.

{11 NOTE

Batch installation through the AD server is supported only by Windows hosts.

4.4.1 (Optional) Creating an Active Directory Domain and
Domain User

This section describes how to distribute Active Directory domain and domain.
Procedure

Step1 Create an Active Directory domain server rule.

Choose Administrative Tools > Server Manager in Start menu.
2. In Server Manager, select Add Roles.

[E. Server Manager

— i
File Acton \View Help —‘
e 2@l |
|
5 Features
T Disgnostics * view the health of the roles installed on your server and add or remove roles and features.
it Configuration
5 storage
~fRoles Summary : Roles Summary Help
~) Roles: 0 of 17 installed B Add Roles
52 Remove Roles
Led
Pl | 470 LastRefresh: Today at 10:23 AM Configure refresh

Select Active Directory Domain Services and click Next until the installation is
complete.

i
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Add Roles Wizard ] x|

Select one or more roles to install on this server,
Server Roles Ruoles: Description:
Active Directory Domain Services (AD

foste if = Ll A\de Drector\-' Certlmhe Sences DS)stores information about objects
Confirmation Active Directory Domain 5 T R
S [[] Active Directory Federation Services information available to users and
[] Active Directory Lightweight Directory Services network administrators. AD DS uses
Results [] Active Directory Rights Management Services domain controllers to give network

Ep———. e e

E g:g;server single logon process.
erver

[] Fax Server

[] File Services

[ Hyper-v

[ Metwork Policy and Access Services

[ Print and Document Services

[] Remote Desktop Services

[ web Server {IIS)

[ windows Deployment Services

[ windows Server Update Services

More about server roles

< Previous | Mext = I Install Cancel

Step 2 Create an Active Directory domain service.

1.  Choose Start > Run. On the CLI, enter depromo to display the installation wizard, click
Next.

@1 Active Directory Domain Services In Zar x|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, click MNesd.

[T Use advanced mode installation

Leam more about the additional options that are
available in advanced mode installation.

More about Active Directory Domain Services

< Back Mead = Cancel

2. Select Create a new domain in a new forest, click Next.

i
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@! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
*fou can create @ domain controller for an existing forest or for a new forest.

darmalrr cortraller

3. Enter the FQDN of the forest root domain, click Next.
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@ Active Directory Domain Services Installation Wizard D x|

Mame the Forest Root Domain E

The first domain in the forest is the forest root domain. its name is also the nameof L5 71
the forest. —ie
Type the fully gualfied domain name (FA0M) of the new forest root domain.
FQDM of the forest root domain:
example.com
Example: comp .contoso.com
<Back | Ned> |  Cancel |
4.  Set the forest function level, click Next.
@ Active Directory Domain Services Installation Wizard N |

Set Forest Functional Level
Select the forest functional level.

Details:

The Windows Server 2008 R2 forest functional level provides all the features that ;l
are available in the Windows Server 2008 forest functional level, plus the following
additional feature:
- Recycle Bin, which, when it is enabled, provides the ability to restore
deleted ohjects in their entirety while Active Directory Domain
Services is running.
Arry new domains that are created in this forest will operate by default at the
Windows Server 2008 R2 domain functional level. ;I

M, You will be able to add only domain controllers that are running
= Windows Server 2008 R2 or later to this forest.

More about domain and forest functional levels

< Back Meod > Cancel

i
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5. Ifthe DNS server function is not installed on the server, install the DNS server to use the

AD domain function, click Next.
@! Active Directory Domain Services Installation Wizard 3

Additional Domain Controller Options

Select additional options for this domain controller.

¥ | Global catalog

™ | Bead-only domain controllern (REEDE]
Additional information:

The first domain controller in a forest must be a global catalog server and ;I
cannot be an RODC.

We recommend that you install the DNS Server service on the first domain
controller.

Mare about additional domain controller options

« Back Mest > Cancel

6. Specify paths for storing the database, log file, and SYSVOL, click Next.

S
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@ Active Directory Domain Services Installation Wizard

Location for Database. Log Rles, and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

For better peformance and recoversbility, store the database and log files on separate
volumes.

Database folder:

C A\ Windows\NTDS
Log files folder:

|t::wwﬂdawswms

SYSVOL folder:
IC:\".’I.I"lndows\.SYS"u"OL

1.

Mare about placing Active Directory Domain Services files

< Back MNead = Cancel

7.  Enter the administrator password. Click Next until the installation is complete. Restart
the operating system.
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@ Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator account is different from the domain
Administrator account.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you

choose a strong password.
Password: I----------
Corfim password: I----------l

Maore about Directony Services Restore Mode password

MNext =

Step 3 Create an Active Directory domain user.

1. In Server Manager, choose Roles > Active Directory Domain Services > Active
Directory Users and Computers > example.com. In User, right-click and choose
New > User from the shortcut menu.

E_,_ Server Manager

File  Action View Help

o5 2El40XE 6=
iﬁ Server Manager (WIN-FS1L2307F5M)
=] 5) Roles
= f_! Active Directory Domain Services
B : Active Directory Users and Computers
= 3.33 example.com
| Builin

B=

Name Type Description I

Built-in account for admini...
Members in this group can...
Members of this group are...
Members in this group can...
DNS Administrators Group

& Administrator  User

gtn]lnwed ROD... Security Group ...
%Cert Publishers  Security Group ...
.:E,Denied ROD... Security Group ...
%Dns.ﬂdmins Security Group ...

ForeignSecurityPrindpals
Managed Service Accounts

[ Active Direc

Delegate Contral...
5?_.,‘ DNS Server Find..

2 File Services Computer rity Group ... All domain users

@ﬂ Features All Tasks. A e rity Group ... Designated administrators. ..
i [iammoetice e o lGoop rity Group ... Members of this group are...

ﬁ‘& Configuration View i in thi
u TnetOrgPerson rity Group ...  Members in this group can...
g e Refresh msImaging-F5Ps Built-in account for quest ...
Export List... MSMQ Queue Alias rity Group ...  Servers in this group can ...
Printer rity Group ...  Members of this group are...
Properties rity Group ...  Designated administrators. ..

Help Shar er

%DnsUpdatEPr... Security Group ...
2, Domain Admins  Security Group ...
%Dnmain Com... Security Group ...
%Domain Cont... Security Group ...
%Domain Guests  Security Group ...

D5 dients who are permi...
Designated administrators. ..
All workstations and serve...
All domain controllers in th...

All domain guests
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2.

3.

Configure the basic user information and login password, click Next.

New Object - User

& Createin:  example.com/Users

X]

First name:

Initials: I

Itestname

Last name: I

Full name: Itestname

User logon name:
Itesﬂ

I@example.c:nm

User logon name {pre-Windows 2000):
|Exm1= LEN

Itest

< Back Mext =

New Object - User i

‘& Create in:  example.com/Users

Fasswond:

Confim password:

™ User must change password at next logon

¥ User cannot change password

¥ Pas=word never expires!
[~ MAccount is disabled

« Back Mest = Cancel

Right-click the created user and choose Property from the shortcut menu.
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4.

File  Action View Help

@ 2[E 40 (R

S Server Manager (WIN-F31L2307F5M)
=] 5:‘ Roles
= ﬁ Active Directory Domain Services

= 5 example.com

"1 Builtin

Computers

Domain Controllers
ForeignSecurityPrincpals

7] Users

DNS Server
= File Services
pﬂ Features

i Diagnostics
= éConﬁguraﬁcn

]

[+

Storage

I

Managed Service Accounts

[ Active Directory Sites and Services

= j Active Directory Users and Computers

ja|

Eminishamr User
.gf‘.mlowed ROD... Security Group ...
S_BCErt Publishers  Security Group ...
%Denied ROD... Security Group ...

52, DnsAdmins

£ Guest User

%RAS and IAS ... Security Group ...
\%Read-only D... Security Group ...

sB,-SchEma Admins  Security Group

On the Dial-in tab, select Allow access, click OK.

Security Group ...
%DnsUpdaDePr. .. Security Group ...
52, Domain Admins  Security Group ...
}B,Domain Com... Security Group ...
._%Dcmain Cont... Security Group ...
%Dnmain Guests  Security Group ...
%Dumain Users Security Group ...
ﬂ?—,Enberpnse A, Security Group ...
.S?_,Enberpﬂsa R... Security Group ...
82, Group Policy ... Security Group ...

Built-in account for admini. ..

Members in this group can. ..
Members of this group are...
Members in this group can...

DNS Administrators Group

DNS dients who are permi. ..
Designated administrators. ..
All workstations and serve...
All domain controllers in th. ..

All domain guests
All domain users

Designated administrators. ..
Members of this group are...
Members in this group can...

Built-in account for guest ...
Servers in this group can ...

Members of this group are...
Designated administrators. ..
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testmame Properties .ilﬁl

Remote Deskiop Services Profle |  Personal Vitual Desktop | COM+ |
General | Address | Account | Profile | Telephones | Organization | Member Of |
Dialn Envionment |  Sessions |  Remote control

— Metworlc Access Pemission

% Mlow access
" Deny access
" Control access through NPS Network Policy

I™ Verfy Caller-ID:
—Callback Options
¥ No Callback
" Set by Caller (Routing and Femate Access Service only)
i~ Always Callback to:

—I Assign Static |P Addresses

Define IP addresses to enable for this
Dialin connection.

Static |F addiesses, |

I Apply Static Routes

Define routes to enable for this Dialdin Static Boutes. |
connection.

ok | Cancel pply | Hep |

—-End

4.4.2 Converting the Format of an Installation Package from EXE
to MSI

This section describes how to use the Advanced Installer to convert the format of a software
installation package from EXE to MSI on the AD server.

Procedure

Step1 Download the UniVPN software installation package to the local AD server.

Log in to https://www.leagsoft.com/?u=/doc/article/103197.html. Click the link at the bottom
of the UniVPN introduction page to download the software installation package of the
required version.

Step 2 Download the Advanced Installer software to the local AD server, and install and operate it.

UniVPN software installation packages delivered by the AD server to user hosts in batches
are in MSI format. You can use the Advanced Installer software to convert the format of the
installation packages from EXE to MSI.

i
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(0 NOTE

Multiple tools can deliver this function, and the Advanced Installer is described as an example.
Step 3 Create a project on the Advanced Installer.

Open the Advanced Installer software, choose Convert > MSI from EXE, and click Create
Project.

TS - | Aeanee ST (==

View Settings (7]

O hdsncedn i

Project Category
New Installer
Installer
Open Java
% Repackage Installation
Updates £
Add-Ins &a Import Repackaging 2

Results
Merge Modules

Windows Store F‘l[':i MSTfrom EXE(s)

Import @ Import MSI

MST =

1. Desktop App
Convert " Converter (UWP)

E' Virtualization

Step 4 Enter the product name and enterprise name in the dialog box displayed and click Next.
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T

New MSI from existing EXE packages
Enter details about your product (c { |
These are the names that the user wil see. . .'__JL_':]'H

Please spedfy your product name:
UnivPM

Please spedfy your organization (the product manufacturer):
LeagSuFH

x‘ﬁ' You can change these settings later in the "Product Details™ page.

<Back || MNext> | [ Fnsh | | cancel

Step 5 Enter the project name, output path, and installation package name, and click Next.
Mew MSI from existing EXE packages |2

Set project and package paths | ‘ !
Specify project location, output folder and package name l[:f

Save the project in:

C:\Users\eagsoft\Documents \Advanced Installer \Projects \UniVPMYURVPN. aip E]
Project output folder:

C:\UzersYeagsoft\Documents\Advanced Installer \Projects\UnivPN\Setup Files| E]

You can modify these settings later in the "Builds" page. The project name will

k"?x be used if a package name is not specified.

| <Back | mext> | | Fnmsh | | cancel
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Step 6 Click Add From Disk. The system prompts you to select the software installation package for

which the format is to be converted.
New MSI from existing EXE packages

Configure packages
Select the packages you want to install

%

Mame Path/URL
Add From Disk... | [ AddFromURL... | |  Edit.. Remave
| <Back || mext> | | Fnsh | | cancel

Step 7 Complete settings as follows and click OK.

NOTICE

The S in /S of Silent (no UI) must be in upper-case format.
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ﬁnnﬁéum Package "
Main Package File
Name: .Uﬂilli'F'N-lﬂ?S 1.02.270.1213
(@) Use files from disk

(") Download single file from URL
File path: C:\serseagsoft\Downloads\UniVPN-10781.02.270. 1213[_ |

Additional Files

Add Files...

Remove

Install Command Lines

Full 11z

Basic LIL:

Silent {no UT): IE1

Maintenance Command Lines

[ Repair using this command line:

[ Uninstall using this command line:

Step 8 Click Next.
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Mew MSI from existing EXE packages 3]
Configure packages o/ m 0)
Select the packages you want to install fi[:jﬁ

Mame PathURL
UniVPM-10781.02.270... C:YWsers\eagsoft\Downloads\UnivPN-10781.02.270. ..

[ AddFromDisk... | [AddFromURL... | | Edi. | Remove

| <Back | mMNext> | | Fnmsh || cancel

Step 9 Select Silent installation and click Next.

T M from sirbing EXE packares
Package Options | 5-3. |
Configure general installation package options -i:_f'j-\

[¥|5ilent installation (simple progress and error handling):

[7] custom download/extraction folder:

Show MSI information in Programs and Features (Add or Remowve Programs) applet
in Control Panel

<Back || Next> | | Fmsh | | cCancel

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com  support hotline: 400-6288-116 35


http://www.leagsoft.com/

Leagsoft UniVPN Administration Guide 4 Installation and Uninstallation

Step 10 Click Finish.

You have successfully
completed the MSI from EXE
packages Wizard

toolbar button later, if you wish to further modify

%‘g You can build your project now or use the Build
your package,

[¥]Build the project now:

Press the Finish button to exit the wizard or the Back
button to change the data you have entered.

< Back ” Next = |[ Finish ][ Cancel

Step 11 After the previous step is complete, you need to wait for at least 10 seconds for the system to
undergo a compilation process. When the system displays the following information, click
OK.
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Build Project

Build finished successfully,

Advanced Installer Trial
The current project requires an Enterprise License.

Learn Mor

iChedcing builds status

|\ Bl reguired.

|[ DefaultBuild ]

|Building package:

!C: \UzerseagzoftDocuments \Advanced Installer \Projects \WnivPMSetup Files \UniPM.msi
|Prepare build

|Creating MSI database

IWriﬁng Summary Information

validating MsT

Total build time: 6 sec.

Build finished successfully.

["|iClose this diglog when the build completes:

o ]

Step 12 Check whether the UniVPN.msi file is generated under the specified project path.

F o

MName Date modified Type Size

' §5! univen 12/15/202111:30 ...  Windows Installer... 52,148 KB|

Step 13 Create a shared folder that can be accessed by users in all domains on the AD server and place
the UniVPN.msi file in this folder.

In this example, the shared folder is named UniVPN. Right-click the shared folder, select
Properties, and remember the path of this folder for subsequent operations.
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M univPN Properties

——End
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4.4.3 Creating a Software Installation Policy

This section describes how to create a software installation policy on the AD server based on
which automatic software installation is performed for users under the domain.

Prerequisite
®  (Create an Active Directory domain and domain user.
If the AD domain system has been deployed on the existing network, skip this operation.

If not, refer to 4.4.1 (Optional) Creating an Active Directory Domain and Domain User
to complete the deployment.

®  Obtaining the software package in MSI format.

The UniVPN software package delivered and automatically installed through the AD
server must be in MSI format. You can obtain the software package in MSI format in
following ways.

Use a conversion tool to convert the existing UniVPN software package in EXE format
to the MSI format. For details, see 4.4.2 Converting the Format of an Installation
Package from EXE to MSI.
Procedure
Step 1 Reference the previously created shared folder under the example.com domain.

1. Right-click the example.com domain and choose New > Shared Folder.

E,, Server Manager 1
File Action View Help
e e = ENEE ¢ e
ia, ?ENEV Manager (WIN-F91L2307FSM) example.com 6 objects [Filter Activated]
Sl i Name T Description |
=] f Active Directory Domain Services = ype - ST
B ] Active Directory Users and Computers |~ Bisiny bigtnDomain
= W __| Computers Container Default container for upgr...
° Delegate Control... pmain Cont... Organizational ... Default container for dom...
= Find... preignSecur... Container Default container for secu...
Change Domain... gnaged Ser... Container Default container for man. ..
‘Change Domain Controller... BErs Container Default container for upar...
E Raise domain functional level...
_ ~ Operations Masters...
i Active
g‘i_._ DNS Serve Ml = =
=7 File Servic Al Tasks | eEiEs
i Features = = Group
#m Diagnostics InetOrgPerson
%& Configuration  Refresh msImaging-PSPs
Storage Export List... MSMQ Queue Alias
7 Organizational Unit
Properties Printer
Help User
Shared Folder

2. Enter the name and path of the previously created shared folder.

i
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New Object - Shared Folder x|

Create in:  example.cam,
Mame:

ILIni‘u"F‘hI

Metwork path (W\server'share):

I‘L\WI N-F91L2307FSM\UniVPN|

oK Cancel

Step 2 Configure delegate control for users.

1. Right-click the example.com domain and choose Delegate Control.

File Action View Help

o A Lol =N 7l

hy Server Manager (WIN-F91L2307F5M) example.com 7 ohjects [Filter Acti

= 3 Roles

= g Active Directory Domain Services Type

builtinDomain

puters Container Default container for upar...

n Cont... Organizational ... Default container for dom...

nSecur... Container Default container for secu...

ed Ser... Container Default container for man...

N Shared Folder

Container Default container for upgr...

MName

Operations Masters. ..
[ Active Dire =
£, DNS Server el
% File Services All Tasks g
il Features o »
= Diagnostics
i Configuration Delete
B3 Storage Rename
Export List...
Properties
Help

2. Click Next.

S
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Delegation of Control Wizard ] x|

Welcome to the Delegation of
Control Wizard

P

'{p\g This wizard helps you delegate contral of Active Directony

E‘& objects. You can grant users permission to manage users,

I groups, computers, organizational units, and other ohjects
stored in Active Directory Domain Services.

To continue, click Mext.

< Back Heln |

3. Inthe dialog box displayed, click Add to add existing domain users to the delegate
control group and click Next.

Delegation of Control Wizard x|

Users or Groups
Select one or more users or groups to whaom you want to delegate contral.

Selected users and groups:
& testname {test@e@mple.com)

< Back I Mext = I Cancel Help

4. Select tasks delegated to users and click Next.
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Delegation of Control Wizard x|

Tasks to Delegate f
You can select commaon tasks or customize your own. \“‘

{* Delegate the following common tasks:

O Read all user information |
O Medify the membership of a group

Join a computer to the domain

Manage Group Policy links

Generate Resultant Set of Policy (Planning)

Generate Resultant Set of Policy (Logging)

O Create, delete, and manage inetCrgPerson accourts >
4| i &

" Create a custom task to delegate

<Back [ Net> |  Cancel |  Hep |

5. Click Finish to complete the delegate control configuration.

Delegation of Control Wizard i ﬂ

Completing the Delegation of
Control Wizard

wizard.

o,
fp& You have successfully completed the Delegation of Control

You chose to delegate control of objects -
in the following Active Directony folder:

example .com.’

The groups, users, or computers to which you
have given control are:

testname fest@example.com)

‘You chose to delegate the following tasks:

To close this wizard, click Finish.

< Back

Step 3 Create a software installation policy.

1. Choose Administrative Tools > Group Policy Management in the start menu.
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Command Prompt

{el Internet Explorer

..;q Notepad

3 All Programs

Administrator

Documents

Ewent Viewer
% Group Policy Management
ISCSI Initiator
4 Local Security Policy
@ Performance Monitor
S Security Configuration Wizard
i Server Manager
. Services
L5z| Share and Storage Management
% Storage Explorer
F—EIJ System Configuration
((5) Task Scheduler
@ Windows Firewall with Advanced Security
[ Windows Memory Diagnostic
E Windows PowerShell Modules
@ Windows Server Backup

I Search programs and files

l@] Log off >|

2. Right-click a group policy object and select new.
=10l x|
5 Fle Acton View Window Help [SEES]
&7 0cHE
|5 Group Policy Management Group Policy Objects in example.com
= L’ﬁForest: example.com Cortert |
= % Domains s | Delegation I
= 53 example.com T o [ GPO Status [ WM Fiter [ Modiied
= Default Domain Policy |=] Defautt Domain Cortrollers P...  Enabled None 12/15/2021 10:..
Hj De_fEH Domain Palicy Enabled None 12/15/2021 10
<[ De New
= Dot BeckUpAL,
=] Defi
= wmiri Manage Backps...
_a Starter Open Migration Table Editor
[ Sites View v
e Gt Policy Mo Mew Window from Here
_ Group Policy Re
Refresh
Help
3. Create a policy object named software install and click OK.
MewGPO X|
Mame:
Isnﬂware install|
Source Starter GPO:
I{nnne] - |
oK Cancel |
4. Right-click the newly created policy object software install and select Edit.
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-loix]
=, File  Action View Window Help |_|5|5|
&= 7ma0(Xc[d
_% Group Policy Management software install
=] J}: Forest: example.com 2

El [55 Domains o |Dﬁd§| gs' Setice) I
B fa example,com Links
= Za
@z Default Domain Policy Display links in this location e =
|2| Domain Controllers Imple.com J
El [ 5} Group Policy Objects The following sites, domains, and O'Us are linked to this GPO:
5:{ Default Domain Controller 1 = I = I Link Enbled | Path
=/ Default Domain Policy
% I File]__Edit |
[F starter i GPO Status % | |
: -_— .
6% Group Policy Modk Rfst:z Fampah y Filtering
") Group Policy R in this GPO to the followi : .and :
) Group Policy Rest e ngs in can only apply to the following groups, users, computers;
Save Report... I
nenticated Users
View 3
New Window from Here
Sy idd... Remove | Properties |
Delete :
Rename heri
Refresh
N i e o e Follorac: VM e
Help j Oper
4 I

5. Right-click Software Installation and choose New > Package.

=

File Acton View Help
s |fmlEd= |

__-='J software install [WIN-F31L2307F5M. EXAMPLE.( | Name
= g Computer Configuration
T Poides There are no items to show in this view.
| Preferences
= ﬁ; User Configuration
= [ Polides
= | Software Settings

o software instafetent
| Windows Settings Package... |
| Administrative Temr
[ Preferences

View L3

Paste
Refresh
Export List...

Properties
Help

6. The system prompts you to select a UniVPN.msi file. After that, the system displays the
following information. In this case, select Assigned and click OK.
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E Group Policy Management Editor o N ;IE[EI
File Action View Help

A EREE 7 i

_EJ software install [WIN-F21L2307FSM.EXAMPLE ¢ | Mame
[= &l Computer Configuration
;] Polices There are no items to show in thiz view,
;] Preferences
= 4% User Configuration

Bl [ Polides
5 = S e x
ﬁ Software i thion
1 Windows Settings Select deployment method:
| Administrative Templates: Pol
| Preferences " Published
& Assigned
" Advanced

Select this option to Assign the application without modfications.

[ ok ] _cores |

7. Right-click the UniVPN record generated in the window on the right, click the
Deployment tab, and perform settings as shown in the following figure. Then click OK.

ioixi
File Acton View Help
% 2eHc=R= _
20
\=[ software install [WIN-F9 1L 2307FSM |
[l {4 Computer Configuration General Deploy |Upg'ades| Categories | Modifications | Securty | {PN\UNIVPN, msi
[ Polices
| 7] Preferences D type
= 35 User Configuration " Published
[ [ Polides -
= | Software Settings % Agsigned
Software installatio
"1 Windows Settings i~ Deployment options
[ Administrative Templats | Autoriristall this application by file sstension activation
] Preferences
I Uninstall this application when it falls out of the scope of
management
™ Do not display this package in the Add/Remove Programs control
panel
r~ Installation user interface options
& Basi
€ WMadimum
[ ok ] _Comoel | soow
T — sl

8. Right-click example.com and select Link an existing GPO.
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= File  Action View

Window  Help

E. Group Policy Management

=101 x|

JEETE

o S el = N EREN 7 Do

|34, Group Policy Management
B 4% Forest: example.com
=l [ Domains
EFY
=i Default
2| Domain
Bl [5 Groupt

example.com

Linked Group Policy Obiects | Group Policy Inhentance | Delegation |

Create a GPO in this domain, and Link it here...

Link an Existing

o | Erforced | Link Enabled | GPO Status [ Wi

Defautt Domain Folicy No

=] Det
=] Det
_':;.r sof

Group Policy Modeling Wizard. ..
Mew Organizational Unit

7 WMIFil
m Starter

Search...
Change Domain Controller...

Yes Enabled

None

[ Sites
e Group Policy Me
| Group Policy Re

Remave
Active Directory Users and Computers. ..

View (3
New Window from Here

Refresh

Properties

Help

. p— < | i3\

9. Select software install and click OK.

select GPO i

Look in this domain:

Iexample .Com

Group Policy objects:

Mame =
Default Domain Controllers Policy
Default Domain Paolicy

software install

Ok Cancel

Step 4 Run the gpupdate command in the CLI to update the group policy.
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[&+] Administrator: C:\Windows\system32\cmd.exe i 1Ol x|
Microsoft Windows [Version 6.1.76811
Copyright <c? 2889 Microsoft Corporation. All rights reserved.

C:nlUserssAdministrator>gpupdate
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

C:xUserssAdministrator>

—End

Verification
After a domain user successfully logs in to the host, the system has installed the UniVPN.

The UniVPN software installation completes during the user's login to the system and
requires no manual intervention.
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Configuration

In the Windows, Linux, and Mac operating systems, the methods for setting up VPN tunnels
using the UniVPN are similar. The following uses the Windows operating system as an
example.

5.1 Using the UniVPN to Establish VPN Tunnels
The UniVPN can establish VPN tunnels in two modes: manual and using a profile.
5.2 Common Settings

This section describes common functional settings of the UniVPN.

5.1 Using the UniVPN to Establish VPN Tunnels

The UniVPN can establish VPN tunnels in two modes: manual and using a profile.

5.1.1 Manual Mode

In manual mode, a UniVPN user manually creates a VPN connection and sets relevant
parameters to create a VPN tunnel.

The UniVPN supports the creation of SSL VPN, L2TP VPN, and L2TP over IPSec VPN
tunnels. Select a VPN tunnel type for intranet access based on the actual network deployment.

5.1.1.1 Establishing an SSL VPN Tunnel

This section describes how to establish an SSL VPN tunnel.

Procedure

Step 1 Create an SSL VPN connection.

1.  Open the UniVPN.
Click + New Connection on the right of Select the VPN connection.

e
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VPNConnect & - x

O | Select Connection: & Proxy Settings  + Mew Conneclion

Connect:

User Mame:

Certification Status: =

Connect

To configure the proxy function, click @ Proxy Sefings o, ¢he right of Select the
VPN connection.

Table 5-1 Proxy Settings

Parameter Description

Agent setting Two options are available depending on whether you use a
proxy server to access the Internet.

® No proxy server

Select this type if you do not use the proxy server to access
the Internet.

® Proxy server involved

The scenario where a proxy server is used is further divided
into three sub-scenarios:

- Use the system proxy: indicates that the proxy server
information set in the browser is used.

- Use Http/Https proxy: indicates that an HTTP or HTTPS
proxy server is used.

- Use the Socks5 proxy: indicates that a Sockets5 proxy
server is used.

Select a proxy type based on the actual network situation.
In the selection of a proxy server, you need to enter the
address, port, account, and password. Obtain these
information from the proxy server administrator.

The default proxy type is NO proxy is used.

2. Set SSL VPN connection parameter values.

In the New connection dialog box, select SSL VPN from the left navigation tree and set
connection parameter values.
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» New Connection

L2TP/IPSec

Import

Connection Name:

itest

ar
I

Description:

1

Gateway Address:

[1.1.1.1 % Port: [443 * @

Tunnel Mode:

]Auto-sensing j_J ®
v Route Overwrite @

I~ emssLalgorithm  (7)

Cancel OK

Table 5-2 SSL VPN parameter description

Parameter

Description

Connection Name

Enter the name of an SSL VPN connection.
Each connection name must be unique.

Description

Configure a description for the connection.
For example, you can add the creator,
creation time, and connection use.

Remote gateway

Enter the SSL. VPN virtual gateway address.
The value must be the same as the IP address
of the SSL VPN virtual gateway. Otherwise,
the SSL VPN tunnel cannot be established.

Port

cannot be established.

Enter the port number used to establish the
SSL VPN tunnel. The value must be the same
as the port number of the SSL VPN virtual
gateway. Otherwise, the SSL VPN tunnel

Click @ under Remote gateway to add
the current virtual gateway address to the
virtual gateway list. A maximum of 16
addresses can be added to the virtual gateway
list. To delete a record from the virtual

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com  support hotline: 400-6288-116

50



http://www.leagsoft.com/

Leagsoft UniVPN Administration Guide

6 Upgrade

Parameter

Description

gateway list, click = in the line of the
record.

The virtual gateway list will be used in the
gateway selection scenario. Specifically,
when Start automatic optimization is
selected, the UniVPN detects the response
speed of all gateways in the virtual gateway
list and establishes an SSL. VPN tunnel with
the gateway responding fastest.

If there are multiple gateway addresses in the
virtual gateway list and Start automatic
optimization is not selected, you need to
select an address in the virtual gateway list
and select Set as default, so that the UniVPN
establishes an SSL VPN tunnel with the
selected virtual gateway.

Tunnel Mode

An SSL VPN tunnel can be established using
the network extension function in three
modes: Auto-sensing, Reliable
Transmission, and Quick Transmission.

In reliable transmission mode, SSL VPN uses
SSL to encapsulate packets and TCP to
transmit packets. In quick transmission mode,
SSL VPN uses Quick UDP Internet
Connections (QUIC) to encapsulate packets
and UDP to transmit packets. QUIC encrypts
data based on TLS/SSL. QUIC functions the
same as SSL, except that packets
encapsulated by QUIC are transmitted using
UDP.

In auto-sensing mode, the UniVPN
preferentially uses the quick transmission
mode to establish a tunnel with the virtual
gateway. If tunnel establishment fails, the
UniVPN tries the reliable transmission mode.

In the network is unstable, the Reliable
Transmission mode is recommended. If the
network is stable, the Quick Transmission
mode is preferred for its higher data
transmission efficiency. If the network
condition is unknown, select the
Auto-sensing mode.

Route coverage

When the route delivered by the peer gateway
is the same as the address prefix and subnet
mask of the existing local route, if the route
overwrite function is enabled, the route
delivered by the peer gateway overwrites the
existing route. This prevents network access
exceptions caused by local route conflicts.
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Parameter

Description

By default, route overwrite function is
enabled.

National Secret Algorithm

The client supports to use the national secret
algorithm to establish an SSL VPN
connection with the peer gateway.

By default, the national secret algorithm
function is disabled. After National Secret
Algorithm is selected, the cipher suite of the
peer gateway is automatically switched to
ECC-SM4-SM3.

Certificate Authentication

NOTE
This item is displayed only in the Linux
operating system.

If you use certificate authentication to
establish an SSL VPN connection, select
Certificate Authentication.

After Certificate Authentication is selected,
you can select a certificate for certificate
authentication.

Password

NOTE
This item is displayed only in the Linux
operating system.

This parameter specifies the login password
corresponding to the user name extracted
from the certificate during certificate
authentication.

This password can be set only when an SSL
VPN connection is set up using certificate
authentication and Certificate
Authentication is selected.

3. Click Save. The home page is displayed.

Step 2 Log in to the SSL VPN virtual gateway.

1. Inthe Select the VPN connection area, select a created SSL VPN connection, and then
double-click it or click connection in the upper right corner to establish the connection.

VPNConnect

Connect:

User Name:

Certification Status: T

H Connect I

a — x

.SeledCOnnedion: & Proxy Settings |+ Mew Connection

UnivPn oW

1. On the login page, enter the user name and password.

L
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3.

Click Log in to initiate a VPN connection.

If certificate authentication is used in the Windows operating system, you need to select
the certificate and enter the login password corresponding to the user name extracted
from the certificate. In the Windows certificate authentication scenario, all certificates
are imported to the Internet Explorer. In the Linux certificate authentication scenario, the
certificate must be stored in the Certificate folder in the home directory. After the
certificate is imported successfully, you can select the corresponding certificate from the
certificate list.

Login .
Server Address: fr B Bl Mgl T iv [T Automatic
Llser Mame:
Passwaord:
[ Save password [T Automatic login
Login

If token code authentication or SMS authentication is configured on the third-party
server in the networking, a dialog box is displayed to ask users to enter Dynamic Token
Code for two-factor authentication. In the dialog box that is displayed, set for two-factor
authentication. The client supports token code+SMS verification code two-factor
authentication. Enter the obtained token code or SMS verification code and click OK.

namic Token Code >
O oy

Enter Dynamic Token Code:

l Previous l [ O

When the VPN access succeeds, a prompt is displayed at the lower right corner of the
screen.
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successfully connect!

Using the connection, the mobile user can access intranet resources as users in the
enterprise intranet.

——End

5.1.1.2 Establishing an L2TP VPN Tunnel

This section describes how to establish an L2TP VPN tunnel.

Procedure
Step1 Create an L2TP VPN connection.

1. Open the UniVPN.
Click + New Connection on the right of Select the VPN connection.

VPNConnect & - x

Connect:

.SeledCOnnedion: & Prowy Settings + Mew Connection

User Mame:

Certification Status: =

Connect

(L) noTE

L2TP VPN does not support the proxy function.
2. Set L2TP VPN connection parameter values.

In the New connection dialog box, select L2ZTP/IPSec from the left navigation tree and
set connection parameter values.
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¢ New Connection >

5SL VPN

) ~L2TP Configuration
& L=TP/iPsec

Connection Name:
L]

*|P5E ] »

Description:
Import |
LMNS Server Address:
| &
~Tunnel Configuration

Tunnel Mame:
| *

Authentication Mode:

[PaP =]

[ Enable Tunnel Authentication

Tunnel Authentication Password:

| &
[ Enable IPSec Protocol
& Pre-charad Ka  112R Kav MNinital Sinnatire Anthanticatinn
Cancel OK
Table 5-3 L2TP parameter description
Parameter Description
Connection Name Enter the name of an L2TP VPN connection. Each
connection name must be unique.
Description Configure a description for the connection. For example, you

can add the creator, creation time, and connection use.

LNS server address Enter the L2TP VPN gateway address. The value must be the
same as the IP address of the L2TP VPN virtual gateway.
Otherwise, the L2TP VPN tunnel cannot be established.

Tunnel Name Enter a tunnel name. The tunnel name must be the same as
that configured on the LNS. Otherwise, the L2TP VPN
tunnel cannot be established.

Authentication Mode ® CHAP authentication: CHAP is a three-way
handshake authentication protocol. Using this
protocol, only user names, not passwords, are
transmitted on the network.

® PAP authentication: PAP is a two-way handshake
authentication protocol. Using this protocol, user
names and passwords are transmitted on the network
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Parameter

Description

in plaintext.

NOTE
PAP is not a secure protocol, and CHAP is recommended.

Enable tunnel

validation

For security, the tunnel is authenticated during L2TP VPN
tunnel negotiation. The tunnel can be established only when
the tunnel authentication password used by the remote access
user is the same as that configured on the L2TP VPN
gateway. Tunnel authentication is not mandatory during
L2TP VPN tunnel establishment. Whether to enable this
function depends on the L2TP VPN gateway configuration.
If tunnel authentication is enabled on the gateway, it must be
enabled on the UniVPN.

tunnel verification
password

If tunnel authentication is enabled, you must set a tunnel
authentication password. Obtain the password from the L2TP
VPN administrator.

Enable IPsec security
protocol

This parameter is used in the L2TP over IPSec scenario and
does not need to be configured in the common L2TP remote
access scenario.

Route Settings

There are three options for setting up the Allow Internet
access after connection, Please set according to actual
needs.

® No select

After the mobile office user dials successfully, its
individual PC's default route next hop will be modified to
the IP address of the virtual network card. All traffic will
be sent to the end of the tunnel through the virtual
network card, which means that the user can access the
enterprise network resources but cannot access the
Internet.

¢ If this mode is selected, but no IP addresses are
added to the IP address list:

After a mobile user successfully dials in, the user PC
generates a route destined to the IP address segment
corresponding to the virtual network adapter, with the
next hop being the IP address of the virtual network
adapter. In this case, the user can access only enterprise
intranet resources of the same network segment as the IP
address of the virtual network adapter. In this process,
original routes of the user are not affected, and the user
can still access the Internet and LAN when accessing
resources on the enterprise intranet.

® If this mode is selected, and IP addresses are added
to the IP address list:

After a mobile user successfully dials in, the user PC uses
the IP address segments added in the IP address list as the
destination network segments and generates specific
routes with the next hop being the IP address of the
virtual network adapter. In this case, the user can access
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Parameter Description

enterprise intranet resources configured in the IP address
list. In this process, original routes of the user are not
affected, and the user can still access the Internet and
LAN when accessing resources on the enterprise intranet.

Step 2 Login to the L2TP VPN gateway.

1.

In the Select the VPN connection area, select a created L2TP VPN connection, and then
double-click it or click connection in the upper right corner to establish the connection.

VPNConnect g - x
Q o 'SeledE)onnection: & Proxy Settings -+ Mew Connection
= .+ |VPN -
o | L2TP |m oo
Connect: LFTP
User Name:

Certification Status: T

" Connect

On the login page, enter the user name and password.

Login

—Loqgin Information

.

ServerAddress: | R e

ser Mame: Itest
Passward: |.u
[T Save password [T Automatic login

I Login

Click Login to initiate a VPN connection.

When the VPN access succeeds, a prompt is displayed at the lower right corner of the
screen.
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Q) UniveN X

Megotiation succeeded.

Using the connection, the mobile user can access intranet resources as users in the
enterprise intranet.

—-End

5.1.1.3 Establishing an L2TP over IPSec VPN Tunnel

This section describes how to establish an L2TP over IPSec VPN tunnel.

Procedure
Step1 Create an L2TP over IPSec VPN connection.

1. Open the UniVPN.
Click + on the right of Select the VPN connection.

VPNConnect & - x
A o .SeledCOnnedion: & Proxy Settings  + New Conneclion
]\‘.‘\"i.'.u—’

Connect:
User Mame:

Certification Status: =

Connect

. . |® Proxy Settings )
To configure the proxy function, click on the right of Select the

VPN connection.

Table 5-4 Proxy Settings

Parameter Description

Agent setting Two options are available depending on whether you use a
proxy server to access the Internet.

S
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Parameter

Description

® No proxy server

Select this type if you do not use the proxy server to
access the Internet.

® Proxy server involved

The scenario where a proxy server is used is further
divided into three sub-scenarios:

- Use the system proxy: indicates that the proxy server
information set in the browser is used.

- Use Http/Https proxy: indicates that an HTTP or
HTTPS proxy server is used.

- Use the Socks5 proxy: indicates that a Sockets5
proxy server is used.

Select a proxy type based on the actual network
situation. In the selection of a proxy server, you need
to enter the address, port, account, and password.
Obtain these information from the proxy server
administrator.

NOTE

The L2TP over IPSec tunnels support only the sockets5 proxy
server.

The default proxy type is NO proxy is used.

2. Set L2TP over IPSec VPN connection parameter values.

In the New connection dialog box, select L2ZTP/IPSec from the left navigation tree and
set connection parameter values.

a.  Set L2TP parameters.
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% New Cannection

SSL VPN

& L2TP/IPSec

psSEe

Impaort

*

—L2TP Configuration-

Connection Mame:

]IF'sec *

Description:

!

LMS Server Address:

[10.19.12.120 *

—Tunnel Configuration

Tunnel Name:

1 &
Authentication Mode:

[Pap |

v Enable Tunnel Authentication

Tunnel Authentication Password:

}...... s

[ Enable IPSec Protocal

| § Pre-sharad Ke € 112A Keav Ninital Sinnatirs Aithenticatinn

Cancel l OK

Table 5-5 L2TP parameter description

Parameter Description

Connection Name Enter the name of an L2TP VPN connection. Each
connection name must be unique.

Description Configure a description for the connection. For

example, you can add the creator, creation time, and
connection use.

LNS server address

Enter the L2TP VPN gateway address. The value must
be the same as the IP address of the L2TP VPN virtual
gateway. Otherwise, the L2TP VPN tunnel cannot be
established.

Tunnel name

Enter a tunnel name. The tunnel name must be the same
as that configured on the LNS. Otherwise, the L2TP
VPN tunnel cannot be established.

Authentication mode

® CHAP authentication: CHAP is a three-way
handshake authentication protocol. Using this
protocol, only user names, not passwords, are
transmitted on the network.

® PAP authentication: PAP is a two-way

i
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handshake authentication protocol. Using this
protocol, user names and passwords are
transmitted on the network in plaintext.

NOTE
PAP is not a secure protocol, and CHAP is recommended.
Enable tunnel For security, the tunnel is authenticated during L2TP
validation VPN tunnel negotiation. The tunnel can be established

only when the tunnel authentication password used by
the remote access user is the same as that configured on
the L2TP VPN gateway. Tunnel authentication is not
mandatory during L2TP VPN tunnel establishment.
Whether to enable this function depends on the L2TP
VPN gateway configuration. If tunnel authentication is
enabled on the gateway, it must be enabled on the
UniVPN.

tunnel verification password If tunnel authentication is enabled, you must set a tunnel
authentication password. Obtain the password from the
L2TP VPN administrator.

b.  Set IPSec parameters.

L
Shenzhen Leagsoft Technologies inc http://www.leagsoft.com  support hotline: 400-6288-116 61


http://www.leagsoft.com/

Leagsoft UniVPN Administration Guide 5 Configuration

L L IPSEC Settings
L2TE 1PSec ®IPSe serwer address:
Loed Config

7] Using LWS gervar

Encagsul atson mods:

&) Trangmingise mote Tunnal rode
ESP protocol verslicatbion algor | Uhe:
EHAZ-Z5L

ESP protocol encreplion algorithe:

AES-1I55

IKE =eitings

Regobialisn sode

Wi Main mede [ Aggressiove mode
Il eype:

1P addrags

*Local name

*Security galoway Homs

Walidation algoriths:
SHAZ-ZT3b

Encryption algorilhe
RES-755

OH groun mark:

Groupd {1530 bit)

IKE advancod selbing
[ ] Enabile PFS Faaturs

Safety poramaters

Grouwl (748 BiL)

Security nllionee life cycle

E Bec.  Range

IPSEC advanced setting
Securly alliance |ife eycla

Roule Sellings

® Made Confie 0 Allow Intermel pocess aftar connection
O 1.a1 ZE0.0.0
I
|
| Save | | Canel

S
Shenzhen Leagsoft Technologies inc http://www.leagsoft.com  support hotline: 400-6288-116 62


http://www.leagsoft.com/

Leagsoft UniVPN Administration Guide 5 Configuration

Table 5-6 IPSec parameter description

Parameter Description

Enable IPsec security protocol You shall select this item in L2TP over
[PSec scenarios.

[PSec authentication falls into pre-shared
key authentication and USB key digital
signature authentication.

¢ [n pre-shared key authentication
mode, you need to obtain the
pre-shared key from the IPSec
VPN gateway administrator and
enter it.

¢ In USB key digital signature
authentication, you shall enter the
USB PIN code, which is an
encrypted password set by the USB
key owner to secure the USB key.
Obtain this password from the USB
key owner.

NOTE

USB key digital signature authentication is not
supported on the Mac or Linux operating system.

IPSec Configuration

IPSec Server Address Address of the IPSec VPN gateway. The
value must be the same as the actual IP
address of the [PSec VPN gateway.
Otherwise, the VPN tunnel cannot be

established.

Using LNS server When the L2TP VPN gateway and the
IPSec VPN gateway are the same, select
this item.

Encapsulation mode In IPSec encapsulation, Authentication

Header (AH) or Encapsulating Security
Payload (ESP) related fields are inserted to
original IP packets for packet authentication
and encryption. The encapsulation mode
can be tunnel or transport mode.

® Tunnel: The tunnel mode protects
only the packet payload and is used
to establish tunnels between VPN
gateways.

® Transport: The transport mode
protects the entire packet and is
used to establish tunnels between
mobile terminals and VPN
gateways.

By default, the transport mode is used.
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ESP protocol The ESP authentication algorithm verifies
the integrity of original packets, preventing
them from being tampered with in transport.
The ESP authentication algorithm consists
of MDS5, SHA1, and SHA2-256. The more
secure SHA2-256 is recommended.

Verification algorithm

ESP protocol The ESP encryption algorithm encrypts
original packets, preventing them from
being intercepted in transport. The ESP
encryption algorithm consists of DES,
3DES, and AES-128/192/256. The AES
algorithm has a higher security than the
DES and 3DES algorithms.

The AES algorithm falls into AES128,
AES192, and AES256 according to the key
length. A longer key indicates a higher
security and a longer time taken to encrypt
and decrypt packets. The AES256 algorithm
is recommended, taking both the security
and encryption and decryption efficiency
into consideration.

Encryption algorithm

IKE Basic Configuration

Negotiation mode Two IKE negotiation modes are available
for IPSec tunnels.

® Main mode
® Aggressive mode

® By default, the Main mode is used
for negotiation. If the tunnel
initiator has a full understanding of
the policies of the tunnel responder,
using the Aggressive mode enables
you to create an IKE SA more
rapidly.

ID type ID type.

Authentication is a protection mechanism in
IKE negotiation. It authenticates the identity
of the communication parties to ensure the
security.

¢ ID types of IKE peers can be
different. The ID falls into IP
address and name types. When the
negotiation is in Main mode, the
IP address type is used by default,
indicating that the local IP address
is used as the local ID. When the
negotiation is in Aggressive mode,
the ID type is optional. That is, the
ID can be of the IP address or name
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type.
Local name You shall set this item when you set the ID

type to Name.

The local name serves as the local ID to be
authenticated by the IPSec VPN gateway.
An IPSec tunnel can be established between
the IPSec VPN gateway and UniVPN only
when the authentication succeeds. Ensure
that the Local Name is consistent with the
peer name on the [IPSec VPN gateway.
Otherwise, the tunnel cannot be established.
Obtain the local name from the IPSec VPN
gateway administrator.

Security gateway Name

You shall set this item when you set the ID
type to Name. Ensure that Security
Gateway Name is consistent with the local
name on the IPSec VPN gateway.
Otherwise, the tunnel cannot be established.
Obtain the security gateway name from the
IPSec VPN gateway administrator.

The name of the IPSec VPN gateway is its
ID. The authentication is mutual. When the
UniVPN establishes a tunnel with the IPSec
VPN gateway, it also authenticates the
gateway. The [PSec VPN gateway submits
its ID to the UniVPN for authentication.
The UniVPN establishes an IPSec tunnel
with the IPSec VPN gateway only after the
authentication succeeds.

Validation algorithm

In IKE negotiation, the authentication
algorithm protects the integrity of packets.
The authentication algorithm consists of
MDS5, SHA1, and SHA2-256. The more
secure SHA2-256 is recommended.

Encryption algorithm

In IKE negotiation, the encryption
algorithm protects the secrecy of packets to
prevent them from being intercepted. The
encryption algorithm consists of DES-CBC,
3DES-CBC, and AES-128/192/256. The
AES-256 algorithm is recommended,
considering that it is more secure.

DH group mark

In IKE negotiation, the DH group is used by
the tunnel initiator and responder to
exchange keys. According to the key length,
the DH group falls into groupl (768 bit),
group2 (1024 bit), and group5 (1536 bit).
groupl is insecure, and group2 or groupS is
recommended.
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Parameter

Description

IKE Advanced Configuration

Enable PFS

feature

Enables the Perfect Forward Secrecy (PFS)
function in IKE negotiation.

In a negotiation initiated by the local end, an
additional key exchange (through the DH
group) is performed in IKEv1 phase 2 or
child SA creation in IKEv2 to ensure the
security of the IPSec SA key and
communication.

To enable this function, you need to set the
related security parameter, whose value can
be groupl, group2, and group5. groupl is
insecure, and group2 or group5 is
recommended.

Security alliance life cycle

The IKE SA lifecycle is used to periodically
update the IKE SA, which reduces the risk
of IKE SA cracking and improves security.

Before the specified lifecycle is due, a new
IKE SA is negotiated for the IKE peer.
After the new IKE SA is negotiated, the
peer immediately employs the new IKE SA,
and the previous IKE SA is automatically
deleted after the lifecycle is due.
Renegotiating does not interrupt the existing
tunnel.

IPSec Advanced Configuration

Security alliance life cycle

For a dynamic SA, the IPSec tunnel will be
renegotiated when the renegotiation interval
reaches the threshold for security.
Renegotiating does not interrupt the existing
tunnel.

Route Settings

Route setting controls the range of resources
accessible to mobile users after their remote
access. Route setting supports two modes,
namely, Mode Config and Allow Internet
access after connection. Their difference
lies in that the range of resources accessible
to users is subject to the configurations at
the gateway side in Mode Config mode and
to the configurations in the IP address list at
the UniVPN side in Allow Internet access
after connection mode.

* Mode Config

- In a scenario where the peer VPN
gateway supports the Mode Config
negotiation mode, after a mobile user
successfully accesses, the VPN
gateway pushes the enterprise
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intranet address segments configured
at the gateway side, and the user PC
generates specific routes to these
address segments so that the user can
access the resources on the enterprise
intranet. In this process, original
routes of the user are not affected,
and the user can still access the
Internet and LAN when accessing
resources on the enterprise intranet.

- In a scenario where the peer VPN
gateway does not support the Mode
Config negotiation mode, after a
mobile user successfully accesses,
the next hop of the default route of
the user PC is changed to the IP
address of the virtual network
adapter. In this case, all traffic is sent
to the peer end of the tunnel through
the virtual network adapter. This
means that the user can access only
enterprise intranet resources but not
the Internet.

e Allow Internet access after
connection

- If this mode is selected, but no IP
addresses are added to the IP address
list:

After a mobile user successfully dials
in, the user PC generates a route
destined to the IP address segment
corresponding to the virtual network
adapter, with the next hop being the
IP address of the virtual network
adapter. In this case, the user can
access only enterprise intranet
resources of the same network
segment as the [P address of the
virtual network adapter. In this
process, original routes of the user
are not affected, and the user can still
access the Internet and LAN when
accessing resources on the enterprise
intranet.

- If this mode is selected, and IP
addresses are added to the IP address
list:

After a mobile user successfully dials
in, the user PC uses the IP address

segments added in the IP address list
as the destination network segments
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and generates specific routes with the
next hop being the IP address of the
virtual network adapter. In this case,
the user can access enterprise intranet
resources configured in the IP
address list. In this process, original
routes of the user are not affected,
and the user can still access the
Internet and LAN when accessing
resources on the enterprise intranet.

c.  After the parameters are set, click Save to return to the main page.

Step 2 Loginto the L2TP over IPSec VPN gateway.

1.

In the Select the VPN connection area, select a created L2TP over IPSec VPN
connection, and then double-click it or click connection in the upper right corner to
establish the connection.

VPNConnect i
O [ Select Connection: & Proxy Settings <+ New Connection
"y 3
‘ IPsec oM
Connect: :
User Name:

Certification Status: e

Connect

On the login page, enter the user name and password.

If certificate authentication is used in the Windows operating system, you need to select
the certificate and enter the login password corresponding to the user name extracted
from the certificate. In the Windows certificate authentication scenario, all certificates
are imported to the Internet Explorer. In the Linux certificate authentication scenario, the
certificate must be stored in the Certificate folder in the home directory. After the
certificate is imported successfully, you can select the corresponding certificate from the
certificate list.

i
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—Login Information

Server Address: |'i "MTE |

Llzer Mame: Itest
Passward: qu-.
[T Save password [T Automatic login

I Login

3. Click Login to initiate a VPN connection.

When the VPN access succeeds, a prompt is displayed at the lower right corner of the
screen.

O univen X

Megotiation succeeded.

Using the connection, the mobile user can access intranet resources as users in the
enterprise intranet.

——End

5.1.2 Profile Mode

The profile mode refers to a mode in which the UniVPN user obtains an .ini profile from
other personnel (such as the network administrator) and imports the profile to the UniVPN to
establish a VPN tunnel. Using the profile to create a VPN connection reduces your
configuration workload.

Exporting a Profile

Method 1:

#

Step 1 Select an existing VPN connection and click the edit icon & on the right of the
connection.

S
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VPNConnect g - x
.SelemCOnnedion: & Proxy Settings |+ New Connection|
.| —_— il

o o UniveN w o

Connect:

User Mame:

Certification Status: —

Connect

Step 2 In the Edit connection window, click Export config in the navigation tree and select a
directory for saving the profile.

By default, the profile is saved to an .ini file.
Step 3 Click Save to export the profile.
Method 2:
Step 1 Select an existing VPN connection and click the export icon k on the right of the
connection.
Step 2 Select a directory for saving the profile.
By default, the profile is saved to an .ini file.
Step 3 Click Save to export the profile.
--—-End

Importing a Profile

Step1 On the UniVPN main page, click + on the right of Select the VPN connection.

S
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VPNConnect o - X

' Select Connection: & Proxy Settings |+ New Connection
CJ _® 5
Connect:

User Name:

Cerification Status: —

Connect

Step 2 In the New connection dialog box, select Load Config from the left navigation tree.

¢ New Connection X
SSL VPN

L2TP/IPSec

Q Import

Profile: Impart

o]

Step 3 Click Import, select the prepared profile, and click Open.
Step 4 Click OK to return to the UniVPN main page.
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You can see that the UniVPN VPN connection has been generated. Click connection in the
upper right corner or double-click the VPN connection to establish the connection.

VPNConnect Rk
| Select Connection: & Proxy Settings |+ MNew Connection|
Q=08 | |
il UniVPN G i 3
Connect: UnivPN
User Name:

Certification Status: —_—

Connect

Step 5 On the login page, enter the user name and password.

Server Address: RN R LR v | [ Automatic

LserName: |m=

Password: sasaae

[T Save password [T Automatic login

Login J

Step 6 Click Login to initiate a VPN connection.

When the VPN access succeeds, a prompt is displayed at the lower right corner of the screen.

S
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| O univr

successfully connect!

Using the connection, the mobile user can access intranet resources as users in the enterprise
intranet.

——End

5.2 Common Settings

This section describes common functional settings of the UniVPN.

Connect/Disconnect

On the main page of the UniVPN client, click connection in the upper right corner to directly
initiate a tunnel establishment request to the VPN gateway. You can click Disconnect in the
upper right corner of the page to disconnect the current VPN tunnel.

Change Password

On the main page of the UniVPN client, click E in the upper right corner and choose
Change Password from the menu to change the login password of the current user.

(11 NOTE

® You can change the password only when a VPN tunnel is established between the UniVPN and
device. If there is no VPN tunnel in between, the Change Password menu is unavailable. In
addition, changing the password interrupts the existing service and requires re-login. Exercise this
operation with caution.

e The password change function is supported only in SSL VPN scenarios.

i
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% Change Password x

Password Requirement

Original Password: ]

Mew Fassword: ]

Confirm Password: ]

| oK

Error Report

When you encounter a fault that you cannot rectify, contact technical support personnel. To
help technical support personnel with fault location, collect error reports of the UniVPN in
advance.

(11 NOTE

In the generation of error reports, the UniVPN collects usage information of the client software. Take
proper measures to ensure that the following information is strictly protected.

e netcard_info.txt: contains the network adapter information of the device. You can view this file in
the UniVPN folder.

e operate_system_info.txt: contains the operating system information of the device. You can view
this file in the UniVPN folder.

e route_info.txt: contains route information of the device. You can view this file in the UniVPN
folder.

e UniVPN_UniVPNCS_0.log: records the logs generated during service configuration on the
UniVPN client, such as user login success or failure logs and VPN tunnel establishment success or
exception logs. You can view this file in the UniVPN/log folder.

e UAA_0: records the gateway connection success or exception logs. You can view this file in the log
folder.

e UniVPNTray_0: records the logs generated for the operations performed on the tray. You can view
this file in the log folder.

e UniVPN_UniVPNUI_0.log: records the logs generated for the operations performed on the client
configuration page, such as VPN connection configuration and language switching between Chinese
and English. You can view this file in the log folder.

e UniVPN_UniVPNPromoteService_0.log: records the service process information of the UniVPN
client. The service process is used to ensure normal running of the client. You can view this file in
the log folder.
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e C(Crash file: When the UniVPN client is shut down abnormally, a crash file is generated. The name of
the generated crash file varies according to the cause of the abnormal shutdown. In the Windows
operating system, the crash file name extension is .dmp. In the Mac and Linux operating systems,
the crash file name extension is .core. You can view crash files in the log folder.

Step 1 Right-click the tray icon of the UniVPN.

Display Home Page

Connect
Disconnect

Change Password

| Error Report

Cancel Automatic Login

Basic Settings
Help [
Exit

Step 2 Select Error Report.
Step 3 Click OK.

After the error report is generated, you can send the report to technical support personnel
through email, USB disk, or other means for them to rectify the fault.

——End

Cancel Auto Login

Right-click the tray icon of the UniVPN and choose Cancel Automatic Login from the menu
to cancel the automatic login setting.

Setting

Step1 Click E in the upper right corner of the UniVPN home page and choose Setting from the
menu. Alternatively, right-click the tray icon of the UniVPN and choose Setting from the
shortcut menu. Then, set parameters.

i
Shenzhen Leagsoft Technologies inc http://www.leagsoft.com  support hotline: 400-6288-116 75


http://www.leagsoft.com/

Leagsoft UniVPN Administration Guide

5 Configuration

% Basic Settings

| Automatic startup upon power-on

I Language: ]English

Verify trusted servers [ Open

Detect a new version v Cpen

oK | |

Cancel l | Apply

Table 5-7 Parameter description
Parameter Description
Auto Start After you select this item, the UniVPN automatically starts

when you start the PC.
By default, this item is not selected.

Verify trusted servers

When the UniVPN establishes an SSL VPN tunnel with the
device, the UniVPN verifies the device certificate sent from
the device.

® Jtem selected

When the device certificate of the device fails to be
verified by the UniVPN, the system displays Gateway
certificate verification: Untrusted VPN server
certificate! for your confirmation. If you are sure about
the network security, select Continue to continue the
SSL VPN tunnel establishment. If you are unsure about
the network security, select Cancel to terminate tunnel
establishment.

¢ Jtem not selected

When the certificate fails to be verified, the system does
not prompt an alarm, and the tunnel is established.

By default, this item is selected.

Detect a new version

After this option is selected, the system checks whether the
gateway to be connected has a new UniVPN version.

By default, this item is selected.

Interface language

The Interface language can be manually switched.

The UniVPN provides two species of language, including:
® English
¢ Chinese
® Follow system

NOTE
When the client runs for the first time, if the operating system
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language is one of the supported two types of Interface languages,
the client Interface language is the same as the operating system
language. If the operating system language is beyond the supported
language scope, the client Interface language is English by default.

Step 2 Click OK.
----End

Proxy Shielding
® [n the Windows system:

The Windows operating system uses the proxy information of the Internet Explorer.
Therefore, you need to modify the proxy information of the Internet Explorer.

a.  Open the Internet Explorer and click Tools. The Internet Options dialog box is
displayed.

b.  Click the Connections tab and click LAN settings.
c.  Set the proxy shielding information on the Proxy server setting page.
d. Click OK to save the settings.

® [n the Linux system:

By default, the Linux system uses the proxy information setting module of the Firefox
browser.

a.  Open the Firefox browser, enter about:preferences in the address box, and press
Enter.

b. Choose General > Network Settings and click Settings.
c.  Set the proxy shielding information.
d. Click OK to save the settings.

® [n the Mac OS system:

By default, the Linux system uses the proxy information setting module of the Firefox
browser.

a.  Open the Firefox browser, enter about:preferences in the address box, and press
Enter.

b. Choose General > Network Settings and click Settings.
c.  Set the proxy shielding information.
Click OK to save the settings.
After you configure the proxy server on the LAN settings page and log in to the client, a PAC
file is automatically generated. After you select Use automatic configuration script on the
LAN Settings page, the PAC file address is automatically specified and the PAC file is used

for proxy shielding during client login. After you log out of the client, the browser
automatically restores the proxy settings used before login.

The settings in the PAC file instruct the traffic to correctly access the gateway and intranet
resources, preventing intranet resource access failures caused by the proxy server configured
in the browser. The PAC file keeps the original proxy information unchanged and therefore
does not affect the original proxy function.
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If you delete the PAC file while you are logged in to the client, you may fail to access the
gateway or intranet resources using Internet Explorer when the proxy is used.

About
Right-click the tray icon of the UniVPN and choose About from the menu.
The About item records the UniVPN version and proprietary information.
Help
Right-click the tray icon of the UniVPN and choose Help from the menu.
The Help item includes the UniVPN usage guide that helps users to familiarize themselves
with the UniVPN and rectify faults they encounter.
Exit

Right-click the tray icon of the UniVPN and choose Exit from the menu to close the software.

i
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Upgrade

Context

Procedure

Step 1

Step 2

This section describes how to upgrade the UniVPN.

The basic process for upgrading the UniVPN is as follows: The network administrator
uploads the new UniVPN software to the device. When the user establishes a VPN tunnel
with the device through the UniVPN, the UniVPN automatically checks whether a new
version exists on the device. If yes, the system prompts the user to perform version upgrade.

Upload the UniVPN software installation package to the device.

1.

Log in to https://www.leagsoft.com/?u=/doc/article/103197.html. Click the link at the
bottom of the UniVPN introduction page to download the software installation package
of the required version.

Access the device management page, and choose System > VPNClient Upgrade.

Click Locally Upgrade next to the corresponding client software, click Browse, and
select the UniVPN software installation package to be uploaded.

Different UniVPN software installation packages are provided for the Windows, Linux
and Mac operating systems. Therefore, the network administrator needs to upload the
software installation package based on the operating system in use. If the software
installation package does not match the operating system type, the system displays a
message indicating an upgrade failure. The newly uploaded software installation package
overwrites the previous software installation package.

(11 NOTE

4.

The
USG6101/6305/6305-W/6310S/6310S-W/6310S-WL/6510/6510-WLUSG6305/6305-W/6310S/6310S-
W/6310S-WL-OVS/6510/6510-WL does not provide the local upgrade function. The administrator
needs to place the UniVPN software on a file server and then enters the URL address of the file server in
network extension client address.

Click Upgrade to upgrade the software installation package on the device.

Upgrade the UniVPN at the user side.

When the user establishes a VPN tunnel with the device, the user side automatically checks
whether a new UniVPN version exists on the device. If yes, the user shall download and
install the new version as prompted.

e
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(0 NOTE

When multiple users log in to the Linux or Mac operating system simultaneously, automatic upgrade is
not supported.
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Troubleshooting

This document describes only the basic configuration of the client. If you need to obtain
scenario-specific configuration cases or encounter any problems during the use of the client,
contact the corresponding sales personnel. We will resolve the problem as soon as possible.
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FAQ

This section answers frequently asked questions in the usage of the UniVPN.

What If a VPN Disconnection Occurs After the System Time Is Changed?

In a scenario where the IPSec protocol is enabled, if you set the [PSec SA lifetime to a small
value, modifying the system time may cause the SA to age and the VPN to be disconnected.

You are advised not to change the system time after enabling the IPSec protocol.

Can the UniVPN Be Used Together with Other VPN Dial-up Software Programs?

You are advised not to install or use multiple VPN dial-up software programs on a PC.
Otherwise, an unexpected error may occur.

Why Does the UniVPN Installation Program Prompt Me to Uninstall the
UniVPN in Its Operation?

This is because the UniVPN has already been installed earlier. The installation program needs
to delete the previously installed version. After the deletion, you need to run the installation
program again to install the UniVPN on the hard disk.

Why Do I Fail to Establish a VPN Connection for the First Time?

This is because the firewall of the operating system blocks your operation of establishing a
VPN connection. Modify the access rule setting of the firewall to allow the operation.

Why Do I Fail to Install the UniVPN?

Check whether your account has the administrator permission. Only a user with the
administrator permission can install the UniVPN.

Why Does the System Prompt a UniVPN Software Update Failure?

The system prompts a failure when a user updates the UniVPN software. The possible cause
is that:

®  The network administrator uploaded an incorrect UniVPN software package to the VPN
gateway. Contact the administrator to check whether the software package format is
correct.

L
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® A NAT Server is deployed between the UniVPN and SSL VPN virtual gateway, the NAT
Server cannot process UniVPN update messages, causing UniVPN update to fail.
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Appendix

9.1 Using Commands to Configure the Client in the Linux System
9.2 Acronyms and Abbreviations

This lists the acronyms and abbreviations used in this documentation.

9.1 FAQs About the Mobile Client

In addition to the PC-based UniConnect client, Leagsoft also launches the iOS- and Android-based
mobile clients.

How to Obtain
®  Obtaining the iOS mobile client

®  Method 1: Open the App Store, and search for UniConnect to download the latest
version.

®  Obtaining the Android mobile client

Method 1: Download and open Huawei AppGallery, Xiaomi AppGallery, oppo
AppGallery, and vivo AppGallery apps and search for UniConnect to download the
latest version.

Specifications

Currently, the UniConnect mobile client supports only the SSL VPN connections. The
following table lists the supported models and operating systems:

Table 1-1 Supported models and operating systems

Operating System iOS Android

Supported Operating i0S 10.0 or later. Android 5.0 or later
System Version

Supported Device Model ® iPhone X -
® iPhone 8/8 Plus
® iPhone 7/7 Plus
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e iPhone 5s
e iPad Pro

e iPad4

® iPhone 6s/6s Plus
e iPhone 6/6 Plus

e jiPad Air 1/2

e iPad mini 2/3/4

Supported Device Screen -
Resolution

720*1280

1080*1920
1440*2560
2160*4096

The function specifications of the UniConnect mobile client are as follows:

Table 1-2 Function specifications

Function

iOS

Android

SSL VPN Network extension

Supported

Supported

Endpoint Security
L] NOTE

When the terminal
security function is
enabled on the gateway,
the UniConnect mobile
client can dial up
successfully.

Supported

Supported

Selecting the optimal
gateway

Supported

Supported

Reconnection upon
disconnection

Supported

Supported

Link backup

(1] NOTE

When the link backup
function is enabled on the
gateway, the UniConnect
mobile client can dial up
successfully.

Supported

Supported

Certificate
authentication

Supported

Supported

MAC address
authentication

Not supported

Not supported
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Certificate filtering Supported Supported
Two-factor Supported Supported
authentication Perform two-factor
authentication
using an SMS
verification code.
L2TP VPN Not supported Not supported
L2TP over [IPSec VPN Not supported Not supported
NAT Traversal Not supported Not supported
Proxy Traversal Not supported Not supported
Tunnel Splitting Supported Supported
Basic Function Automatic startup Not supported Not supported
upon power-on
GUI Language Supported Supported
Switching
(L] NOTE
Users can only switch
between Chinese and
English.
Automatic login Supported Supported
Configuration File Import Not supported Not supported
Export Not supported Not supported
Fault Locating Supported Supported
Command Line Configuration Not supported Not supported
Non-administrator User Configuration Supported Supported

The performance specifications of the UniConnect mobile client are as follows:

Table 1-3 Performance specifications

Function Specifications

Number of new VPN connections 16

Operations

For details about how to use the UniConnect mobile client, choose &% > Help in the app

and view the online help.
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9.1.1 How Do I Import a Chinese Cryptographic Certificate?

The following describes how to import the Chinese cryptographic certificate into the
UniConnect client, and the import method for a non-Chinese cryptographic certificate is the
same.

Step 1 Open your mailbox, find the certificate file, and click ' in the lower right corner.
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sm2.sig.pem
1.38K
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Step 2 Click the file (The download starts when the file is not downloaded) and click Share.

B Sal &' @ 00 [ 10:04

Send via Email

Add attachment to collection

Save File

Move to File Transfer

Share

Cancel
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Step 3 Click UniConnect.

Share

Send to weibo triends

Sogou Keyboard

Telegram

Tweet

UniConnect

WLAN direct

WeChat Favorites

WeChat Status

Weibo

Cancel
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Step 4 Click OK.

@ =l @& o W (0 (B 10005

Tips

Confirm save?

CANCEL
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Step 5 After the import is successful, enable Cert Certification.

&2 “dl &' & 00 @) 10:05

<{ Homepage Save

Type Ssl
Connection Name 5555
Gateway Address 10.19.12.121 >
Port 5555 »
Tunnel Mode Auto-sensing >
RouteCover (
GM Algorithm

Cert Certification g
Cert Choose >

Delete VPN
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Step 6 Click Cert Choose and select sm2.sig.pem.

Is(1).p12

sm2.sig.pem

——End
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9.1.2 How Do I Report an iOS Client Problem?

Configuring the Mailbox
Step 1 Go to QQMail, click the user name in the upper right corner, and click Settings.

M@ijlgsn : e~
—— %

Inbox 632

L Contacts

Daily Read »

aEoDEaa@

Doeument

M RBF - 66— >

Step 2 On the Normal tab page, click Enable Service behind IMAP/SMTP to enable the IMAP
service.

i | comiE - B Eight
M@j|ess ®
# Compose Mailbox Settings

InBoic €31 Normal  Email Re R Ati-spa m lders and Tags Miail Notificatior 1 =
£ Commers =

T—— ——
+ Starsd

Lock the fokder s Lok N
J——
o

Third party Services

s 1 i sEi a
Delete ! VR 5] Dissies

Re/Fur

- I
-]

]

2 Send emsil

B i Asetant Snortcuts: B Press Cui + Enter to Send

B DslyResss

B Document

A ERADF - Wi -WE >

S
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Step 3 Click Generate Authorization Code to obtain an authorization code.

7 | comiE 3 Eight
M@ilees @&
# Compase Mailbex Settings
Mbcks) Normal Email Receiving Ruies  Anti-spam Foiders and Tags  Mail Notilication App setlings.
4 Contacts

Starred Contacts Account Security
5 stamed
Lock the folder ares:  Lock
3 Group Mail 24
Sent
Third-party Services
= O %

1 Delerat . IMAR/SMTR - Enabled [ Gonerate Autne

Spam 3.

My Folders =
0 CONATE

(R4

B Fe Transfer

B Manage Antachments
B Calenar

@ Mois Send email

DT - S0 -

Enable Service X

@ Authentication ———— € Generate Authorization Code

Authorization code generated. You can use it when accessing QO Mail
with 2 third-party client.

jxrhhhfjgdrbbajj

Authorization code remarks: Personal computer
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Step 4 Open the mailbox app on the mobile phone. Select QQMail if it is available. Select Other if
QQMail is unavailable.

11:09 ull T B

{ Accounts Add Account

% iCloud
Microsoft Exchange
O3
12672208
M@l 5EE
Google
yahoo/

Aol.
(& Outlook.com

Other
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Step 5 Set Name, Email, and Password (the authorization code displayed in the second figure in

step 3).

Cancel QQ

Name
Email
Password

Description

Step 6 Click Next in the upper right corner.

Step 7 In the IMAP ACCOUNT INFORMATION area, set Name, Email, and Description.
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In the INCOMING MAIL SERVER area, set Host Name (imap.qq.com), User Name
(email address), and Password (the authorization code displayed in the second figure in step
3).

The information entered for OUTGOING MAIL SERVER is the same as that entered for
INCOMING MAIL SERVER. (The host name is smtp.qq.com and the password is the
authorization code.)
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Cancel Account Done
M QUNT INFORMATIO

Name =

Email

Description Qq

INCOMING MAIL SERVER
Host Name imap.qg.com
User Name RIS TS

Password

SMTP smtp.qg.com

Advanced

Step 8 Click Save.
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Cancel IMAP Save

) ™ail C @)

Notes

Step 1 After the configuration is successful, choose © . Feedback on the login page of the
UniVPN client to enable the feedback log function.

—-End
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9.1.3 How Do I Disable Automatic Login (Android)?

Step 1 Enable automatic login when the user password is entered for login, and the connection is
successful.

Step 2 After disconnection, disable Auto Login in the Edit page of a connection. When you log in
again, the automatic login is unavailable.

15:29 G

4 I'—%c')mepage

Type SSL
Connection Name 22508
Gateway Address cstestarea.leagsoft.net >
Port 22508 >
Tunnel Mode Auto-sensing >
Auto Login (

RouteCover (:

GM Algorithm

Cert Certification

—-End

Shenzhen Leagsoft Technologies inc http://www.leagsoft.com  support hotline: 400-6288-116 101


http://www.leagsoft.com/

Leagsoft UniVPN Administration Guide 9 Appendix

9.2 Using Commands to Configure the Client in the Linux

System

9.2.1 Starting the Client

Step 1
Step 2

Access the /usr/local/UniVPN/serviceclient directory.

Run the ./UniVPNCS command to start the client. This command can be executed by both
common and root users.

roct@sec-virtual-machine: fusrflocal/SeceClient/serviceclient
virtual-machine:~# cd ..
hine: /# cd usrflocal/f
i [local /Sec

11 NOTE

Before starting the client using the command, ensure that the client started through the UI desktop has
been shut down.

—-End

9.2.2 Configuring an SSL VPN Connection

Configuring SSL VPN

Step 1
Step 2

~
4

1 root@zzh-virtual-machine: /usr/local/SecoClient/serviceclient

Welcome to SecoClient!
1:New Connection
2:Exit

<Connection Name List>

ease choose Connection Type
1:55L VPN

:L2TP/IPSec

:Cancel

SSL Configuration
:Connection Mame(Required):
:Description:
:Gateway Address(Required):
4:Port:443

:Tunnel Mode:Auto-sensing
:GmSSL algorithm:Disable
:Save

Enter 1 to create a connection.

Enter 1 to set the VPN type to SSL VPN.
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Step 3 Enter the corresponding sequence number to complete the configuration of parameters 1 to 5.

1. Connection Name(Required)
2. Description

3. Gateway Address

4. Port(Required)

5. Tunnel Mode(Required): The options are Reliable Transmission, Quick
Transmission, and Auto-sensing.

Step 4 Enter 7 to save the configuration.

—-End

Establishing an SSL VPN Connection

1 root@zzh-virtual-machine: fusrf/local/SecoClient/serviceclient o

P e it e i maway mes s rearecrears

Authentication failed.

Welcome to SecoClient!
1:New Connection
2EEX1LE

<Connection Name List=

:Connect
:Delete Connect
:Edit Profile
:Cancel

3
1
2
3
4
1

Connect success.

Please input the login user name

zzh

Please input the login user password
Successful login.

Succeeded in enabling network extension.

Connect Success,Enjoy!("_*)
q:Disconnect

Step 1 Enter the corresponding number to establish an SSL VPN connection.
Step 2 Enter 1 to set up an SSL VPN connection.

Step 3 A message is displayed, indicating that the connection is set up successfully. Enter the user
name and password to log in.

—-End

(1] NOTE

e In the Linux system, the SSL VPN connection configured and established using commands supports
only user name/password authentication.

e After the connection is successful, do not close the terminal window. Otherwise, the connection will
be disconnected.

SSL VPN Disconnection

Enter q to cut off the connection.
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9.2.3 Configuring an L2TP VPN Connection

Configuring L2TP VPN

Welcome to SecoClient!
1:New Connection
2:Exit

<Connection Name List=

Please choose Connection Type
:SSL VPN
:L2TP/IPSec
:Cancel

:Connection Name(Required):
:Description:
:LNS Server Address(Required):

:Tunnel Name(Required):
:Authentication Mode: PAP
:Tunnel Authentication:Disable
:IPSec Protocol:Disable

:Allow Internet access after connection:Disable
:Save
10:Cancel

Step 1 Enter 1 to create a connection.
Step 2 Enter 2 and set the VPN type to L2TP/IPSec.
Step 3 Enter the corresponding sequence number to complete the configuration of parameters 1 to 8.

1. Connection Name(Required)
2. Description

3. LNS Server Address(Required)
4. Tunnel Name(Required)

5. Authentication Mode

6. Tunnel Authentication: Enable the tunnel authentication function. After the tunnel
authentication function is enabled, you need to enter the tunnel authentication password.

7. IPSec Protocol: Enable the IPSec protocol. Do not enable this function.

8. Allow Internet access after connection: Set routes. After this option is enabled, you
can set the traffic to be encrypted in the VPN tunnel by adding an IP address segment.

11 NOTE

For details about the parameters, see Establishing an L2TP VPN Tunnel.
Step 4 Enter 9 to save the configuration.

—End
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Establishing an L2TP VPN Connection

Welcome to SecoClient!
1:New Connection
PEEXTE

<Connection Name List=>

1:Connect
:Delete Connect
:Edit Profile

4:Cancel

Please input the login user name
csf
Please input the login user password

Negotiation succe
q:Disconnect

Step 1 Enter the corresponding number to establish an L2TP VPN connection.
Step 2 Enter 1 to set up an L2TP VPN connection.
Step 3 Enter the user name and password to log in.

—-End

(1] NOTE

After the connection is successful, do not close the terminal window. Otherwise, the connection will be
disconnected.

L2TP VPN Disconnection

Enter q to cut off the connection.
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9.2.4 Configuring an L2TP over IPSec VPN Connection

Setting L2TP Parameters

Welcome to SecoClient!
1:New Connection
PEEXTE

<Connection Name List=>

:Delete Connect
:Edit Profile
4:Cancel

Please input the login user name
csf
Please input the login user password

Negotiation succeeded,Enjoy! (" ")
q:Disconnect

Step 1 Enter 1 to create a connection.
Step 2 Enter 2 and set the VPN type to L2TP/IPSec.
Step 3 Enter the corresponding sequence number to complete the configuration of parameters 1 to 6.

1. Connection Name(Required)
2. Description

3. LNS Server Address(Required)
4. Tunnel Name(Required)

5. Authentication Mode

6. Tunnel Authentication: Enable the tunnel authentication function. After the tunnel
authentication function is enabled, you need to enter the tunnel authentication password.

—End

I
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Setting IPSec Parameters

:Connection Name(Required):
:Description:
:LNS Server Address(Required):

:Tunnel Name(Required):
:Authentication Mode: PAP
6:Tunnel Authentication:Disable
:IPSec Protocol:Disable

:Allow Internet access after connec
:5ave
10:Cancel

IPSec Protocol
1:enable
:Disable

:Connection Name(Required):
:Description:
:LNS Server Address(Required):

:Tunnel Name(Required):
:Authentication Mode: PAP

:Tunnel Authentication:Disable
:IPSec Protocol:Enable

:IPSec Authentication Mode:Pre-shar
Pre-shared Key(Required):

9:IPSec Server address:Use LNS serve
:Encapsulation Mode:Transmission m
1:EPS Authentication Algorithm:SHA2
:EPS Encryption Algorithm:AES-256

:Negotiation Mode:Main Mode
4:Authentication Algorithm:SHA2-256
:Encryption Algorithm:AES-256
6:DH Group ID:Group5(1536 bit)

:PFS:Disable
B:SA Lifetime:86400

:SA Lifetime:3600

9:Route Settings:Mode Config
:Save

I

root@zzh-virtual-machine: fusr/local/SecoClient/serviceclient Q

tion:Disable

ed Key

r address
ode
-256

Step 1 Enter 7 to enable the IPSec protocol.

Step 2 Enter the corresponding sequence number to complete the configuration of parameters 8 to

20.

® &, [PSec Authentication Mode: In the Linux system, IPSec supports only pre-shared key
authentication. In pre-shared key authentication mode, the pre-shared key is required.

®  O.[PSec Server address: IP address of the IPSec server. By default, the IP address of the
LNS server is used (Use LNS server address).

®  10. Encapsulation Mode: IPSec encapsulation mode, which can be Transmission mode

or Tunnel mode.

® 11. ESP Authentication Algorithm

® 2. ESP Encryption Algorithm
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® 13. Negotiation Mode: IKE negotiation mode, which can be Main Mode or Aggressive
Mode.

14. Authentication Algorithm: authentication algorithm used for IKE negotiation
15. Encryption Algorithm: encryption algorithm used for IKE negotiation
16. DH Group ID: DH group ID used for IKE negotiation

17. PFS: After the PFS function is enabled, the corresponding security parameter
(Security Parameter) must be configured.

18. SA Lifetime(IKE Advanced Configuration): IKE SA lifetime
19. SA Lifetime(IPSec Advanced Configuration): IPSec SA lifetime

®  20. Route Settings: The mode can be Mode Config or Allow Internet access after
connection. After this parameter is set to Allow Internet access after connection, you
can set the traffic to be encrypted in the VPN tunnel by adding an IP address segment.

Step 3 Enter 21 to save the configuration.
----End

Establishing an L2TP over IPSec VPN Connection

=1 root@zzh-virtual-machine: fusr/loca...

Welcome to SecoClient!
1:New Connection
2:Exit

<Connection Name

1:Connect
:Delete Connect
:Edit Profile
:Cancel

login user name
login user password

Negotiation succeeded,Enjoy!(*_*)
g:Disconnect

Step 1 Enter the corresponding number to establish an L2TP over IPSec VPN connection.
Step 2 Enter 1 to set up the L2TP over IPSec VPN connection.
Step 3 Enter the user name and password to log in.

—End

11 NOTE

e In the Linux system, the L2TP over IPSec VPN connection configured and established using
commands supports only user name/password authentication.

e
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e After the connection is successful, do not close the terminal window. Otherwise, the connection will

be disconnected.

L2TP over IPSec VPN Disconnection

Enter q to cut off the connection.

9.3 Acronyms and Abbreviations

This lists the acronyms and abbreviations used in this documentation.

Acronyms and Abbreviations

A-E

AES Advanced Encryption Standard

AH Authentication Header

CBC Cipher Block Chaining

CHAP Challenge Handshake Authentication
Protocol

DES Data Encryption Standard

DES-CBC DES-Cipher Block Chaining

DH Diffie-Hellman algorithm

DNS Domain Name System

ESP Encapsulating Security Payload

F-J

ID Identification/Identity

IKE Internet Key Exchange

1P Internet Protocol

IPSec IP Security Protocol

K-0O

L2TP Layer 2 Tunneling Protocol

LAC L2TP Access Concentrator

LNS L2TP Network Server

MD5 Message-Digest Algorithm 5

NAT Network Address Translation

P-T

PAP Password Authentication Protocol
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Acronyms and Abbreviations

PC Personal Computer

PFS Perfect Forward Secrecy
PPP Point-to-Point Protocol
SA Security Association
SHA Secure Hash Algorithm
U-Z

VPN Virtual Private Network

i
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