| ZFim
LeagSoft UniVPN

[
i

71747,
Al
g 1)
‘;%ﬁ;;'/;‘;; ‘
,,;;i:,« //,"’t' / £l
s, 7 ’
o525 e,

L ;1 e, 77
7 s
% e 'I"l/ ,‘,'1,1 ’..
P LK 4
-,

e
¥ .. ..
&, L)y .. >
ysssass

7y
'z:ﬂ‘ 't’.
>



LeagSoft UniVPN %% /7 Ui
B RTEE H x

1 HEEADIE : SSL VPN uouevreereererresreeesessessssssssessessessesssssessessassassessessessssssessessassasssessassassasssessessassassses 4
LT BBEIZR ottt ettt ettt et e et ee et ee et ee ettt neeeneenneas 4
A = 1T < OO OO 4
T3 SSL VPN SZEETUZR oottt st et a ettt bbbt bt bt bt bttt s et s st bt st nas 4
1.3 1 SSL VPN STHEFFEATTTR oottt sttt st s s a st et en e s s s sen s saeseees 4
TAUNTVPN FEE SSL VPN BEIBE ..ottt sttt ae s et st en st s astesss st esastes s aesensesanans 5
141 FTFFUNTIVPN B ITEE RS oottt s s st st sass st sansansees 5
1411 . BEBEFHEREITIT, TEEBEBITIZIEF ! e 5
1.4.1.2 B FosEEL VPN ZERE, VPN BRSS BE AT BETTIETUIE oot een 6
1.41.3 BBIEERABRE], BRARBRE 16 5% oottt s s s st s st seees 7
1414 BiEB R AREIE, To EHTIE ettt saeen 8
142 AP/ B R BRI T IIEE R oottt nens 8
1421 B TAMEAT VPN BRZZBEIED | oottt ettt sees 8
T.4.2.2 TATEZRTEL! oottt ettt a ettt st n ettt s et enaenans 9
1423 FAPEEBEIEAT] PR, TEFHE IR oooeoeeeeeeeeeeeeeees e e e eeese s e s ese st ee e s s e s ee s ssaeeen 12
1424 PULEH R IBBIEZCTUL ..ottt e et e e et eee s e e e e ees et ee e e seseee e s seeeeeeeereeseeeeee 13
1.4.2.5 FEHUREZELRIEL! oottt sttt e et a s st s ettt ettt s et 15
1.42.6 FEZIREIRDIBET | oottt e s es st s s s s e e en et seanes 15
1.4.2.7 METEEASCRFPOERFE AL, T U1 B v] SERRE A UG B e 15
SR = E1 =y = -3 Raa === OO 16
1431 BRI IED oottt ettt s e 16
1.4.3.2 iR EHRAPIEBEIEEE, BREBAZAVER | e 18
TA.3.3 3BT TATELRIEL! oottt et e s et s st st en st s st en s een et en s en e en e enneenans 21
N - Ay ) B a2 =3 OO 23
1.4.4.1 IBEIAREERDT, Ping PIMIZEIR K ..ot eeee e e se e e s s e e ees s eses e ee s ssaseen e 23
1442 BREING, ToIETTIBIAR ..ottt s e ss s s s sen e saneen 24
1443 B GBI, TBEIIET! ettt 25
1444 3B7R: FiEBIL VPN IERE, VPN ARFZBEATBETTIAZUIE oo 25
1.4.45 ZIHHMN AD 15 /5, SSL VPN FA PN —EZRTBIE R EIRLR .o 26
1.4.4.6 Ft& SSL VPN MEIARAIIACIMEL S, FPTCETBIFTEERIET ...cooovveeeercecceseeeeeee e 27
1.5 SSL VPN & TS HEIZEITIRR FAQ .......ovoveoeeceeeeeeeeeeeee s ses s s ss s sssss s ess s ssesssessssssessssssssssesssesssssesnenn 30

TRYITT BR R AR A BR A 7 http://www.leagsoft.com  JR&5#4k: 400-6288-116 i


http://www.leagsoft.com/

LeagSoft UniVPN %% /7 Ui

et G H
1.5.1 SSL VPN ARfA] SEER— B B AL BT TR oot 30
1.5.2 FEFE BRI G TEIET T ZEUR covvoeveeeeeeeeee et s s es e se e seessnsesreen 31
1.5.3 SSL VPN JEB IATERE IR ENTR ES oottt ettt a ettt a et st s st sae s 31
1.5.4 SSL VPN 75 S35 P FAFILRIBLBTE «.oveveeeeeeeeeeeeeeeee et st se et s s nasn s snsensen e sneen 32
155 SR AR R IIE SSL VPN MEZZ oottt sannen 32
1.5.6 HAfAT15E A XCA BIEIE B IE BRI FFIED oot 32
1.5.7UniVPN REFIEI TR B EBE TR RABR ..ottt seenes 48
1.5.8 SSL VPN FFAEFPimIK SHINGE, RinedS ZIFBRITIEIIIKP B .o 48
159 HH AEIRATIEIZ B _EAE ACTiVEX FEIE ..o 48
1.5.10 LI 5% AR 5540 B Fn 2 AP o R P 4B A0 B TN B B AR 48T R BE ERAR BB MNMA R RS oo, 49
1.5.11 SSL VPN [4& 3 B =FEE FRAE X N EERIHE BRI BB T AR oo 49
R B =t - =2 OO 49
1.5.11.8 FFEEEBEHAETR ..ottt ettt sannen 50
T.5.11.9 BEREHAETR oottt 50
1.5.12 SSL VPN BB ITIETLE TIAIE «.cvveeeeeeeeeeee ettt eae s s s s s esassansnannens 51
1513 EHE P S R I EE AR, BRI oot e e s ee e s 52
1.5.14 SSL VPN BMRLE Ay S AT A SRR E VI E RS oot 52
1.5.15SSL VPN 3ENG ping FIRIIEIR K, DHAIREIR oottt 52
1.5.16 SSL VPN FF FRBETERIIEER c.oovevceeee ettt sttt a sttt ettt 52
1.5.17 SSL VPN BB BRI AL IR E oottt a et n st 53
1.5.18 SSL VPN IATE /G AT EE T A A BRI oot 53
1.5.19 SSL VPN A FP4EN ST X T A AR E QR IIIIR ..ot 53
1.5.20 SSL VPN ARSZ B TAIEIA TR T AYFZALAR AN ..ot 54
1.5, 2L Uni VPN B R TR T3 oottt 55
1.5.22 SSL VPN B TLME S EFEARMBLE ..ottt 57
1.5.23 SSL VPN VAL RH L& 4 FE S BT TR T T ZR oot 58
1.5.24 SSL VPN M B3 3R ST E] 36 R R B TR oottt 58
1.5.25 SSL VPN B R Z [RRER A BIRA A IEAIRAIE O HBEEFFITETR oot 59
1.5.26 BUHLIZ 5 SSL VPN FFEETE B T LAAG AR BURTIR oot ss s s s 59
1.5.27 SSL VPN BB ZE THE IPVO oot en s ee s ese e sr s 59
1.5.28 SSL VPN F5 1 3 3] B BE EIIETT covovoeveeeeeeeeeee et e st a et 59
1.5.29 SSL VPN B T ME IR FHTE BB oottt eneenens 60
1.5.30 SSL VPN J& 75 SCEF AT VPN 5 ST IHER 5 oottt 61
1.5.31 SVN FIBA AIE SSL VPN HEME DR Bl ... ss e es s es s 61
1.5.32 OSPF 2B T Anfa] & 7 SSL VPN Al Sttt AR 48 4 R HBUEABATBE ER ... 61
1.5.33 SSLVPN F2 75 32 3 XML IR 3 FE oottt s e 63
1.5.34 SSL VPN B St A L Bt B 880 et 63
1.5.35 SSL VPN o R B S A AN A T T T ottt 63
1.5.36 UNi VPN BT ST FE T HLLR IR c.vocvecveeeeeee ettt ettt sttt a et s st tes sttt s s s sneas 63

TRYITT BR R AR A BR A 7 http://www.leagsoft.com  JR&5#4k: 400-6288-116 ii


http://www.leagsoft.com/

LeagSoft UniVPN 7% /' iiii

HEHREE H X%
1.5.37 SSL VPN aifAT SEER A P8 E PRI R EEIAMBIE ..o 63
1.5.38 SSL VPN [RZ&3 R EEHEL 1P HBIESSECHRIU] ..ot 64
1.5.39 SSL VPN MBLE B TLAFI FI R .ottt 64
1.5.40 UniVPN FlI SecoClient FZ 75 BEFIIT A FH c..vvveeeeeeeceeeee ettt enes 73
1.5.41 FTIF UNIVPN BT PC IEHLIREE oottt sttt 73
1.5.42 FETHZE I FAQLuouiceieeeeeeeseeseeeseeeesesssseses s ssse s sass s sessss s s ssssss s s e se s es s sss s esssesesssaess e sssessessanssessanssnssenes 74
1.5.42.10 TGN BEUETD oot s e 76
1.5.42. 11 AT SZAR GOS TAIFE ..ot s st a s s s s essesansnasnassassassnessassansanes 85
154212 BT EIBIETE (CZZEL) oo s s s se s en s 91
1.5.42.13 105 FEHS BT I AETR TT25 1ottt n s enes 91

TRDITT BRI A A R A T http://www.leagsoft.com R4 #4k: 400-6288-116 iii


http://www.leagsoft.com/

LeagSoft UniVPN % /' it
i F P NTR R 1 HfEALFE: SSLVPN

1 HFEAbFE: SSL VPN

1.1 #EiA

1.1 #ER

1.2 ZRLEN

1.3 SSL VPN % #51£

1.4 UniVPN #85 SSL VPN [
1.5 SSL VPN & VL& i) 2 [n] @ FAQ

ARG T SSL VPN B AN 5 6 1) ) i 5 LA R T7 %€, B34 Uni VPN 4805 ifis
A RS AN L R S R, B AETT AR HR BRSO I B RN R SRR i
e

1.2 EAmA

15 FH A 2 W T AR AR BT kB SSLVPN FRJEACHD & .

ASCRYG LAY USG6000 F 1B K HE 7= 5V RRAS 9 o AN [R5 R0 i AS ) SE AT g2
HER.

ARSCRY A FW 2B KBS Y6 S .

ARG A B AR TP bk o, SRR S2BR & .

1.3 SSL VPN X #%%I3E

1.3.1 SSL VPN Z#pE AN AN

AT

UniVPN

B

UniVPN A ERYIT BR324 7] HEH (1 —F0H T VPN @R A 2w 3R, 2N 3]
INA F P I R VT 1) Aol A Y B R R ik 22 4x . [ESER A IR S5 . SSL VPN (4 Web 4RHE,
S VR R SCPFSE SR 284 JR 1K 4 28V 5%, Uni VPN 28 7 3 A SCHF A3 T IR 2 7 ol 55

TRYITT BR R AR A BR A 7 http://www.leagsoft.com  JR&5#4k: 400-6288-116 4


http://www.leagsoft.com/

LeagSoft UniVPN % /' it
i F P NTR R 1 HfEALFE: SSLVPN

1.4 UniVPN $5= SSL VPN #f&=

1.4.1 ¥TFF UniVPN Bf H Ip&e4s

B DA ImIEAEIETT, AREFIBATIZIER !
: JGVEERSL VPN %4z, VPN RS54 il e Joik 21k
s A TP B A

P =
=
e
=
P =
=

I T T

=

1411 E&: EZBEFIREREIT, TEBEITZIERF!

PR #R
FIIF UniVPN i), RGEE “CAFG % P EEE T, DREHESITZEF! 7 .
BT e
BEEEFEIEST, FEECTEERE
EE
GRS
i FE4 A UniVPN fRi81T .
b3 B
KHIEHW UniVPN I81TFE R, M EAESE REES ) Security Assisant Agent. exe HFERETR
A 25 P o

TR BRI A A B A T http://www.leagsoft.com R4 #4k: 400-6288-116


https://support.huawei.com/hedex/pages/EDOC1000160161AZJ11177/06/EDOC1000160161AZJ11177/06/resources/zh-cn_topic_0000001130453239.html
http://www.leagsoft.com/

LeagSoft UniVPN % /' it
i F P NTR R 1 HfEALFE: SSLVPN

o EEeEs - O X
IfHF  FEIO) W
HE e AARRIDE B PR EEEE BE

¥ 3% 3% 0% 0%
E=E i e CPU AF HE fisg | H
5 Runtime Broker 0% 0.2 MB 0 MB/®: 0 Mbps
» [m7 Runtime Broker 0% 0.3 MB 0 MB/F 0 Mbps
> [m7 Runtime Broker 0% 0.5ME  OMEA: 0 Mbps
Runtime Broker 0% 0.1 MB 0 MB/F: 0 Mbps
[E SecoClientCS 0% 03MB OMBA:  0Mbps
> SecoClientPromoteService 0% 0.1 MB 0 MB/FL 0 Mbps
() Security Assistant Agent 0.3% 1.3 MB 0.1 MBf&: 0 Mbps
] Security Assistant Agent 0% 1.7 ME 0.1 MB/F: 0 Mbps
»| [EE] Security Assistant Agent 0% 1.3 MB 0.1 MB/#: 0 Mbps
p Skype (3) 0] 0% OMB  OMB®F: 0 Mbps
» [E] System Guard EfTETNEE.. 0% 0OMB 0 MB/F: 0 Mbps
Usermode Font Driver Host 0% OMB OMBA: 0 Mbps
» [mE] VMware Guest Authenticatio... 0% 0 MB 0 MB/®l 0 Mbps
VMware SVGA Helper Service 0% o0MB 0 MB/®: 0 Mbps -
< >
() EEEEED) EFETEE
14.12 E&: JRES VPN EE, VPN BRSEEFIRETTIARNIA
PR
B VPN OGHT, REu % “JLihEE ST VPN J%ERE, VPN RS S AT ReILEIA” .
O == X

FEEIVPNEE . VPNERS SRR EENE

fAE

GRS
1. UniVPN 2| VPN & 58 FHAN AT T4
2. UniVPN _L VPN WSCH TP Hbdik sl 38 5 45 5%
3. UniVPN Al VPN P& A AN AL E .
4. it AR AR S 5% I (i 192. 168. 253. 188) , UniVPN A BB ACH L 5 A M ¥ VPN
B
b3 B
o JEIA L A e AL K R T
1. 7E UniVPN FRfE 5 | Ping VPN WG TP Huhlk, K& G lik.
2. WRBEHATIA, (EECE UniVPN 3] VPN RS . Rkl alik, RIHZ A 2
PR R RS A, BN AT R — R R A

TR BRI A A B A T http://www.leagsoft.com R4 #4k: 400-6288-116 6


http://www.leagsoft.com/

LeagSoft UniVPN % J kit
2 FH P NFE 1 #fE AL SSLVPN

o JR[A 2 [y in) @ AL R TTIE
A UniVPN _EFECE A VPN W5 TP ik, 3 & 75 5 VPN R S fic B 6 — 3.
o JEPK 3 Al e AL KR T
H Hi AT UniVPN Bt & 1) VPN S8R picAS A FW V500R005C20SPC500. FW V600R007C20SPC300
(SPC301/SPC 302 fiRAFR4P) « V600R021C10, M EECAIZEHIRA. CATZRIIERA,
UniVPN HARLE.
o AR 4 1S RTINS
o A 2% v A 7 JE A IR 55 4% E 9

Internet 11 x

=0 =z mA mm (=% s Am
i Tam nema s, BaE

EEALANEE x
EEHNENEEMEES
=S
D).
- STEBLESETAE. SREEESTEE, SEECTES.
[ I VPN(P)...
o SIS EA)
e e b e — (] EREEEEE©S)
Hehb(Ry
rEREE
AT ANES % LAN EEAERSS(RRaE R ETESE VPN S50
LAN BEFMRIESEE. TTESEE, 5 -W
IR M) [92.168253.188| ROM: (8080 || mmq
DTSl R e SRR EE)
P i
= EGE | RIER(A) - |

W2, UniVPN R EREMRESE, WThE.

X
VPN | EmzgE d
° e + g
L - Hadgt: [192.168.253.188
1 Cim @
i
0 [sos0
g =] EEkEEEEE
E =g |
Wik —
%ﬁ: |......
EHE
E::

1.4.1.3 B mARE, SABRSE 16 %
MR R
7E UniVPN e AUml, 7EmfEm RN 16 2cMocHbk LU, di “Win” , R4G5E% “i8
B KPR, BORPRE 16 257 o

TR BRI A A B A T http://www.leagsoft.com R4 #4k: 400-6288-116 7


http://www.leagsoft.com/

LeagSoft UniVPN % /' it
i F P NTR R 1 HfEALFE: SSLVPN

O == e
S Ak x 2 iAE & AR #1165

TRE
HREIR A
FEZ P i T R S I, AR ORI T 16 2%, A3 RO OCHL
Fﬁﬁﬁ

WSCHIAEIE R 16 2% )5, ASFHEESEA NI S .

1414 BRREImAEE, TEHE

PR #R
7E UniVPN 5400, 7EEE: VPN BRI T 16 AMERNE, Bf “+7 , REEZ “CikdE
KEH, LiEHaE” .

O == b d
EEEEAEENE, FHELM!

T@E
GRS
R P EFI T, EHRRECERM T 16 5, &3 7 5K AT InE AL B 2.
il

ERERCE R 16 %5, AELkSHE

142 XBARZ/ZHREFRAERMNENES

: AAT{ZE ) VPN RS 28iE 15 !

. ERI!

: PR CERR EE, EHEER!
284 2 JE B 2R I !
=$mﬁﬁkw'

FooF

I < 4
ofF of

'.'F "

1.4.21 & AO/{5H9 VPN fRS=FIE+H !

ﬂ%%ﬁ
FH % B UniVPN 3@ 3 SSL VPN %18 % 5% SSL VPN UM e, ARG R,

EIITH BB B A FR A 7] http://www.leagsoft.com  IRZ5#4k: 400-6288-116 8


http://www.leagsoft.com/

LeagSoft UniVPN % /' iiii
i F P NTR R 1 HfEALFE: SSLVPN

O = %

TEEE: TAEHVPNERSSEuET!

REF 2L BRNED-FAIE el LUAE BeneE 71 Rt
THRILEE BESEFANFH BES OEPRTERRES

.,
EpLE HEEH
| ws || mw
GRS
UniVPN _E /D kR 480X O¢ B 4 1) CA ES o
Ao B R

EHBRZ S A LR AN T
o iy “WE”, Fik “VPNRIFIRS B AE .
TEF PR E H OB R RN 2 S FUSE RS B R, TBURA ik
ol UniVPN AR HLX Al R AIE 15
F P AETCIEA SO A R A0 5 B 43 BUS M B U R, AR v
FEM AR, —AESIEBRE RN E, B—A CAIEBELE UniVPN FTAER ENLE.
WRH P e EHIET RS, Wal URHEERRGEHIEIER. WREEIED RS, nfLff
F XCA B AFHIVEIESS
UniVPN jiit SSL VPN B#TE 5 5 U T, R 4Pl 5¢ 2 ) Uni VPN HEE & uE+, HZ UniVPN b
F) CA IE P ] ORI R S B &E T, REMA S B RIE PR AENSEZE T . WEBRH]
VE 7 415 2 L {R] 45 L XCA HIAE 13 £ H A FH P iE 1

1.4.2.2 IAIESRI!

R FAR
7E UniVPN B3 5, WA 2 MEL LG, By “&x%” , REEE “NERE! 7 .
O == b4
| AUE LM !
TRE
AlRe R A
1. WP 2R, F P s P e .

REFA SCEE T A IERA AR

INIESEA J5 F SSL VPN 82 N335 .

JREFLI A i Bl X 45 4 e ek o

SSL VPN B 240 T LA RAS (HRP S) 5 1M SSL VPN A HFAE R 4 &5 2k,
SSL VPN R S Se =, el 5 7,

IEICR IR SS 25GE, HTH P AEETRCE 7 “A A g%, [HHAPERAL

N O O1 &= W DN
Bt

TRYITT BR R AR A BR A 7 http://www.leagsoft.com  JR&5#4k: 400-6288-116 9


http://www.leagsoft.com/

LeagSoft UniVPN % /' it
i F P NTR R 1 HfEALFE: SSLVPN

8. TANIUEIECKR A AD/LDAP IR S5 #5 AIE, RS54 LECE R P REME T “ B IR E KD IAE ML,
9. FUuIA BB RSAEH metric [ (BRSED @it 1024
Rb 3 B IR
1. BExis, REHPANEELSEIER, AP 2Rl DAGERATH RS
[sysname]display user-manage user verbose name user(001
2021-03-30 14:51:04.970 +08:00
Current total number: 1

User Name : user001
Password Config . Yes
Password : OW7Q30GINMDu2NS8ufuBIAAAAAALKhc4
Parent Group : /default
Bind Mode : Unidirectional  State . Locked
Expiration Time : Unlimited
Multi—IP Login : Enabled
User Type : Created By Manager
Vsys : public
[sysname]

2. WA IR EIE TINIEE, mFREHE, REHE 7 IEFRIES.

SSL VPNE® =t test
| R FixmE ﬁ;{_] el Hea »
S PRt FEHEEIPE v 0 1111 * RO | 443 |=<1024-50000-gh443 @
ot 25 ST AR, EEREESER - REeEn
v BHEE o=1Q)
* FEETR A FkGE
. o e BAHCALEP defaut v Bl
o RS @ — NONE ~ ¥
. BhmE I AT default = l
. DNSHRS8
A ABREER EADNSIRESR @
N N = =
3. RMEVIEERACE, Z&EH 7 SSL VPN A&,
*  HUAWEI ®
HUAWEI o i &2 G
v B EH ApEE
« EHIEE - iﬁﬁﬁﬁuwuw overiPSec [ipseciEi@ || EESE) Me2120@
« CAILF
O LRBABAEERRS
* CRL A PoriaR ik X
* R EEEERARGEER  (EEAEES
- SSLEEES Bprms
N E EEEEE [ ES INTRSE
» B HE THEES [SHER] EAZ2E

4. AR E M TR 5 .

TR BRI A A B A T http://www.leagsoft.com R4 #4k: 400-6288-116 10


http://www.leagsoft.com/

LeagSoft UniVPN % /' it
i F P NTR R 1 HfEALFE: SSLVPN

HUAWEI

HUAWEI

0 %0
[0 &0 ! =
0 2Rl s T 2
e v
» CHDNS SSL VPNERE Wﬁrﬁmm_urgm%ﬁmm M SSL VPNREIEFEN I IPHIE . S5 TR SRR TIPRIPEL S AIE ik, AT
» B DHCPEESE ) Bt R inE R
. g B et RER4YE
3 SSLEE
» BEIPSec -
v 5 =R =
» 978021 RIS a
» G * FlECR hEEiEEaE @ 120 +10-3600=70
v O #EREe AL AP EHEEE 1.1.1.1-1.1.1.10/255.255.255.0 SIS — 1 P
o L2TP over IPSec e T ZEREESRe Tl
» o cre ENBRE ;\g‘.g_l Hg_t_g l.ggﬁgs 255.255.0
L * ErFE
5. SSL VPN?FEE%%J\fkﬁiﬂﬂﬁar]o TSR B AL, (R SSL VPN S [ 38 b T XL RS
(HRP_MD &

6. B SSL VPN B CZ R LAUR LA, WRAE, MERZEMMOS, el b R E
AR K

SSL VPNER & Feg 2t test1
| e e ek
wevaprmen bt FrmER v |t e TERO | 5678 | <1024-50000-75443
G 137 AREAPERERE. BEREE2HR - Fi2emn)
v BE=ER HE® W Ic.com "
» PR FPAE
- s BPHCATH default v | Bk
— EHMNERT @ ~ NONE - Y
. B A — NONE ~ ad
DNSERH 25

Al CLI ##16, #F AM P K, display this & ZINIFEZ BFEE “new—user
deny—authentlcatlon” BB, WMRELE, PUT “undo new—user” MIEEH A P AUEEIN KB E -

[sysname]aaa

[sysname—aaa]domain default

Info: The domain default is for common users.

[sysname—aaa—domain—default]dis this

2021-04-12 15:05:35. 600 +8:00

#
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= SSLmE
- 5 &R
- IR
- o sEEe
e
. EtEE
2 AEEES
S MACIAE
B} iERidiE
- 5 mEE
o LOGOEH|

* PERIEE

GESE
s

izt

HE®

A FAE
FFIRCALES
WERNER @
fanst

DNSHRF 5
EEDNSHREE @

FIEDNSHRESE 1

test

) il HEm

GEOOI3 v |* w0 | 6528 | =1024-50000-3F443 @
BT AREAFETME, SEARTERER - IRETeER]

default v | BBl
—NONE - -
default b
s BN
@

7 B RERERO SS SRR TS

HiFRE®ROS @ 443 +1-19999>
BARAPE 10 =1-40=
BAFERE 1 J-s5-

T BUREA S S SRR SRRERPTE

TR — R STERR BRI SR

o RN 2 [y R RE L SRR o
REIZH T s KR H R, AR I RS kI K, A iz P i i KA 28
H o

{E7% SSL VPN

SSL VPNERF

| &mxnz
= SSLmE
v B 5%
« R
v O snEe
. ek
. ErEE
8 REEER
S MAGIATE
B} iEHitE
v B mEEH
= LOGOEH

* PR ETEER

Rt AT
s

ZEsaily

=16

A
EFImCAIED
AR @
AU

DNSEES 8
EEDNSIESE @

FIEDNSHRE 2 1

HRiEREROS®
BAEPH
EAFERAP

test

A f=A
FHEREPM v | 1111 © RO | 6528 | <1024-50000-g443 @
BT AREAPERME, EEREEEHER. FETHR

default v | ikl

— NONE - v

default hd

@

iEF: EhER SR OSSR EAI TS

443 <1-40009>

5 <1-40=

10 <1-55=

T BUAAAN S S A ERESRRERPTE
SR — ISR BRER

1.4.2.4 MERRBENIERM

PG HHIR
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£ UniVPN B3R 51, A R GRS LLE, Bl “8x”7, KREHEE “NEy REZNRM! 7.
O == ot

FIER AT IR Bahak i !

f85E

AT Re R A
Lo YT DG 254 e kit ) TP Mkt A 5.
2. KMEPL OGN 4 Fe F tig TP 43 Fe 7 RONAME IR SS 28 3R H,  (HOUE SR B R 25 A AR & .
Ab 35 IR
1. FIJF CLI =G, FHFEIIMIE service MK, #4T display network—extension [iplfg4%r
Y bt A B A BCE Dl W SR A e bkt O id5e, MREENL S FE 2, & B hn it
R H .

[sysname—sslvpn—service] display network—extension VG Network Extension Information

Network
Extension State: enable Keep Alive State:
enable Keep Alive Interval: 120 (seconds)
Log State: disable Point to Point
State: disable VIP Method:
net pool assign default net pool: 3.3.3.100 Route Mode:
manual Intranet IP/Mask: 3.3.3.0/255.255.255. 0 Intranet IP/Mask:
192. 168. 1. 0/255. 255. 255. 0
Virtual IP Pool: NO.
Start—IP End-IP Mask Alias

1
3.3.3.100 3. 3.3.200 255. 255. 255. 0 3.3.3.100

End

[sysname-sslvpn-service] display network—extension ip Client IP
Allocation
NO. User 1P Time of fetching IP

1
usur002 3.3.3.101 2021-04-16 09:31:56

Virtual Gateway:sslvpn

2. WIESEC & RADTUS ARSS#sIE, HINZEY R b 1P bk 7 e 77 =UHC B oA A5 R 25 78 FR HL
(network—extension external-server) , XK 7B AT IFEACE RADIUS AR

[sysname—sslvpn-service] display network—extension VG Network Extension Information

Network
Extension State: enable Keep Alive State:
enable Keep Alive Interval: 120 (seconds)
Log State: disable Point to Point
State: disable VIP Method:
external server assign default net pool: 3.3.3.100 Route
Mode : manual Intranet IP/Mask: 3.3.3.0/255.255.255.0 Intranet
IP/Mask: 192. 168. 1. 0/255. 255. 255. 0

———End[sysname—sslvpn—service]
[
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[sysname—aaa] authorization—scheme radius [sysname—aaa—author-radius] dis this 2021-04-16
10:05:35.720 +8:00 # authorization—scheme radius authorization—mode radius # return
[sysname—aaa—author-radius] domain default Info: The domain default is for common users
[sysname—aaa—domain—default] dis this 2021-04-12 15:15:35.360 +8:00 # domain default
authentication—scheme admin radius authorization—scheme radius service—scheme

webServerSchemel1530599131778  radius—server radius  service—type internetaccess ssl-vpn

internet—access mode single-sign-on reference user current—domain # return [sysname-aaa—domain

default]

1425 FHIEERY!

e iy
FE UniVPN B350, WA B MEMLL)E, $if “8x”7 , RGHE “ThkadRm! 7 .
1_;_] C:\Users\june\AppData\Roaming\SecoClient\bulletin1.html - O EE. o~ 5
& =tuses W |
ERHEIATS T RS ER. R aeain i in)—LpriR!
1. BUA Bhin s e
ERSETEFTELFHANE, TRERNNTERS, Brxfiiism tZR5a/hE.
MSTSC
AR R
WEAAROCRE H T ENS A D RE, HAWmART &2 e HmAIER,
AEER R

AR 2 L 7 U 1 T T 47 HE B i
1.4.2.6 3= IR EREARAT!

e X3
FE UniVPN BoR 5, S P AR LR, i “85” , REEE “RioREEEN ! 7 .

& HEE DAY !

| #= |
AR R
AN [E) A2 40s, LI (5 I (A H 5 % 7 i 5 SR G RO N
AEHR IR

B UniVPN, 2RJ5E#FT T UniVPN,
1.4.2.7 YENERASCFRPUEREE AR, 15 D3] n] SR E A S 5 il
SR
7E UniVPN B, MARFAZMEHLE, B “Ex%” , RGEE “UENEEA S PIUE
bEiE i, TE YR R E A E E .
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O == ®

| SANEE T REREEE . FREREREE A EER!

75

HREIR A
ZImfEAR S SSL VPN i 2T, 2 R% UDP SRR ST, PRI ST PR FEE A mT AT 1. R pe i 2By
KEGIU N, o W ERIE S TE T DL ST . bR, W% UDP B AN, PUEBEITE IR T

AEER IR
1. UniVPN B “ H@EMAER” 385, (FNImR R NG . tRIEREIE JVE AL, i T b PRk
HHEA

-

S5l VPN
FHALE e
+ &

o B | 3322 Ty

REEE

(R R
DE St =k
REEHIEN

B R R

| #e | | mu |

2. HEEBH KEERI 22400 0E, R BUT T 45 VPN WO (A 237 UDP R BE B (1 25 3 -
3. KR KIEANE R BAFLE NAT 7%, WSRAFAE, THERXS SSL VPN [ TCP A1 UDP %fi 143 7145 NAT
Wi L 22 A5 SRBE AT 6T UDP 3 14 NAT BRETEY, Global 3 I1F0 Inside ¥ 140 —%K o

143 XA IEBEAAERNEMES

1.4.3.1 ZABHPIER

LR

TR 2R FE T UGER RS R, 76 UniVPN B JLiH, BeRf POE Brd, JCUE 30T i
i E S
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BRS 224t | 10.19.12.121:443

| 23 l

GRS
THARTH e “EHAE” WEEE “Digital Signature” (BFESH) .

RS | iEEEE
BRE): [<EiE> -

=l =}

june, en, °n, ©n, ©n, ©n

E3A (1024 Bits)
TN de ce 32 o 45 04 Sa 46, ..

A= Digital Signature, Kew ...

5 cape Cert Type S5L HF RS {HIEuE, SMI. ..

Hetscape Comment xeca certificate

EZE?‘G% Subject Type=End Entity. ..

Key Encipherment, Data Encipherment (b0)

m

-

Digital 5ignature,

[mEEN ®. .. | [ EHEZEC.. .|
THIEhIEREERESER

fHE

KbER TR
HOF I AR A AR,

(11 kAR
AR R S5 AN LR B TR BEIHESS, 2% 7 i AN Bos 8 728 44 B JE S
U
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UR AR S5 4% SCRF BT 244 RE ST IE S, (ERE 7 iR s TR T2 A REIES, WIRER RS 45T
BT EPE BAA ST

- E = amhR AR REXHIHFEZENRIERINE
USG6000 V500R005C20SPC500 % LU A | ANSZHF
USG9500 V500R005C20SPC500 M LG A | /N3¢ ¥
USG6000E V600R007C20SPC300 J¢ LAJE ffAs | AN3CHF

(SPC301/SPC 302 fift A 41
Eudemon200E-N | VS00R005C20SPC500 & LAJS A | NS HF

Eudemon200E-G V600R007C20SPC300 M LAJG A | AN
(SPC301/SPC 302 fiAs 4

Eudemon1000E-N | VS00R005C20SPC500 J LAJG A | A3 #F

Eudemon1000E-G | V60ORO07C20SPC300 J LSS A | ANk
(SPC301/SPC 302 fiR A1)

Eudemon8000EX | VS0OR005C20SPC500 J LAJG A | A3 #F

SeMG9811 V500R005C20SPC500 M2 LAJEFA: | ANSCHE
NGFW Module V500R005C20SPC500 M2 LAJEIA: | ANSCHE
USG12000 V600R021C10 A¢ LA J& A HHF
USGE000F V600R021C10 K LA il A T
Eudemon9000E-X | V600R021C10 A% LA Ji5 A B &
Eudemon9000E-F | V600R021C10 J¢ LA Js it A T
Eudemon1000E-F | VBOOR021C10 J% LAJs KA T
1432 185 GHRAPEPRIEES, Bieta LS !
MR

FE UniVPN s 5, EFM e, $d “8x7 , KRG G IEBRIEAREL, 155
PEEVERIES ! 7

(O ==
j  TMRPERSEEL WRASHNER:
.
iR
I Re R A

Lo FPESS, ANt Bkt R UL S 2 7 o CA IEFS AOAR IS 85 44 UK

2. AR L PR, BEETWRAHER.

3. By kKBS RGE . WX, AER IR ZOITEEZ A

4. FPUEPS I KBS ECEL M CRL. GIEF MARAIZR) B 0CSP (AELRIEFSRE W AN,
KbER TR
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1. &R “AiRE” 7B, 2 m AP K BRI O i CA WEB R “mikes” 7B
#ﬁo
B =

B i3S RS

g EBEE
Windows RETBIED . FEGERED -

ks ==

I FEE:  ISCIN_CSF I
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e EBEE
Windows RETBES, FELERERo

Tk s - =5z
s JSCIQ_CSF

HaMAM o zoz1f 12/ 7 Bl zozef 12l T
T e SR AR

THRAETNFRER
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s =

S | EPRE

s EBIER
Windows RFEHRE, FlEuEdud -

eSS ==

s JSCIQ_CSF

HEHAM 2ozt 128 7 F zoeel 12f 0T
T e SR R

ik iHEA )
TRIEETFRER

[ wmE |
4. KoAE KHE R TSACE T CRL 56 0CSP, fSRf2, BUMZmCE, MR,
1.4.3.3 1B7: AMELRMK!
MR R
TE A 56 FE Tk A E I B0 R 75 UniVPN B 00T, SRl il s, sk “<8g”
RO “IIER” .

WA !

a] 58 SR B

L. ERMSSERIAGE “ i B BEA LR, SEUH &S 3%& W EHh IR T
HRMmAHP2ER.

2. MR SCHEE T A IERE I GIESL.

3. WP A JE ] SSL VPN 2 A5 .

4. BRI B 28 R

5. SSL VPN B FHiE &AL T AALEIRA (HRP_S) , 1M SSL VPN A HR7E &% 5 BB F2k,
b3 B
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2 P RN AR

1 iffEAbTE. SSLVPN

L ki, RAEELMSEBAE “H B ’eE, A ES T A GE T B E
PEAFRAE 75 ILAC -

{28 SSL VPN
| ssLvpPNmE T —
| R FxEE 2 e O =
v—— R FHMSIPM v ¢ 101912120 #0O 5678  |=1024-50000-gH443
BT AR PERERE, EEAETEHE - FETEER
M et & @ www.lc.com . *
» YT TR MG
v [ #igEe FFIRCALET jscig_csf.crt v | ]
. T WEHAERT @ B -
. EEEE i%_ﬁ—CN{Common name) v
@ BEEES $HITEF i-}ﬁiv?%—CN {Comm.on .name] . &
A iE ik &-0U (Organizational unit)
A MACINE DNSEEEE k-0 (Organization)
B i EADNSRESE®@  #isa-L (Localty)
v [F HEEd] HiRDNSHRE S 1 i g5-S (State or province) @
» LOGOsEH] fifik&-C (Country) IFTEE
- RXTIEE pEpEwneg@ e E (Emaladess) <1-49999>
B rrviommmera i | T
BAHERPS * <1-15>

1T BUHAENSS IS RESHMERAATE

TR — P IRSTES R BRI SR

2. MBI IR GIE TINEE, WRAIE, £EIE T IEF K.

&3 SSL VPN
| ssLvPNEE Rl test1
| B FxEs §¥ el ® #H=m
il R Esinly FHEFIPHY v ¢ 10.19.12.120 * 30O | 5678  |<1024-50000-3443
BT ARERAPERRE. SERSTEEE - FiEdTeER
v =R & ® wwnw.Ic.com K
» R TR AFPAE
v [ s#igde EFIRCALET jscig_csf.crt v | B
. ShRE IERNERS @ TEB =
. ErEE AFTERR F8R-CN (Common name) v
2, REEAS AN e Ciowihy) .
RS [ ki default -]
DNSERF &
E i EHEDNSIRER @
v B HEEh Ei%DNSHRE S 1 @
» LOGOSES 155 R ER OS2 SRTERATE
» FEEmIEER HEREROS® 443 +1-49999>
BAEPE 10 =1-40=
BFRHERAPH <1-15>

1T AR S S M ERETHMERAATE

FEF— R STEE AR SR

3. KPTAMESALE, 75 T SSL VPN BN 5,
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L F ) TR 1 Wb AbEE: SSL VPN
v BE AAEE
R 32 M | Bsstven | 1L2TPA2Te over PSec [ pseceA® [ mmEsmA [ a2 1BA®
* GAET

+ CRL
- EFiE e
» SSLEFEIEH emr-mag
» WE L BAFECE
@B HE dtaFs
»o2EE
o HPIRPRESAEENE
: B Caze T O Ben 088 05t SETansnzgEns
| s =1 fik REA B

4. a3 R IS IR 28 47 AR A7 o

SSL VPNE & PR EIhRERIITE S PRI iR . MSSL VPN SRR SR P 3030 TRAFREE T PRIMRHL S RIEERE. AFSiEhiarkE
R ihiaE S
B FxEE RERSTE
L3 SSLALE
- et [_e]
v =E -
REhEE [ @]
| * PSR EBEEEE @ 120 10-3600-%)
v O #HiREs Bl B P 10.19.55.121-10.19.55.125/255.255.0.0 BITAIEE— - IPH
< 112 B EZE SR - Rl
* EEE ﬁ)z"ltlE.l1.1-10.:-9.?.2:?1-:255.255 255.0
e 10.10.1.1-10.10.1.254124
FETE, : -
2 BEEURS & AR R
. s IEphpE AR AARRI S SR A AT - EFeMEAT EVEBE—FRFTHEMH, SNEEIA-
S MACHATE
B iEHiE
v B mEe
- LOGOsEH

* PEEITEER

5. VHEHCE BN, #ffR SSL VPN B AE T XL IDIRA (HRPMD &

144 EFREELEHIE

1.4.4.1 iFRIAMBIE R, ping FMIEIRK
L& HHiid
SSL VPN #k-5 il Ui lal NN BEJR-K§i, Ping WIRZEIR K. 38 T #E K b NAT BREHRIR £ .

B Ch\Windows\system32\cmd.exe
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MBS FE R, NAT MRS FO X oSk 7 b 54, A fRT B T VPN R 75 XA
WO E s, MXE 4. R, VPN A 53 B R Go FERT 5] R OB SE 58 B NAT 5k
EEIEER R T, XAERH A R,

b3 B

(Y SEE R R 2 STy B W g = B VA S WK ST e Ve 1 eV Y/ E D R =T | 7S =
EE RO PR B, B kB E TIPS Local # Untrust (R F 4L Untrust X380
)3k (] S, SR UG B 2 A Fh AR 528808 UDP, 3t 104 443, HIENARR T, UniVPN 85601 “R
AL 5 VPN P SC#EST SSL VPN BEIE ; PR S R I, UniVPN 3 N “nl4E
fE4RE R 7 5 VPN W SCEE ST VPN BEiE .

2. WIERAEAHAMEAE T 24> SSL VPN [ 3¢, £E UniVPN B A B sk shfg ar DUARIE e 3|
i 37 S BRI A & VPN R SE, b 4ER .

O s P
L2TP/IPSec R
ssl %
S REE:
FiET: Sl BIENVPNRIE
L \
[ owwm: [ %@
Rt
[gzmE= - ®

~gnEz (D
reEwg: (@
FiE— EFthisEniE

E [ e |

1442 BRRINGE, TERBAWN

MR R
SSL VPN $& 5k, HRTeikvimlaAMu i1, 84 Ping ANl

AT Re R A
FEFLA SR 284 R L B 1 70 59 % F A Bl % F AR
Web FiC B 254 I, a0 S nT 15 1) P9 9 X BB R B AR IR B, W24 e it eSS =N 70 2 i
HAE (network-extension mode split) ; WIRFNIKAFFFE—DEEZ AN, WL RS AR
HNTF LR (network—extension mode manual ). 7E CLI #5#1 4 T #4T network—-extension

mode full, W¥EMZY fEH Ay 4t hiat. 2 RI2y e i diii 20y 7 B it A el 4
P EECRT, B4R SSL VPN Z G vEVT 1A A M.
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2y > =Y 57
L F ) TR 1 Wb AbEE: SSL VPN
sy
SSLVPNER & P ERERIITTE, > MSSL it SEHL T RAREETIPEIFIRIL: hiE, AP SanEE
BRI R A i
B F=mE |
REFETE [
= SSLEE
i R B ®©
Elnk i ©
* PSR EEREER @ 120 <10-3600-4)
v O ZigEe IS IPHHEEE 10.19.55.121-10.19.55.125/255.255.0.0 SRR MR
- HE ?uz‘ojw E?’%ﬁrw’ﬁzé‘fzg 255.256.0
o ‘ 10.10.1.1-10.10.1:254124
2 B RERS Femis
i 2P B A R S SHA AT  TFEMEAT BIERE-FFIRH, TNERITN -
S MACIATE
& Enids AR IE
v R REE B zﬁ?iiiiﬁ*ﬁ . TR FielE: HSRTEE. AR L A
« BRG] s, A nten
i
- PEEEES C#ie O 15 C Rl
IPRIER FRIES ]
EHER 8@ 50 -

b3 B
PR 25 R % A O TS e AR s, i s FH Y e a3, AXAE VT A48 32 19 VPN Py X R G
Ff, 7& VPN FgiE, 5 *HF(AQM),KiWW%%O
1443 E&. EEaHl Tk, EZR!
MR R
UniVPN F3R L, 1247 —BifH], RgEE “Eyiomt] N, iEEHEx! 7 .

O == X
el T i, BEHER!

7 5E

B R E

1. RE R R P T

2. P PELRZ AN AR F L.
b3 B

1. B VPN M3, %% “Wis > RgHE” , BEAEEEHE, MELTEHAPIIT TR
B PR 2R Eh 1

2. KR AL S S iE AR i A u&m%#@%%L%w%%aﬁFo

1.4.44 3B7R: FosEEESI VPN E3E, VPN RSB EAIETERIA
PR #R
UniVPN B%J5, $RSH5R: JouRasr VPN SR, VPN IR & Se il S v ik .

O == X
TEETVPNERE  VPNIRS S0TRE L EETA

TA5E

HREIR A
HBUCEILR, KRRt %) s 05 X SIS s S04 R 9 2
AEER R
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M V60OR007C20SPCL100 FF4f, SR 15 HL T 1504 240 RE R UL DG 55 i85 B, Ie sy k400 I 5 1
A W Rl B RN 25 By, 4§ 10781, 2. 327. 1231 2 HZ JERA () UniVPN 4 8 1E 5 & 3% ke 4l
B
XFF 10781, 2. 327. 1231 Z HTHIRAS, BILEM MFAT v—gateway ssl weak—encryption enable
A8 R KEAPLIN 5 55 0 2% Bk

1.4.4.5 4w AD 38/5, SSL VPN AREAN—EREEFEEZ

MR iR

Zum I AD 38, SSL VPN H PN — BNt IA) J5 S W 8 4, T ANION AD 38k, DUPAN 2 HR I 2k
HARMEI R U T

o Pk ERERBIMI T FLick.
fEE NG EAE P ML SRR AR .

HRP_M[HUAWEI] display aaa offline-record username wuser-name

2020-09-02 11:46:34, 219 -03: 00

User name : test001@donainl
Domain name ¢ domainl

Uzer MAC 5

Uzer accesz type . 3ELVFN

User IP address : 10.0.91. 89

User IPVE addreszs 2

User ID . 65915

User login time ;2020408402 11:44:27

User offline time 1 202040902 11:46: 21

Uzer offline reason : User request to offline
User name to server @ testl0l

fEf NG EAE 7 N ERC RS AR .

HEF_S[HUAWEI] display aaa offline-record username wuser—name

Uszer name test001@domainl
Domain name domainl

User MAC =

User access type SELVFN

User IF addresz 10.0.91.89

Tser IPVE address =

Tser ID 65915

User login time 2020709402 11:44:28
User offline time 2020/09/02 11:46:21
User offline reazon Delete backup user
User name to server test00l

e  UniVPN % /35 H B3R I 4 JR A

JERIA RIS P

age Lyper] send messge addr(

o TEWJHE L RAEVEHIE &, 1L B, LAM BEER AL () CUT REO 4t

Sep 14 2020 13:15:40-03: 00 FGSTHAOO-0L CMY7/DEEUG:
[UCH-MSG] MSG Recv From: (taskName=LAM. Code=ESAP_SRY_MSG_CUT_REQ. Sroc=0, Dst=—1, Slot=0)Webfuth:(x0 Vrf:OReason 29 ¥lan: 0 VPI/VCI:0/0 AccessType: 0TimeoutMsg: 0 Mac:0000-0000-0000 IPV6: IF:10.0.81. 28

Sep 14 2020 13:15:49-03: 00 FGSTHAOO-01 CM/7/DEBUG

IR
HILERILG, KHEAIE T8 ki EIRIBTACE 7 SSL VPN FAD B AU Sk D)RE (234 ADSSO 7
W AD IR HZAHE) S8
AN AD 3805, SSL VPN 48 NI OK 5 7 BEZe 4 AD Sz il 2% EAT UAIE. (LIS AD Jidzs il 25 2%
W ZAEHE) , INEEE)E, SSL VPN FIFER; ki 14k, SSL VPN HI 7 B sk plidl. 24 ADSSO
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] AD % H AR 3R 22 4 H & (P22 SSL VPN K-S AL 1P Mk s NG R ) Ja, K4 H
BRIEG Y KK, B KSR EF B - B2k, st RENFS ST, F—NH
(A=A XT B[R] — AN 0L TP 2 IR AER ki 28, 35— U2 SSL VPN I = & it #2, SSL VPN
F P NIEE IS ST K B2, 238 OB K IR AEAT ADSSO Kk )24 HE AR P E2k.
HPTKIEASCRE Bk se, B KIEAENT ADSSO Kk 24 HEWKH - LR, ¥ iicatfs
) SSL VPN FH F % N k.

R ID IR

L iE#IARE kB R ERCE T AD B 8% IhaE (2235 ADSSO &) AD IR S5 #s 22 e HE) Thie,
WRR, HHATIEEE R, WA E AD 8 S8R I6E, WK R AR S #H: TR

2. TR KEEHD B YR NAT TRHE .

3. B} SSL VPN FH i sk ekdzs iR 45 2% I DR B4 TR C B )R NAT S6m& . FCE S, SSL VPN H 7 Rl
BRSSP 2 (BIBA B Ho. AD s 8s A2 HE, P YE 1P b AN E & SSL VPN
RS IRIEHRET0L TP Mk, T 2B KBS P X4 1 TP Mbdik . IXARER KBS R#EHT ADSSO K%k 24 H &
B BRIy, Ak 2 ji S A AEZ ) SSLOVPN i T 26

a. JEPE “IERE > NAT SEEE > NAT SRER” .

b, F Y, FCEJR NAT SRR
1% SSL VPN FH e 4ol il A4 10. 2. 0. 0/16, AD 3z 22 il A 10. 10. 10. 3.

Ere :
= SANT
ik
FE BT ARE
NATZER -@) NAT MATG4 MNATGE
AR R -
5= iR M
EiafEE
BEeEE R ER R v [EFE
e ® BEESER a0
AN R v B
Bt @ 10.2.0.016 x
Bfht @ 10.10.10.3
BE @ AR RS
B EEER
MR AL BT @ SOt

AT ENAEHEREHARMIEF—4 . WSS TEESSULE PRSI, Eieaitibhe

=

125 HIPEEEIRFEENATIES , EERELSER. HEEeEn -
A
1.4.4.6 Fh& SSL VPN MZFAREAIIGIOMEL 5, AP I AR RIFhEMEL

b Eip%
WNERTR, WY R TIERE “Fahrg =" , 75 “nIv5m PR B SR 7 i i B
“10.253.1.0/24” o WP NE&HEHIRTE, JoiEVHEHE M B 10. 253. 1. 0/24,
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ENITY © &y
Zdi S HENTR 1 WFEAEFE: SSLVPN
O FxmE P RIRER TR Findat milid . M SSLVPNRIRREIERINIPHME . 330 THiEET IPHRRLESfI2EhD. B
EhiafPEE R Rh A R RS-

@ ssLES WRERSEIE
© UEminE IRiaEi @

REE{RE AR @ 120 |<10-3600-%
O iR PP EE 192.168.202.1-192.168.202.254/255.255.255.0 I gﬁqmﬁ_/\.pimﬂ

11z A EED -
O sEEmmR 10.10.1.1- 10101254/255255 255.0
110.10.1.1-10.10.1.254124
PR HAEE, Fehapmis= =il

%f%%m?ﬁﬁﬁumﬂﬂ?ﬁ%@&ﬁ)jmﬁe TEFEAT . ELEME—FFTHH. TNEE
HA e

wlikiE P FFE R

) e el L=
AbrabedznzE ity e

el Pl g ani L e

C#r2 O ks C §izh
\PRIER
PRE PR 10.253.1.0 -
FHEE 24 *
172.16.13.0 - - =
#r: AREAPERFET R, FERERem. HEfem
B

=)
I
AT e JR A
BRI, KR T BB 1 £ R R BT R B B ol 3
KeHEB R
TELRAAT route PRINT i KB 75477 BB BN iy 0 BRAEAE AT 5 SE TR,
URAFAETE IR KB SR TR

C:wlserz'¥KK> route PRINT

IPv4iE 3=

HENIRE
Eha=ko Fed 55 4 15 EES #0O =k
0.0.0.0 0.0.0.0  10.174,104.1 10. 174, 105. 158 25
10.174.104.0 256, 265, 252. 0 T £ 10,174, 105, 158 281
10. 174. 105, 168  255. 255. 252. 255 TEHiEE £ 10. 174, 105, 158 281
10. 174, 105. 266 255, 255, 252, 255 TEHiE L 10. 174. 105. 158 281

2. W TP AEN AT RERE 7B, FigMBOE S aEE “FIU5 A MR B
R, WRECE T, HHEMBORCE WA AU N RRBAIER T, TEIAT R 4k
A IR,

3. WNEPR, MPATRE 7igiat, HBHEMBA S “n Ui AR ESIR” .
REH A TRE 1R, WEMZ% 5 T Nl BB i e R
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ply
i PR 1 #hkEALFE: SSLVPN
05 ax ABERIIE
@ ssLEE O s CRiE | R REER =8
© LsmEns e | e | B | owE
default Cdefault FEEY R E
O FsyE -

O seEnms AAEeE T =
R AR FammES - | [

OEIEmE AR SR AT TTE
%ﬁiﬁ?s EIERE—FFIRE, TNHEDT

B i il P e fed B 51l

Gz O s
PRI TRHED
172.16.13.0 255.255.255.0
o
H1m

e
e o
4. 7E P LT HR AT 1 Py PAP E

LB e B EERTIE
@ ssLms C#g s C BI5| Q FRARESR E3
© 5 - | | B | EE
default D jdefault FEaLEd [ £
O FarE
© REmmE~ mAE A Idefaut -
wHE FHFHEE - | & GO

O ighEmE SRR SEAP T B F
%#EE?I'F- EVEEE-FTIHE, TMEEE

il
il P e 6 3l
- | wE |
C g T #
PR FHEIEA
10.2531.0 255.255.255.0
172.16.13.0 255.255.255.0
i
Hog

dt

— |&alﬂlﬁ=ffﬂ
5. FPUEETE SR RA A, KBRS IR U Y R O R R B, 4
PP i 1 220 R

E
-
E

IPvAlE B &
HENREH
Fd B B 45 4% 18 ZES #0 ek
0.0.0.0 0.0.0.0 90, x.%x. % 90. x. x. = 281
0.0.0.0 0.0.0.0 it el 271
10.253.1.0 255. 255. 255. 0 i b 192. 168.202. 4 1
10. 253, 1. 255 255, 255. 255. 255 TEEERE & 192, 168, 202. 4 257
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1.5 SSL VPN & 582K a]80 FAQ

1.5.1 SSL VPN #p{af SEI— MK = 22 AL [E] B & 7=

SSL VPN Sl — /MK -5 Z AR &5k, TR E AR .
1. {EQIEEM P, 2k “ R AR, Zk5 5% .

=i PE X

F P E sslvpn g
i
FRiEF ~H Jdefault E4E]

e A BRHER A TR S SR
5 BRAREESEER LA PSS RIS IPEE T
FEREFRFANTFAR

2. mAATECE T
[sysname] user-manage user sslvpn

[sysname—localuser—sslvpn] multi-ip online enable

3. 7E SSL VPN EHMEFITRE “ fodr— NIk 576 Z AL [EI &t Dhig.
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i PR 1 #hkEALFE: SSLVPN
SSLVPNERE FIERR test1
| B’ Exms ﬁfj.‘:lj bt Hea
—— By FHRSIPMAE v ¢ 101912120 ¢ 300 | 5678 |=1024-50000=g%443
- 7 ARERSERFS REAEKLR- (HE LR
® =R HE® www_lc.com
« R TR A PAE
v O igEs FEFRCAER jsciq_csf.ert v | BEif]
. kT IERMERS @ R -
. EEEE AFITEFR FEF-CN (Common name) v
SRITEF R + B \ v
R AEERR BRAzR 8 (Count)
B MAGYKE AT default v
g DNSERS
B i EHONSHREE @
v B OEE HikDNSERS 2 1 ®
» LOGOES) BT EhEREROSSSHEERAFTS
* [ TTEE] HEREROS @ 443 =1-49999=
B 10 =1-40=
B ERPE <1-15=

T BUEAENSSMERESHMEARTS
T RSTEE AR R

4. rATHCE 77
[sysname] v-gateway testl
[sysname-testl] security

[sysname—test—security] public—user enable

1.5.2 EFERNE T AR RIEIR

1. B A IR S 2 e = =

2. VPN R G HRAE R P i N R AR U ROIE AR S 75 B A8 s AR 5548 7T DARC B M (e AU
P, a0 S A BT IEAR BE % 45 S RN VPN BRI (ERANTE M R B YRYa P, D& P i 2 Bl
HIHEFC,

1.5.3 SSL VPN JEHIAEME R EM1H =

1. &P CAUE P SCRHE RS 7, ERER, 7525 LMATA CAIEBEF .

2. R CAUEP AT DLEEE 2 AR A R R M CAUET, VASZFRAEARUE T2 & i H Pk 4%
No

3. HPUEREIE P &7 B DRk (40 “Fang Datong” ), {HANREALE” FI2iX P Apr ik
T

4. WM FN, IEPBASHEAIT &, TE AT H B & H & LT3 5 NE i CA
WEF.
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5. MEANEASE A NIE. IEBBREGAIET ABEAT FP IR, 7 BEAE R i 0] B s b 223 % 1
SiEty, P RIEP AR AL U, p12. . pem (FEHD) B, pfx Ko

6. EEE A UE B IR BOR IR SSL VPN HI S S 43 o WEFHERER 768 FHIE i I Bk
iE SSL VPN 7 Brfinbb, 325 & A BRIR 55 4% B UE SR A B 36 IE FH ' S 407

1.5.4 SSL VPN BE XA P MK IHHE

V100R001 fR A V500R001 ARASIIAS S #E .

V500R005C00 hig A R FEFU M ST SSL VPN FH P 2835 1) MAC #ibkiEAT0E. MAC TAUERT  H BIAE
T P s A AL AE 8 A L R NN 2%, BES AR K A & B NTEEfG [

1.5.5 SEumPr AER TS X HF SSL VPN I 55

USG9500 =yt b5 K 15 85 L VBOO0R001C50 iR AT 4537 FF SSL VPN B, FELbZ BTRIkA (i
V300R001 fRA) AN3ZHF SSL VPN IjRE

1.5.6 aAfaT{E A XCA FMEIZ ZUEB A Pt

. wAEXCA T A,
RX%E “setup xca— O 6 4.exe” , —HHE T 7, HRELHERID.

— e — = ———

||[..1 isetup xca-0.6.4.exe |
2. BT

a. il “OFes > B > xca > xca” BiTFEF

N ) FilfE 4
) Mirosoft Office b
_:..::3 D) ¥ ) Powerwaord 2006 4
P [T Shiva fccess Manager b
B wRe g 7] Mercury LoadRunner b
o) b 3 Reahic 3
) QuickTest Professional  »
u‘ Hmm @ Huaasi s
=7 E®.. €) fpenstl :
) ERMETFERRT  »

& . .- T

b. kP& “File > New DataBase” B @%dEJ%E.
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A P HENIRE 1 #hFsALEE: SSL VPN
X Certilicate and Key managemenkt
| File Import Help
igning requests | Cari

Open DataBase Chri+l I

Close DataBase GEAHE

Dumg DataBase Chri+D

Imiport oldido dimp GEA+HT

Lndelete items CEri+L

Qptians

Exit Al 4+F4

-

c. JEPREEESCARAF N B, BIIRAFAE “E:\ca\JSCIQ” v, JFEA Rk T a4 “JSCIQ”,
B “ORAE 1ML

. : — : sl

BEEQ: [ e ;]' + & cf [3- ]
I“. et
HERERGOR £ \ca\J3CI0 :T
o
H_I.I.'
pla
BB ER &S M0
]
et o
FRIw: s | #FE
BB [0 Divabazes (5 2db ) =l B i =
.-y S—
d. FEFH B IEHE P N B, IR “ok” 4.
20

Password Y=

Fleaze snter a pazeword, that will be wzed Lo sncrypl your privale keyz in the databaze-file

Fasmword L
Eepaat pussvord (@008

e |

MARIY:
IR IR, FRORET A e 75 EE B %0 .
3. RPEFEIRFTIF xca HilfE T
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i PR

1 iffEAbTE. SSLVPN

a. 8 xca KM, FHIXFTIFRF, EH “File > Open Datebase” .

% Certificate and Key management

Cpen DataBase

n:«se DateBase ChrisC
Dump Database Chris0
Irnperkaldidh domp  Chrisl
[Indelete ftems Chrig
Cmtions
Exit Alt+F4
-

b. FTF EIRORAFIIBE P, Haly “3T0F7 4%4H.

Dpen XCA Databace

-] e@mcFE-

i xj

Kazent

L4

I

wr

-
Haren

“

-
A SRS

{719, = b fd|

[:Du Databazas § % xdb ) 3 m I

c. N LUCREREN, BRI Z AT S, IR

ETE |

Password q.ss

Fleaze enter the paszword for unlocking the database

Fassrord [0 008 ] [

_gmea |

4. HIERIES .

a. it “Certificates” M “New Certificate” .
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¥ Ceertificate and Key managemsent

b. fE“Source” ] “Signing” M H PN “SHA 17, £F “Template” i+ “ [defaul t]CA”,
Fhi g4 “Apply” .

s and Key management

-
AR
DRI A4 B “SHA 17, SRJG A “Apply” 454H.
c. fE “Subject” FHEANLFK.
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¥ Certificate and Eey management

d. fE “Subject” W& N7, & “Generate a new key” RAEMFEEH, EFHMXEHEF, %4
SAHE AN “JSCIQ” , il “Create” %4

e. ffa il “OK” 4ZHH, MU T ARIET .
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X Certificate and Eey management - |ﬂ! ‘Ki

s Inoort_tob

Frivate Koys I Certificate zigning requests I Templates I Reworoation lizts I

Serial |mot After Trust stats - I
Z016-05-13 GHT| Always Trust Paw Cortaficats

Export |

5. HIYER A UET.
o HIMEM T IUET AR .
a. IEFE “Templates” , FFHidi “New template” FZ4IHI/EH UL+ .

% Certificate and Key management .ﬂmj.!
Ee_lnpott_tieh
Private Keys | Certificete signing requests | Certificates i Eavecation lists |
Hame | Type |
| Hew tLeaplate
Change Tesplate

b. &P “HTTPS client” , Hiii “0K” .

¥ Certificate and Key R

Preset Template walues

Hothing j

Hothing
Ch
HITFE client

— HITFS_=erwear

c. fEHIP BT, REHPFZH (HTEIMHPZAR, Kt “Common name” A¥HE) , I
E‘T—E “Ok” .
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o HIMEMH T UE
a. k¥ “Certificate > New Certificate” HI/EM ) IUER.

tifi wnid Ky management

b. £ “Signing” Fi%k# “Use this Certificate for for signing” NZ FETHIRUER “JSCIQ”,
LSRN “SHA-17 ,  “Template” Fik#E “user” , Hdy “Apply” #24H.
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AR
WAER AN “SHA 17, SR8 Apply &4 .
c. fE£ “subject” FRZE TR LLE B O T Z AR AR E I
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| ¥ Certificabe and Key manapement II; Kl

Create X509 Certificate &

Seures I l:l-uuilul Key Bzage | lliﬂﬂl-l

~ Bi i ngei ghed nama
Internsl nase | Drgaxisation  |TSCI0
Country code fem Orgss. wit  [JSCI9
State or Fravincs |jisngss Cramss nme |
Loeality Euapng E-llail addrass I
Iﬂn-unluu :I I add I Dalate I
Type | Cemtent |
~ Frivats kay
| Z| T vaed kays ves Wl--mml

d. A% B FTRR G AT R A
i. fF “subject” ff] “Internal name” "# A P 814 “wangt”
ii. 7£ “Common name” W AH "4 “wangt” .
iii. B4 FAM “Generate a new key” o
iv. ZEHHEXIEHER A “wangt” o
v. Hii “create” %4l
vi. Hii “ok” %4,
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11
Create x508 Certificate e

Sourca  Subject I Extansions | Eay Uzepe | Hetzeags |
- Distinguizhed name -

Talernal mabe |I-m|_-|. }'pni satien  [TSCIQ

Comiry aeds |¢n Owgas  whi L |.m:m

Siats ar Frovincs !_:liu.nn L'-'.--i‘m wangh |
Locality |aanzing E-Bail addrass

[ommsain 2o

™ New key k

Flaazs give » nens to the paw kay ad palect the depired keyrise
—Kaw wropariiaz
4. i

wangl] |

| Euysizs 1024 biv =] Bayirs [i50 7]

v ot | al
| ﬂFUHihﬂ"l:lﬂ | tpamarane |u'r'h:r“

e. LU AT LR B4 R AIES o

% Certilicate and ey management .I.IE.IEI
file Import Help
Private Esys | Cortificate signing requesis I Tenplates | Revocation lill.:]
Hew Certificate I
Export I
1.
6. HfERAIET .
a. 1k “Certificate > New Certificate” H{EH T E+,
o
File Import Help
Friwate Keys I Certificate =igning requests I Templates I Bavocation 1ists|
Internal name # |Cc-mmc-:n name |Serial |not After |Trust state —
- J® JEcIa JSCIg o1 2018-05-13 GMT Always Trnst LB i

Export

b. 7E “Signing” TFik#f “Use this Certificate for for signing” NZ WiHIARIE “JSCIQ”,
L RN “SHA-17 ,  “Template” Fik# “[default] HTTPS server” , iy “Apply”

2

TR BRI A A B A T http://www.leagsoft.com R4 #4k: 400-6288-116

41


http://www.leagsoft.com/

LeagSoft UniVPN % /' it
i F P NTR R 1 HfEALFE: SSLVPN

I Certificate and Eey management ilil

Create x509 Certificate @;\

Source | Subject I Extensions I Key Uzagze Hetscapel

Signing request

I~ Sign. this Cerfaficate srgning request j

¥ Copy extenzions from the reguest Show request |

Signing

{" Create a self signed certificate with the serial |1

{ Uze thiz Certificate for for =igning I.]"SCIQ j
Signature algzorithm SHA 1 |
Template

Template for the mew certificate||[default] HITFS =erwer

Cancel 0K

MARY:
WG BEE N “SHA 17, A5 “Apply” %4,

c. fE “subject” ARZE T IR LUR IR BEAT B2 A
i. £ “Internal name” 4 AREFINIC IP “1.1. 1. 17 (WAUN BRI IP) .
ii. f£ “Common name” HHIAREIAMIE TP “1. 1. 1. 17 (AU 1P) .
iii. HlA N “Generate a new key” o
iv. FEFRHRXERERRA “1.1.1.17
v. Hii “create” &
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vi. Hiy “ok” %

TiTe 024 bit ‘ I

218,24, 167,26 (RSA)

d. SR AT BUE B R AIEF .
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I Certificate and Eey management

File | Import Help

Priwate Keysz I Certificate signing requestsz Certificates | Templates I Revocation lists

Internal name S | Common mame ISer
N e - Hew Certificate
[} J!.‘Q:é! 01 =
.
- Sk B1. 104 B1.104 o1 Export
J i) TZ2.130 T&.130 o1
Import
- e .25.131_1 25.131 o1
J‘"E’i!- 1.43 1.43 01 Show Details
J-'w‘_ 1.4 1.4 o1 =
- gl 167. 25 (16728 01 S
- =g 5131 25,131 01 Import PECS#12
f JAES® HSCA HECA 011
’E-]" 4 A Import PECS#T
. ol 1.1.1.1 EREE
Pl - M ekl i Plain View

- e 51. 42 51.42 o1

4 | -+

Databasze:E: heahuxf xdb

7. TR
o FHMUETF.
a. EHHIRUER “JSCIQ” , il “Export” .

i
Ble [mport  Help

Private Keys | Certificate signing requestz  Certificates I Templates I Revocation lists I

Internal name ! |Commen name | Serial |not After Trust state

Hew Cortificate

20180513 @T AMlways Trus

S vopt wanst [ 2009-05-15 QT Trust inhari | | Export |

b, FH AR XEHE
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ottt iy mommgement T

Certificate export ﬁ@

Fleaze enter the filensme for the certificate

Filenane |\JSCIQ. ort | |

DER iz & binery fermat of the Certificate

PEM iz & basefd encodad Cartificata

PECSET iz wn official Certificate exchange format

PRCS#12 15 an encrypted official KeyCortificate exchange format

Export Format [FEN =]

c. By BRI RERIZEHIE SR H S, RIF RS “ok” BT,

¥ Certilicate and Key management _?lil
Certificate export ,@

Flease enter the filename for the certificate, |

Filename [5:/data/TSCTQ. crt | BEFR A AgEE P ESRT — —__]

DEE iz a binary format of the Certificate

PEN iz a basefd encoded Certificate

FECS#T 15 an official Certificate exchange £ormat

FECS#IZ is an encrypted officiel Key-Certificate exchange format

Export Format fm ﬂ

Cancel i} 4 I
AR
CELY N RN T 2

d. BEEF, 7E “G:/ca” FHTLAE ] JSCIQ. crt WEF.
IE} Gilca

£t ~

AT PEFATE 2 W xcafBEEM doc
[EErr

i F-c - SR - P S o

L.
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o FHHIIEF.
a. & “Certificate” FHIUEP “wangt” , By “Export” .

¥ Certificate and Key management =1of x|
B Import Heip
Frivate Koys | Cortificate signing requests I Teaplates | Revocation lists |
Internal neme }l’.‘mn nae ISlri.ﬂ. |M!. Aftar ITHII"‘. tate
= Jow CartiFicats |

J=CI9 o 2018-05-13 GMT  Always Trust

aira-Ua-1a

M Truzt anhery

| Export | |

b, JEFEH T E TRAF H sk S IRAFRALIE N “PKCS #127 , il “ok”

¥ Certificate and K&y marnsgesnent _'uﬂ

Cerificate export ____\:'

Fleage enter the filenaas for the certificats,

Bidcasms [/ eniemmet g1z | TETFUETOLET DRI B 1l

IEE iz & binary format of the Certificabe
FEM iz u bazefid encoded Certificate
PECERT i3 am official Certificats exchamge format

FECE#12 iz an tad official Key-Cartificats sxchangs formal
Export Format
SEFRFEHRE A “PrCS
Wiz

_cuca | =]
o TEBMEIRTAE S, BEASEIE, BT “ok” .
= coticote and Key mansgeiei SRS I

Password %

Flesze enter the paziwerd te enerypt the FICSSIZ file

Pazswerd 1

Repaat pazswerd I

s

d. M, G:\ca FHILFH/IEPE wangt.
I['-f} @:ca

B - |
AR AES A McatERiTA,dor |

BT T Edwangt.p12 |

Ediscig.ert

R e L |

o FHKKIET.
a. EFE “Certificate” F&LLUEH “1.1.1.17 , Hidi “Export” .
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L FH B NIE

1 iffEAbTE. SSLVPN

I Certificate and Eey management n

File | Import He

lp

=10 x|

Friwvate Keys

I Certificate signing requests

Certificates I Templates I Rewocation lists I

4

Internal name /| Common mame ISer
- R C o1
- SR B1.104 B1.104 01
- i T2, 130 2. 130 o1
- e . 25,1311 25.131 oL
- Jog 1.43 1.43 o1
- JiEe 1.4 1.4 o1
- JAE 167,28 167. 28 oL
- PR 5131 25131 o1
B E® HsCA HSCA 011
B8 A== [ J50IQ
Lo el 111 1114 0z
- e 51,42 51.42 01

Hew Certificate

Export

Import

Show Details

Delete

Import PECSR1Z

Import PECSH#T

Flain ¥iew

‘ Databaze:E:'\cahxxf xdb

b, EEH PR RA H 3, RAFERESE )y “PKCS #1277, Hidr “ok” .

File

Import Help

o (=]

Friwate Keys I

Certificate signing requests

Certificates I Templates I Eewocation lists |

=
R
: £

Certificate export

Bt -— I Certificate and Eey management

21

Fleaze enter the filename for the certificate.
]

E:feoafcerti 111,71 p12

Filename

IER is a binary format of the Certificate
PEM is a basef4 encoded Certificate
FPECS#T iz an official Certificate axchange format

PECS#1Z iz an encrypted official Key—Certificate exchange format

Export Format IPIO:S #1Z

Caneel |

¥ [LLLEEEE

|

Databaze:E:cahuxf xdb

c. {EFRHAIXSIEAE S, #AGOEEIAT, BRI “ok” .
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1

% Certificate and Key management’ 2=l

Password W

Fleaze enter the password to encrypt the PECS#1Z file

Paszword |

Repeat password |

Cancel | 0K

d. MFF, “E:\ca\cert” NHILFH/UEF 1.1.1. 1.pl2,

1.5.7 UniVPN L FEBITEEHFTEETE IR

24 UniVPN, 7584 S H AAUR .
JZAT UniVPN, ANF5EAEEH AR, M st

158 SSL VPN [EREAISRS MG, KHRETHAITELKAE
iz

SCRE, iE TR BT
L Bl 3 v A BAR s 7 o 2 i PR B, AR RSBk B B ECEE”
2. FESRHIA “EE” WO EEoeE R E .

(11 kAR
WA 24 Unid VPN 257 g 5508 3 IO 5 £ 42 @ 57 VPN 282 I i A RE 4B 50 A
BBCERM I G, 27 ks o T A AT VPN R, 7 S R i B R %

1.5.9 At AEERIHEIREM LFE ActiveX £

2 POE T TE AL 00 988 S5 R DL g Fl SSL VPN LSS, TR B N #2238 ActiveX #4544
FREIEF AL . ZRABH K ActiveX BT BAE MG, #ONTERAT 1.
MR IRATFGE, ActiveX FEHFBMUE AT, T BRI E R &M A& ActiveX #54F.
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® V600R007C00: [ USG6630E/6650E. USG6680E. USG6712E/6716F Ak i 5 by 45 B G2 $2 i Bk b
% ActiveX R

® V600R007C20: XI-F V6OOR0O07C20SPC300 Z FIfR A, B USG6391E/6610E/6620E. USG6630E/6650E
USG6680E Fl1 USG6712E/6716E APz L 75 th /& #E R AT _EA% ActiveX B2 % & . T
V600R007C20SPC300 J% JG L AL, R A kU #0 7 e BE R HR T b A% ActiveX B4R W%

® V500R005C20: ¥ USGI500 T FHE BE R AT B A% ActiveX B2 H %o

1.5.10 FEFUMIXARSSAREIFNEUM X FH FLEALE T EC BRI 484 R ES
REXB MRS

U SR (RN R UL S i 55 AL BT L RE UMM S P AL R R B s A, U B R S T LR
B AR R

1.5.11 SSL VPN &% R=MEEHRIRA TELX IR ERERBATARX
Al

SSL VPN [ RHZ83™ EHR 55 B2 (i = At ch 5. BIER (Fahig) . 7 B i R 4 %
S

JE PRI i, Bl K A AR AR T 2 i e AR ) 20 SEH LR B P P sk g e s b kg 7
R AT R P 53 R

Server
192.168.2.1/24

Internet

aumm SSL VPNE O Setver
192.168.1.1/24 13.1.7.0/24
B N7 K RS SRE ) TP Huhik Ay 6. 6. 6. 1/24 CREFU-EY TP #udib) , B~ —Bkitdt A
192.168. 1. 2,
1.5.11.7 FEhiERER
2% AR e FA P A2 R FR 2% BNRSS
FHHE B  network—extension RAFEHFS (10.1.1.0/24) HymEHEANE  F A LR V5 )
mode manual W+ 6.6.6. 1, F3EN SSL VPN [EiE. %] LAN. Internet fH
network—extension Internet Al LAN (1) AR FFAN AR AL Y
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v H P NTE 1 WFEALFE: SSLVPN
2% AR fé FA P A2 R FR 2% BNRSS
manual-route
10.1.1.0
255. 255. 255.0
T2 % A
B, WaZiide g P U
F ) Intranet M
&o
IPvd Eoute Table
Aotive Routes:
HNetwork Destination Hetmaszk Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.1. 2 192, 168. 1.2 10 FfRE InternetfI 38 H
B. 6. 6. 1 255, 255, 255, 255 On-link f 6. 6. 1 257
10.1.1.0 255. 255, 266, 0 On—1link B.6.6.1 1 SAahiaae Ar P A RS B
10.1. 1. 255 255, 255. 256, 255 On-link B. 6. 6.1 257
192. 168.2.0 255. 255, 255. 0 192.168.1. 2 192. 168. 1. 2 11 Sk i 15 1k b 9 38
1.5.11.8 S EEHAIRN
BH md FH A2 B P 2% EH BNRSS
R
8 network—extension BN A F2 O 1P Hhb SO RN R P H BE 7 i) LAN A4
#HE  mode split B IP Hudik, FH P51 Internet. T2 MM, ANEEVT I
(5= LAN FE8 AR EEAAR, P AR T LA A] LAN.,  Internet.

IPwvd REoute Table

Active Routes:

Hetwork Deztination Netmaszl Gateway Interface Metric
0.0.0.0 0.0.0.0 On—link 6.6.6.1 1 FAniEAEAF A S B
6.6, 6.0 SERVaER GER tn-1ink f. 6. 6. 1 257
fi. fi. fi. 1 266, 255, 255, 266 tm-1ink fi. A, fi. 1 257
f. f. fi. 255 265, 255, 255, 255 On—1ink f. f. f. 1 257
192.168.2.0 255, 255. 255. 0 192. 168.1. 2 192.168.1.2 11 £/ i & sk e i1 38
1.5.11.9 £EHER
I FA P DA FSGER 2% e BENRS
B
B
B2

4> network—extension

% mode full

JUFRAT B R 3 0 TP MU SO RN R (1 F P RARE VT ) 4
IP Hiht, SXEWRE FrA R B P T E AR SSL

AR, ASRETTR]
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i PR 1 #hkEALFE: SSLVPN
I FA P DA RS 2% e £ IN 2
H
B
B2
£ VPN [%iE . R PR IEAE S 192. 168. 2.0 (AH  LAN Al Internet.
B LAN) B BT i 11, (HF kI T
i RIER Iy 1o DAL, 31 192. 168. 2. 0 HIEE A
A
IPv4 Route Table
Aetive Routez:
Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 On-link 6.6.6.1 1 f7 i Ak PR 5
6.6.6.0 255. 255. 255. 0 On-link . 6. 6.1 257 S n i Ak P A B
6.6.6.1 255. 256. 255. 255 On-link 6.6.6.1 257 iRk A A S o
6. 6. 6. 255 255. 255. 255. 255 On-1link 6.6.6.1 257 F iRl Ak P A B
192_168.2.0 255. 255, 255. 0 192 168.1.2 192 168.1.2 11 Frinia Ak P F A i o
192_168.2.0 255. 2566. 255. 0 On-link 6.6.6.1 1 FriREEE Ak A A o
192. 168. 2. 255 255. 255. 255. 255 On-link 6.6.6.1 257 F iRl Ak P A B

SSL VPN BIRI4RY RARSS IRt =FIs Rzl RS T
o (ETEht AT, WAIIHE SR LE T, JFH AT LLEE SSL VPN f 2 UL 2% 3 i 25 U7 )

B, [V P S IO RN B BRG] B LR LE AT 7 ) B L T
® (EorESEEHREUT, PES LAN Ui gkgEn]vyn], ROAACHL LAN WX OCAR B k. (H 2 T AT HQ ¥
]A AT DL L R X 4 & i B Vi 1), XA A4 SSLOVPN 2 gk 25 7 HERRI U7 i), NAE HQ P
e B AREE AR 5535, A ATTHR AL BB 15 ] .
® TEAMMMARAT, IramERm (B, NEEM. HQ FM) #EE SSL VPN [ R HL I 25 3% fic 2%
BRE, XA AT ATEIZAE T R HQ AT LA, P R B R e vk v 1) (LB ]

DLPE S AR AR R PR AR 55 2, Wik BB 5 o

(11 kAR

P EAN SRR R R G L, MFEIE R A RS A T ER, DUSERs TR H N

o

1.5.12 SSL VPN 2 & Z#FMEFIAIE

Y HF. SSL VPN SCRRUNR PSR TN ALE:
1. RADIUS XUAF-iAIE: Bi k3% A1 RADTUS ARSS#SHC &, X SSL VPN H P #E4T S5 IE. WAIERT,

B 1 BAIE 7 A2 AR S PIN ), IR BRI P MBI . B2 UE RS AT DL R (5 U6 UE i BUAE

PF A IR B A S
2. EBHRRIE: HFRAESR ) miE 5 5 A IE B 55 S AESS SR
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1.5.13 {EHZE PRk SERTEZEREMMF, WMATHR

ZRAR UniVPN S IRENAE T H5HAE RAA IS, WRESEOCIEEBEMN R, 1§23 AR
[ UniVPN fift 3 o

1.5.14 SSL VPN EMfLayS AU RRE KX HE

@ # FH debugging sslvpn—user all v-gateway—name user—name iy 2K KEHRAHE, b
A2 0] LLFT BT A b 55 1 a) RN 5%

1.5.15 SSL VPN =\ J5 ping AMIEIRK, N{AHER

SSL VPN #: N\ J& Ping WM ZEIR K, FIREJRAIWIR .

o [ KIHILE A NG, A TIUT untrust ] local [ UDP B3R 443 3 L1 IHR ST .
2R A PUE AL A U7 1] SSL VPN KB OCHT, S F UDP B iSFT 443 I 11, [RIG RS ZEAE 7 K 455
B 22 A SN LUBAT untrust F) local ) UDP PSR 443 i L fRFRSC. 15 SSL VPN LM 5%
ENM, SNEH NAT 545, B EAE NAT W4 EACE UDP B iSsORT 443 i 11 NAT Bib

o [hkELHCE T HITPS-Flood Mk, HBMEIAK.

AT display anti—ddos defend information system fp 2 EE &I /8 HITPS-Flood Xt Bl
FHBIME, 7L 34T anti—ddos https—flood source—detect alert-rate alert-rate fiy
A HHTAC E R E .

1.5.16 SSL VPN F0FH P E&IERY L EX

PP AEAG T Web AREE . S VR R ANSCAF LN L 35, TP BEAE 2R P 1R oo AN o P (5 8
M. RAEMAMEY LS, AP SN A& L&, A RAEEL T IR HE 2L 5
B

Web Jti A A SSL VPN H P Rkt i Bk, —AbRIEH PR “fELH P MEE, H—ii
7E SSL VPN {y “Mafz=” A HE, K.

DDDDDD APEEERI®

@i C Rl C R AAE
MBALgEE EAPBE 0000 SEPHE ETRE(MB) TTREMB) AEAR
. AHERE
- iz user001 gmtest 2022001104 16:11:02 10.18.11.125 101924141 0.002 0000 ZHAE
T IR
Dbz D 2RENDE S5 2 ME CRE[C B AAE REgEn
FAPE(E7E) A 1P AR [N SRR BRI SRR bR TiTEE R (KB) O
/% idefauit 10.19.24.141 AHBATE SSL VPN unknown 2022-01-04 16:11:048R 00/\E10255h358,
PNy N7 § r “21—:\
fir AT BH Tk
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o TEERINK basic LB FH#AT display onlineuser iyt a] I E .

o ERFZME FHAT display user—manage online—user g3t LIEE .

TEH PEBIE LR P A R P SR v, RORIEIAE SSL VPN IR ¥EAEZE H - AR DI H P —#F,
H R # el om i S 26

1.5.17 SSL VPN A &IN5

IR S 6 defaul e MRS HEMIR, ELOYA AT LAY o YR TR
USGO000 V1 HEABKULS 5 deaul t BT LTI IFERTR, M VI RA IR V5 IR 150
Tk
FUPEER SSL VPN RIS, AR/ P A IMERT 5 SUR €, BRI T default f
.
SR SSL VPN $R S GEI A VESRCEL T W5 AL, REALAALI A A T
L WnSRASHAFE 4 L, TUEBUN A 44 (AL
2. WRFAFHERA A A AR BT i

0. RECEH

R BABUIR 55 & b iz AL 2K

b. o BB P 3

ATCVER R ok A AR AR, R L

I 0P AR S BB SR P AL A

I, R NELANE P 9IFet: SEAUN BALTH O 0 S0

1.5.18 SSL VPN JAIEfEAR{e] & T P MR E T

PAT AT P20 BRI B A T P SOBOR A 1
L BEXT P2 et ikt 17 i) A0 SRR R SO TR BC & “ S VIE” IAIE SR
2. BCEZERMIE M/ M.

1.5.19 SSL VPN A P#ENBEXTIAEEZ{E iR

FEANETE] 5, B @IS SSLOVPN B2 N X G 3R 1S — AN KE UL TP Hihik, JFfd A1z e 40l 1P Huhik ATy ¥
R4 45 2C Hoe UNSE SSL VPN FH 5 9 R 55 28 134T T 3P ARV, U 55 LR R 3454 1
Jo
TE L IR 7R R
. BERGHE, REEHL IP HobkFH P IS R &,

a. & “WfE > HE > RGHE” .
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b. B “USERS/5/NESRV” 4Tk HZE, K.

FH P %5% SSL VPN, Ja & Rz, iz HE:

%2000-04-02 01:35:41 USG6300 %%01USERS/5/NESRV (1) : 1d=USG6320 time="2000-04-02 01:35:40”
fw=USG6300 pri=5 vsys=root vpn=gateway user="huawei001” src=11.11.11.2 dst=11.11.11.1
duration=0s rcvd=Obyte (s) sent=0byte(s) type=vpn service=1 msg="Network Extension: Service
startup, the virtual IP address is 13.13.13.102.”

FH P8 5% SSLOVPN, RPN ek, e3¢ H&:

%2000-04-02 01:35:59 USG6300 %%01USERS/5/NESRV (1) : 1d=USG6320 time="2000-04-02 01:35:40”
fw=USG6300 pri=5 vsys=root vpn=gateway user="huawei001” src=11.11.11.2 dst=11.11.11.1
duration=18s rcvd=0byte (s) sent=715byte(s) type=vpn service=1 msg="Network Extension: Service
shutdown, the virtual IP address is 13.13.13.102.”

2. KB KRR BEE T USRS, Wi CEH6 SSL VPN 7 3 Y AR 25 ds R AL E T “ 4
WE” PR SERE, Uo7 A i & H S5 P E R
*  HUAWEI E ®=E @ &) S &
P

Huawg s = ] b =%
= EEERT HEALIE
» O RETEN Dsikesl Bosv | CRiE  mE | 24l - | @En=am
2 R LEIE L == ma EEeRM | BNELRM | EBE BIHE Eh Btk e
r B RS B 20210515 16:46:50 Jocal trust
+ ®EHE B 20200515 16:4643  local rust

1.5.20 SSL VPN FRZ5E5IAMEIA= T B A M an ey

JIR 55 A NES 5T BRI 1 EAF AR IR 55 2P A 75 7
A AZ AN
RBA M A BB LR

#

domain icf. local
authentication—achems admin ldap
authorization—scheme local
zervice—acheme webServericheme
ldap-=zerver ldap=serverd
zervice-type internetaccezzs z=zl-wpn l2tp
internet—accezz mode pazsword
reference uzer current—domain

#

L test001@ict. local FELENF, BRI UIT .
FH P test001@icf. local 4B5%€ virtual—ip #udik, A %%,

FIF test001@ict. local Zh5EH:HE LM, bz,

I test001@ict. local ANHBPTfE M HZE XA ERHE XA, miizmAth.
P test001@ict. local A fT )& 114290 5E B H o UM, ANdrdizfi .
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P test001@ict. local FEINUEIRSS % ERTJE M HEACHSE R B e LA, iz,
P test001@ict. local FEINUEIRSS &% EFTJE B AR S E 5 B e LA, Az,
I test001@icf. local NELE, FZAFN AT T,

F P test001@icf. local EINUEARSS %5 L BT @ 1 BB A g e 3 @ A, Az
F P test001@icf. local TEINUEARSS %5 L BT @ B A g8 e 3 H @ A, Az .
REMRAL icf. local FIMEL, WHRBA MEGERA ict. local, Mt default B M.
AR5 212

AR S 2 A2 AU BL B a0 .

#
domain icf.local
authentication—=scheme admin ldap
authorization—=scheme ldap
zervice—zcheme webServerScheme
ldap—zerver ldapzerver:s
zervice—type internetaccess szl-wvpn 12tp
internet-acceszz mode password
reference uzer current—domain

#

M test001@ict. local fFLERS, AR,

H ' test001@icf. local 4F%€ virtual-ip Mk, AR

FIF test001@ict. local 4858 H: H & LA, Az,

I test001@ict. local AHLPTE M HZE LA ERHE XA, miizmAt.,

7 test001@ict. local AT & i [A] 5 SC AR E 5L H € CA B, ANdr izt

7 test001@icf. local FEINUENRSS 4 B BT ) H A H S 3 B € XA, Atz
P test001@ict. local FEINUENRSS 4 BT @ (1R85 40 e 3 B o XA, Az,
A test001@ict. local ANETERS, AT

F P test001@icf. local fEINIEMRSS 28 AT E I HiE QAL e 8 e XA, mhizft.
FF test001@icf. local fEINUEARSS 25 L RTIE IR 32 Q2040 e e H @ A, Az,

1.5.21 UniVPN W BEREFE

PC & I SRE -
1. A#Eds UniVPN (362 B FF.
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LeagSoft UniVPN % J kit
2 FH P NFE 1 #fE AL SSLVPN

BrEFRM
=¥ Be75
B
1ZpEET
H=ES
BHBehE R
Efns
£EAN >
pifun]

2. P CHIEIRE T S

O BHERS *

o UniVPNEFREERER, SERNME BRITFENE.

‘ FiEErL£ T EERRS (REhas: NrEE. BEERRFREE.
REEE, BHEE, srmHFEE. I EsENRREE) | FFEEE
HRERR LI SR E R RE.

s e Sy e

[ ) == )
|
3. ARAEFL R N AR R R D IR
4. B “Hfie” , SfrHEEg AR
O BELiEES X
AR
krsumdmppnatamoamingxuniupuxlagxsEznzzuaw414192514_zip| | s |

‘ W || wE |

5. #h “W” FTIF AR,
|
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UniVPN AE B R 2 B OB 0 g CPF A FAS ., T SRR 8% 14 it AR (R DL R 5 B 52 31

IR

e crror _detail. txt: 1C3H 7 FaH AKX P2 28 R AR DRI FEIR, CLEAT & P i

()& NEE RS

netcard info. txt: o3¢ UniVPN FTfE PC M RE B .

operate_system_info. txt: 3% UniVPN FifE PC IEAE RGE B

proxy info. txt: it3% UniVPN FT7E PC MCEE AR 552315 B

route info. txt: 1t3% UniVPN FITE PC B H11E B .

UniVPN_UniVPNCS_0. log: 3% UniVPN ML ELE =AM H EE S, BlanH - &R Ih el .

VPN [& 3 & 3 1 B A E R

e UniVPN UniVPNUI 0. log: ia% UniVPN e & S = A HEAS S, 40 VPN EEHAC B A %
A E Y AN HEE R
Un1VPN_Un1VPNPromoteSerV1ce_O.log: UniVPN HIARSS3ERE, FTHE{R UniVPN IE#IE1T .
B 24 Uni VPN 7E I 3 OGRS 00 TR A OB i S, AN PRI B ) Uni VPN
i 2 P BT AR ) R T SO B R AS—FE . 7E Windows BEAE RGE N i U JG 4% 2. dmp, 1E
MAC £E4E RS0 T A2 B it SCAH I 28 09%. cores

1.5.22 SSL VPN & il & HEA WLt

TEPIZE R A e T I, 2 B O3 7 AR H 5, g 7 SSL VPNOLSS I H &, B
Bl 2 5 21 51 IR A5 F

FH P& 3% SSL VPN 26, il H &

%2000-04-02 01:27:17 sysname %%01USERS/4/USRPWDERR (1) : id=sysname time="2000-04-02
01:27:13” fw=sysname pri=4 vsys=root vpn=gateway user= huawei001” src=11.11.11.2
dst=0.0.0.0 duration=3s rcvd=0Obyte(s) sent=0Obyte(s) type=vpn service=5 msg="Session:
FH P& 3% SSL VPN B, idskH &

%2000-04-02 01:35:34 sysname %%01USERS/5/LOGINSUC(1): id=sysname time="2000-04-02
01:35:33” fw=sysname pri=b vsys=root vpn=gateway user="huawei001” src=11.11.11.2
dst=0.0.0.0 duration=0s rcvd=0Obyte(s) sent=0Obyte(s) type=vpn service=5 msg="Session:
huawei001 logged in.”

FH P94 SSL VPN, gk H &

%2000-04-02 01:36:00 sysname %%01USERS/5/LOGOUT (1) : id=sysname time="2000-04-02
01:35:59” fw=sysname pri=5 vsys=root vpn=gateway user= huawei001” src=11.11.11.2
dst=0. 0. 0. 0 duration=26s rcvd=0byte(s) sent=715byte(s) type=vpn service=5 msg="Session:
huawei001 logged out.”

F %8 5% SSL VPN, B MY e pidl, sk H .

%2000-04-02 01:35:41 sysname %%01USERS/5/NESRV (1) : id=sysname time="2000-04-02
01:35:40” fw=sysname pri=5 vsys=root vpn=gateway user= huawei001” src=11.11.11.2
dst=11.11. 11. 1 duration=0s rcvd=0byte (s) sent=0byte(s) type=vpn service=1 msg="Network
Extension StartUp, The virtual IP adddress is 13.13.13.102.”

FH %8 5% SSL VPN, SGHMZSY e pidl, sk H .

%2000-04-02 01:35:59 sysname %%01USERS/5/NESRV (1) : id=sysname time="2000-04-02
01:35:40” fw=sysname pri=5 vsys=root vpn=gateway user= huawei001” src=11.11.11.2
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dst=11.11.11. 1 duration=18s rcvd=0Obyte(s) sent=715byte(s) type=vpn service=1
msg="Network Extension: The virtual IP adddress is 13.13.13.102.”

FH /%8 5% SSL VPN, BHUHi ), sk HE.

%2000-04-02 01:35:21 sysname %%01USERS/5/CHGPWDKICK (1) : id=sysname time="2000-04-02
01:35:20” fw=sysname pri=b vsys=root vpn=gateway user="huawei001” src=11.11.11.2
dst=0.0.0.0 duration=36s rcvd=0Obyte(s) sent=636byte(s) type=vpn service=5 msg="User
huawei001 was forcibly logged out, for the password was successfully modified.”

P aAMy RiE, #EEngke gk, idxHE.

%2000-04-02 01:36:00 sysname %%01USERS/5/LOGOUT (1) : id=sysname time="2000-04-02
01:35:59” fw=sysname pri=b vsys=root vpn=gateway user="huawei001” src=11.11.11.2
dst=0.0. 0. 0 duration=26s rcvd=0byte (s) sent=715byte(s) type=vpn service=5 msg="Session:
huawei001 logged out with virtual IP address 13.13.13.102.”

MPailEi T4, idxHE.

%2000-04-02 02:10:00 sysname %%01USERS/5/EXPIREUSER (1): id=sysname time="2000-04-02
01:09:59” fw=sysname pri=5 vsys=root vpn=gateway user= huawei001” src=11.11.11.2
dst=0.0.0.0 duration=26s rcvd=0byte(s) sent=715byte(s) type=vpn service=5 msg="User
huawei001 was forcibly logged out for the user ages.”

#7& SSL VPN 7 7 A B2 A H 3

[sysname] v-gateway test

[sysname—test] service

HE: e RHEREE, IR P il M e 5 W RS 5 57 TCP & Hem, W%
Rl — ki H & 78 TCP AR E R, SEMKRMIAERNRRZMHERE, KPS
HHEEEWNESR.

[sysname—test—service] network—extension log enable / /I R H E TR

1.5.23 SSL VPN FHENZI REHETEFIA P T

EELOUARE (K. B MR MY T LB B, BN SC AR P S om I
T

BB LN YT eI B, R S8 AR LR P A 2 B R 2k

BB UM R US4 e i R B, 12 R S IR AN B LA S TP ik b 2R 0T 24
B N2k, AMIXAWE AL 1P Mokl 2R R4 8 F 2k

1.5.24 SSL VPN M S54R3zaYiEiE X R 2 EHFRE

SSL VPN A7 Web AAHH ., SCHRILE ., o ek My RII LS. Web ARBE, SCAFIL=E.
BE R =V 555 B B 3R] 55 R 2 local->trust. Trust ez K iSgEaE Al i W i) 4%
IS0 I 1) 22 4 X 3k

SSL VPN FH /gt I 2864 b 457 1) il Y B, 875 k2 DL P (9 8 I TP ol Dy H
bR AR H, BB IZARK TP HibE RS d O . XA B ORI 2 A X, M
Y R\ SRERIEZ XS, £2H 050t REBHTRAES N HED, U FHEKRxLE
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42 1 I IR 22 2 X ORI IR 22 4ddle BT BRI I 25 9 e b 55 B 1) HL ) TP Mtk 2 4 ol
R H 2 BT AE (1 22 4 XA R O H I 22 4 X0

1.5.25 SSL VPN B3R Z [FREE 1 i0]fr A A M O ik T E TS

IV

THEERNE, ERNE SN, SSL VPN L5 B 1Bkl b, mT DUAE T 4 00 P o 11
WP RATE L, R el A [ 7 SO & R AT B B RN, TR ELm I N R 2L ER
Hh )1 2% AT B2 b % o

X 45 5E VPN SEEI3g 5, SSL VPN 445 J5 T iz B i & gk T B . X
BB N JZ B TR R VT M O, BBV A 40 VPN SR P Nz R

1.5.26 WHIHE SSL VPN HFLefit F 7] UL &4 Bl % i

SSL VPN ) —#B4r AL & LA Buildrun 77 7R, F4b—8 0 He B ORAEE AR e B, W40l DG e K
P8, BN e RIS, RS &b . B aygbe F /e, X
BEREXMHEAR], TEERRETRESE.

KA ST, SSL VPN RECE v LLSCIL &4, B4E SSL VPN M A in i =/ 4. 41
. magie /AP A, meakgie P /P a. MERME. SSL VPN sz B ik
P/ 4.

1.5.27 SSL VPN & #F IPv6

ASFF

1.5.28 SSL VPN #Z {4 #5535 25 Y15

HAEr, EmpwEas maza LT Bfb:

Trident WA%: W84 IE

Gecko WHZ: H WG #3H Mozilla Firefox

Webkit WA%: W 28H Apple Safari (Win/Mac/iPhone/iPad) . fiiF % es

Blink W#%: & W% 284 Chrome. Opera

Edge W#%: # W45 A Edge

BN RN A IR R AR Z 2 “XWZ” B2 “2%7 , Hb— A WiE Trident, )51
=N AR AZ o — M Ho At Py AZ A5 Ry T AR, T Trident PIAZIIZ ez i a7,
FH AT DR EI71 4
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360 4 M 2s (Trident+Blink)

360 Mg B #e (Trident+Blink)

B3 22 A gs (Trident+Blink)

e 2s (Trident+Webkit)

A2 BN (Trident+Blink)

) ) Y 88 (Trident+Webkit)

UC W %28 (Trident+Blink)

HHT, By kB SSL VPN K (Web-link. 354 MY A ENIEE) LEFE IE W%
(B Trident PIEZ) I W88 2238 ActiveX #B1FIE4T, HE NI NIZE AL .

1.5.29 SSL VPN & F45 489N FTEE

OAZEHE, HE MERS, ERP,

. M5 BIELIN RS -
Webfffi*""“'\ﬁ_ﬁﬁ‘i FTP. Telnet. SIP. SNMP. TFTP.
gl s =R R ~SMB> SMTP. ... ZNFS<) DHCP. DNS..
IR +fmmmmmeemeeee {TCP) UDP
e AP

Web AREE: 5 I Web B

AL Ui N R GRS S L YR
SRS Uil NI TCP N IR SSTTJE F BEiE
WY fE: Ui M ETE I TP B

e A
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1.5.30 SSL VPN &8 X #EF A VPN B Pinik =

BN UK SSL VPN FAA SR, TRk, ORI R VPN % 3R SSL VPN 2 R s

7] o

1.5.31 SVN FABA ALiE SSL VPN 454 [X 5]

SSL VPN & SSL VPN T T Fw PL%Y SVN L%
i
BRI | ARG License | A% License Jifil, 244 |3 License BRHil, BRi\MEi%

gl

A5 FE R A

14

SCRAR AR GE P B REANN | SCFF SRR, B R 9S8 81
ES BHEREMARSET
WAEFZAL RS2 ANIE ANSFF EEE N ESELRE/ TN
YAENIRAL 7 1 ANSFF SFF
SCFFZ AN S &S
7 Ie) s ] S ASFF SCHF
ARSI/ HREE | SO ANSFF
A1k Web B¢ ASFF SR
i BhAE A bR iR ASFF SCHF
Ry ANSFF SFF
Eika BB AT R 5% ASFF SCHF
LS PNUPS ASFF SR
I B E R BER FRAIE T 3 | AR AN B 55 A
F P BE 73 TE H P 44 SCHFBE F 4 BT R TP

1.5.32 OSPF 2B T an{a] & % SSL VPN Ml £& Hb it RO 2% 3 R kit st e 2%

A

REAAAENNE R
o [y R bkt
network—extension netpool 10.23.40.1 10.23.47.254 255. 255. 248. 0
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network—extension netpool 10.23.116.1 10.23. 117.254 255. 255. 254. 0
network—extension netpool 10.23.144.1 10.23.145. 254 255. 255. 254. 0
network—extension netpool 10.23.228.1 10.23.231.254 255. 255.252.0
network—extension netpool 10.23.232.1 10. 23.239. 254 255. 255. 248. 0
network—extension netpool 10.23.244.1 10.23.247.254 255. 255.252.0
o P kS NP HHLH 4% 10. 23. 249. 253
o [okEE LOHCEIEEME: ip route-static 0.0.0.0 0.0.0.0 10.23. 175. 249
o  NINAZHAHLFIE kB B EREI . 10. 23. 249. 254
BiC B IE ik OSPF (7] A A2 AL & AT 9 286 47 Fee bl s 1o B 2% 1 1 7 960 R
# OB P& 2 R bkt 6
ip route—-static 10.23.40.1 255.255. 248.0 10. 23. 175. 249
ip route—static 10.23.116.1 255. 255. 254. 0 10. 23. 175. 249
ip route—static 10.23.144.1 255. 255.254. 0 10. 23. 175. 249
ip route—static 10.23.228.1 255. 255. 252. 0 10. 23. 175. 249
ip route—static 10.23.232.1 255. 255.248. 0 10. 23. 175. 249
ip route—static 10.23.244.1 255. 255. 252. 0 10. 23. 175. 249

# FLEHEFTR AR, FHieE kAT 2y R M LAy R vr, T JERY IP kAR 29

J bk o B

ip ip—prefix prefix—a index 10 permit 10.23.40.1 21

ip ip—prefix prefix—a index 20 permit 10.23.116.1 23

ip ip—prefix prefix—a index 30 permit 10.23.144.1 23

ip ip—prefix prefix—a index 40 permit 10.23.228.1 22

ip ip—prefix prefix—a index 50 permit 10.23.232.1 21

ip ip—prefix prefix—a index 60 permit 10.23.244.1 22

# BLE 4N sslvpn [ route—policy, HATm5H 1, LA AR
route—policy sslvpn permit node 1
if-match ip—prefix prefix—a

# L& 4N sslvpn [ route—policy, HAT&S5 K 100, VLA R AHEA.

route—policy sslvpn deny node 100

# WL E ospf FIANFRSHEH .

ospf 23 router—id 10. 23. 249. 253
bandwidth-reference 100000

import—route static route—policy sslvpn

area 0.0.0.23

#

fic B i@ I OSPF [a]4hM & AR Loopback Hiuhik#% H (1 77 ¥: 40 « SSL VPN J 481 S A FH It Loopback
Hudik,

# B & Loopback Hbhik .
interface Loopback 10

ip address X. X. X. X 32

# BCE ospf GIAFRAHEH .
ospf 23 router—id 10. 23. 249. 253
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bandwidth-reference 100000

import-route static route—policy sslvpn
area 0.0.0. 23

network X.X.X.X 0.0.0.0

# MCE SSL VPN FE LM 5 fdi H itk Loopback Hiuhik .
v—gateway ssl vpn ip address X. X.X. X

1.5.33 SSL VPN =& XN #A& g o718

ASRF o RHEMIASIFAEYL SSL VPN Zhae 5L R H DI REE S, 12 48 B EXUHL 51800
A TECE 7 SSL VPN Ihfig, SSL VPNt Aok “HEEiks” RO, MmAZH—#
B “BEEMNBR”, LIS TXUHLAr4H SSL VPN i ) AR .

Pic B 3 B IR 102 fr AT PR T AT AT HRP_M AT & e o

Mic B M BLEAR 12 fr AT FT AT A HRP_S RTZRAIIR & e o

1.5.34 SSL VPN B&EZHFMHAZFEZEH

YFE. FEBH K SSL VPN F PR 215 (E B2 H ah &0 B4 B ki% L, 7EXWLEH L R,
SSL VPN HH P AL, THEEHIKS

1.5.35 SSL VPN AP —REBEXZHFNMAIUEER

ANSCFF

1536 UniVPN 273 FH L&

o

UniConnect %% /75 S FF 2235 4E 10S R 48 (10. 0 JPLERRA) 1 Android &4t (5.0 KA ERA)
S
I REIAE A, 1 S R RGRAR = AL

1.5.37 SSL VPN an{a] SEIR A P48 E 44 R R fil th ik
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1 “AeR > HP” B “HP > HPAERIR” FaE “OSm” . RIE NP e B
IP Hbidik:

{82 SSL VPN
SSL VPN
= HEERNE
B mms Sy C Rigi[ 2 iEw ) REEH
S SSLmF meE B | BHEE e
v =E )
2, liuyao
s default Kz R e
2 idefault
v O SikEs
_ - EZ8N .
i S s &1
- | 4 b 1 GO
. EpEE L '
FHFEPE leagsoft il
A RERREA EIP @ . ==
o e APEAAAE 51
= s e BAESH RS
v B mEe R = -
+ LOGOsH B byt — - 2
- PREEEEH 2 it : C
2, xcs ! =
2, liuyao 1 =
e sms0 v« @ |1

1.5.38 SSL VPN W44 RREEFU P Mk 43 fic KL

W24 Rl 55 kg 40, TP Mk 23 PRI S U 4

B RGRE LRy RS 1P Iy, IR 2 7 Be B e )L 1P

SR E g FEREALL TP Huhkita i, T 2 P9 A P R 2 20 e 21ttt Bk P R R TP

AR E P28 YRR TP bbby, A AN B R SEE 7 LRy AL 1P i, %
Pt senr Bi s 5 CgbE i L TP,

X AT T IR ALK P BT R 2R AT 9 P 489 Ji AL TP Mkt ™ R AR TP AR LAY 5
[ N5 S T = iaf 1 R e S5 LW N 88

G E P28 Y e RESUL TP bk it i, 4 SR A2t Bkt o i) TP bk e Ho A ] = 2080 P B o
WATSER SE VAL A P B GR e O, AN AE 2

Rttt 5 R P UG ERS, AIRE 1 [ e bk Rz - R AR

1.5.39 SSL VPN BfLe =z I iFi HE

o AURIRBIAIETRI, PRI RS,
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[ NETC INFO 2022-01-04 14:06:36.000399 ][Administrator] [2][SSL

Create] [SSLConnect errno: 1, state: error, connectSSL:—1]

[ NETC WARN 2022-01-04 14:06:36. 000400 ][Administrator] [2][SSL Create

failed] [ErrorCode:20] [reason:Verify first error,unable to get local issuer

certificate]

[ NETC ~WARN  2022-01-04 14:06:36. 000400 ][Administrator] [2]3[xcs SSLFree

begin] [reason:connect ssl error connectfd, return number is -1
pstConlnf—>psSs1=3792750]

[ CAUTH WARN  2022-01-04 14:06:36. 000514 ][Administrator] [2][CAUTH Auth

SendToGateway failed][reason:netc connect error, code 1]

[ NETC INFO  2022-01-04 14:06:36. 000517 ][Administrator] [2]4[xcs SSLFree

begin] [pstConInf->psSs1=0]

[ NETC  WARN  2022-01-04 14:06:36.000517 ][Administrator] [2][Socket close

failed] [fd: 7404, errorcode is 10035] // FTi~iEBEIE 2K

[ CAUTH WARN  2022-01-04 14:06:36. 000518 ][Administrator] [2][Master auth

failed] [reason:send auth pack to gateway error]

[ CAUTH ERROR 2022-01-04 14:06:36. 000519 ][Administrator] [2][Auth login process

failed][auth master error]

[ CADM  INFO  2022-01-04 14:06:36. 000520 ] [Administrator] [2] [Normal Msg] [biztype

is 3 ,msgtype is 3 ,msgcode is 0x3000b]

o HIEZ, BINIERA/FBER, Fn “NIERK” .

[ CAUTH 1INFO  2022-01-04 13:35:35.000058 ][Administrator] [2][Auth send][auth
package send to gateway successful]

[ CAUTH INFO  2022-01-04 13:35:35.000058 ][Administrator] [2][Master auth][send
auth message to gateway ok]

[ CAUTH INFO  2022-01-04 13:35:35.000059 ][Administrator] [2][Auth login
process] [auth master ok]

[ CAUTH INFO  2022-01-04 13:35:35.000059 ][Administrator] [2][Auth receive][auth
type 0]

[ CAUTH INFO  2022-01-04 13:35:35.000059 ][Administrator] [2]JuiModule = 0

iSRe jCode= =5 puiCRejCode = 196609 //F ' I\ilE 2

[ CAUTH INFO  2022-01-04 13:35:35.000059 ][Administrator] [2][Auth recv][auth
master failed][reason = 196609]

[ CAUTH INFO  2022-01-04 13:35:35.000060 ][Administrator] [2][auth master
exit][authType = 0]

[ NETC INFO  2022-01-04 13:35:35.000060 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=3792750]

[ CADM  INFO  2022-01-04 13:35:35. 000060 ] [Administrator] [2] [Normal Msg] [biztype
is 3 ,msgtype is 3 ,msgcode is 0x30001]

o JSENR, PUNHIIKSHBUE, Fm “UIERE” .

[ CAUTH INFO 2022-01-04 14:14:48.000939 ][Administrator] [2][Auth send][auth
package send to gateway successful]
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[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Master auth][send
auth message to gateway ok]

[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth login
process] [auth master ok]

[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth receive][auth
type 0]

[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2]JuiModule = 0
iSRejCode= ~16 puiCRejCode = 196609 //Z7m /K 5 48l &

[ CAUTH INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][Auth recv][auth
master failed][reason = 196609]

[ CAUTH INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][auth master

exit] [authType = 0]

[ NETC INFO  2022-01-04 14:14:48.000941 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=37668b0]

[ CADM  INFO  2022-01-04 14:14:48.000941 ] [Administrator] [2] [Normal Msg] [biztype
is 3 ,msgtype is 3 ,msgcode is 0x30001]

o M ER:, B NP BEEMEY R, $2n “IAERMK”
[ CAUTH INFO  2022-01-04 14:14:48.000939 ][Administrator] [2][Auth send][auth
package send to gateway successful]
[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Master auth][send
auth message to gateway ok]
[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth login
process] [auth master ok]
[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth receive][auth
type 0]
[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2]JuiModule = 0
iSRejCode= ~16 puiCRejCode = 196609 //Z7m /K 5 48l &
[ CAUTH INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][Auth recv][auth
master failed][reason = 196609]
[ CAUTH INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][auth master
exit][authType = 0]
[ NETC INFO  2022-01-04 14:14:48.000941 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=37668b0]
[ CADM  INFO  2022-01-04 14:14:48.000941 ] [Administrator] [2] [Normal Msg] [biztype
is 3 ,msgtype is 3 ,msgcode is 0x30001]

o HMEEHMTF
[ CAUTH 1INFO  2022-01-04 15:42:13.000259 ][Administrator] [2][Auth send][auth
package send to gateway successful]
[ NETC INFO  2022-01-04 15:42:13. 000468 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=2b17840]
[ CADM INFO  2022-01-04 15:42:13. 000469 ][Administrator] [2][cadm bizctl
process] lentry bizctl proc srcbiz 3 and bizctl 40]
[ CADM INFO  2022-01-04 15:42:13. 000470 ][Administrator] [2][cadm bizctl
process] [the biz start to exit biztype 5]
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[ CADM INFO  2022-01-04 15:42:13. 000471 J[Administrator] [2][cadm bizctl
process] [the biztype 5 exit msg is sending. notice biz 20]

[ CNEM INFO  2022-01-04 15:42:13.000472 ][Administrator] [8][Cnem module
proc] [Enter]

[ CADM INFO  2022-01-04 15:42:13.000474 ][Administrator] [2][cadm bizctl
process][the biz start to exit biztype 8]

[ CNEM INFO  2022-01-04 15:42:13.000474 ][Administrator] [8][Cnem module
proc] [Cnem module stop]

[ CADM INFO  2022-01-04 15:42:13.000476 ][Administrator] [2][cadm bizctl
process] [the biztype 8 exit msg is sending. notice biz 120]

[ CEPS INFO 2022-01-04 15:42:13. 000476 ] [Administrator] [7][hostcheck pro][ceps
module stop start]

[ NETC INFO  2022-01-04 15:42:13. 000478 ][Administrator] [8]4[xcs SSLFree
begin] [pstConInf—>psSs1=2b010b0]

[ CADM INFO  2022-01-04 15:42:13. 000480 ][Administrator] [2][cadm bizctl
process] [the notice has been send to src biz 3—EXIT WAIT]//ZF=F - EshiEH
[ NETC WARN  2022-01-04 15:42:13.000481 ][Administrator] [8][Socket close
failed] [fd:2324, errorcode is 10035]

[ ROUTE INFO  2022-01-04 15:42:13.000483 ][Administrator] [8][Route
Recovery] [start]

[ ROUTE INFO  2022-01-04 15:42:13.000495 ][Administrator] [8][Route
Recovery] [Finish]

o WRMBHF T4
[ CNEM WARN  2022-01-04 15:47:32.000364 ][Administrator] [3][Cnem handle packet
from gateway] [CMDtype is KICKOUT]//Z7Z=W B &5 F P T 2 )i >R
[ CNEM ERROR 2022-01-04 15:47:32.000366 ][Administrator] [3][Cnem handle packet
from gateway] [NEM_CMD KICKOUT]
[ CNEM INFO  2022-01-04 15:47:32. 000367 ] [Administrator] [3][Cnem send status msg
to self ok]
[ CNEM INFO  2022-01-04 15:47:32.000368 ][Administrator] [8][Cnem module
proc] [Enter]
[CNEM INFO 2022-01-04 15:47:32. 000370 ] [Administrator] [8] [Cnem AsyncMsg BizNem
Proc] [Enter]
[ CNEM INFO  2022-01-04 15:47:32.000371 ][Administrator] [8][Cnem run][Enter]
[ CNEM INFO 2022-01-04 15:47:32.000387 ][Administrator] [8][Cnem run][the
current status 145 and msgtype 13]
[ CNEM  ERROR 2022-01-04 15:47:32. 000388 ] [Administrator] [8] [Cnem receive or send
packet failed][goto ERR Handle]
[ NETC INFO  2022-01-04 15:47:32. 000390 ][Administrator] [8]4[xcs SSLFree
begin] [pstConInf—>psSs1=2b010b0]
[ ROUTE INFO  2022-01-04 15:47:32.000391 ][Administrator] [8][Route
Recovery] [start]
[ ROUTE INFO  2022-01-04 15:47:32.000404 ][Administrator] [8][Route
Recovery] [Finish]
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[ CNEM  ERROR 2022-01-04 16:01:48. 000444 ] [Administrator] [8] [Cnem err handle] [nem
module reconnect fail]
[ CADM INFO 2022-01-04 16:01:48.000444 ][Administrator] [2][Emergency
Msg] [biztype:5 msgtype:11 msgcode:0xb0002]
[ CEPS INFO  2022-01-04 16:01:48. 000493 ][Administrator] [7][eps proc] [CEPS
HostCheck Proc start type 10]
[ CEPS INFO  2022-01-04 16:01:49.000713 ][Administrator] [7][cacheclean
logout] [eps start logout cache clean check end]
[ CADM  INFO  2022-01-04 16:01:49. 000714 ] [Administrator] [2] [Normal Msg] [biztype
is 8 ,msgtype is 5 ,msgcode is 0x50002]
[ CADM INFO 2022-01-04 16:01:49. 000714 ][Administrator]
[5] [CSDK_Send Thread] [uiMsgSourceMark:0x4000000 —>
uiMsgDestMark: 0x2000000] [uiModuleID:0x8000000] [uiMsgType: 0x2000500] [uiConnetType:
0x1000000] [uiMsgLength:0x0]
[ CAUTH INFO  2022-01-04 16:01:49. 000718 ][Administrator] [2][CAUTH Module
Proc][in to CAUTH Module Proc]
[ CAUTH WARN  2022-01-04 16:01:49.000719 ][Administrator] [2][Service cert
failed] [pstCAuthCtx—>uiServiceCertCheck =0]
[ CADM INFO  2022-01-04 16:01:49. 000720 ][Administrator] [2][CAUTH Auth
SendToGateway] [no need to set certinfo]
[ CADM INFO 2022-01-04 16:01:49.000721 ][Administrator] [2][CAUTH Auth
SendToGateway] [proxy info :0, user name:, proxy type:0]
[ NETC  WARN  2022-01-04 16:01:54.000722 ][Administrator] [2][SSL Connect
failed] [reason:ssl time out, reconnect]
[ NETC  WARN  2022-01-04 16:01:59.000723 ][Administrator] [2][SSL Connect
failed] [reason:ss] time out, reconnect]
[ NETC WARN  2022-01-04 16:02:04. 000724 ][Administrator] [2][SSL Connect
failed] [reason:ssl time out, reconnect] //3%7~E %N
[ NETC  ERROR 2022-01-04 16:02:04. 000725 ][Administrator] [2][SSL Connect
failed] [reason:reach max reconnect time Addr: 10.19. 12. 120, Port: 5678] //ikZ|Ei%
KA LR

o JH B SSL VPN 3, s H &
[ CADM INFO 2022-01-06 13:36:53.000070 ][Administrator] [4][Proxy
info] [ConnectType is <1>, Proxy type is <0>]//1 %7~ SSL VPN, 0 F/~IGACH
[ CADM INFO 2022-01-06 13:36:53.000071 ][Administrator] [4][Proxy info][proxy
is :0, user name is , proxy type is 0]
[ PREF  INFO  2022-01-06 13:36:53.000072 ][Administrator] [2][SetPrefSiteFlag]
[ PREF  INFO  2022-01-06 13:36:53. 000073 ][Administrator] [2][Site pref
proc] [Enter]
[PREF INFO 2022-01-06 13:36:53. 000074 ] [Administrator] [2] [Site Pref Preprocess
Sitelnfo] [aucGatewayIP:10. 19. 12. 120] [uiGatewayPort :6528]

TRYITT BR R AR A BR A 7 http://www.leagsoft.com  JR&5#4k: 400-6288-116 68


http://www.leagsoft.com/

LeagSoft UniVPN % /' iiii
i F P NTR R 1 HfEALFE: SSLVPN

[ PREF INFO 2022-01-06 13:36:53.000075 ][Administrator] [2]Number of sites 1
[ PREF INFO 2022-01-06 13:36:53. 000077 ] [Administrator] [2] [Default getway Index
in configuration file is 0]

[ PREF  INFO 2022-01-06 13:36:53. 000078 ] [Administrator] [2] [Default getway Index
is 0]

[ PREF  INFO  2022-01-06 13:36:53.000096 ][Administrator] [39][Site pref thread
enter] [Site order is 0]

[ PREF  INFO  2022-01-06 13:36:53. 000097 ][Administrator] [39][Park
RequestPack] [pstFirstConnRequest—>ucDomain] [10. 19. 12. 120]

[ PREF INFO  2022-01-06 13:36:53.000098 ][Administrator]

[39] [SITE FirstConn RequestPack over]

[ CAUTH 1INFO  2022-01-06 13:36:53.000099 ][Administrator]

[ CAUTH 1INFO  2022-01-06 13:36:53.000099 ][Administrator] [39][cauth][get the
gateway ip is 10.19.12.120 and port is 6528 from domain name]

[ CAUTH INFO  2022-01-06 13:36:53.000099 ][Administrator] [39][Addr info]l[ip
address is valid]

[ CAUTH INFO  2022-01-06 13:36:53.000099 ][Administrator] [39][cauth][get the
gateway ip is 10.19.12.120 and port is 6528 from domain name]

[ CAUTH INFO  2022-01-06 13:36:53.000100 ][Administrator]

[ CAUTH INFO  2022-01-06 13:36:53.000100 ][Administrator] [39][cauth][get the
gateway ip is 10.19.12.120 and port is 6528 from domain name]

[ CAUTH 1INFO  2022-01-06 13:36:53.000100 ][Administrator] [39][Addr info]l[ip
address is valid]

[ PREF INFO 2022-01-06 13:36:53.000100 ][Administrator] [39][SITE FirstConn
SendAndRecv] [aucDomainName: 10. 19. 12. 120:6528]

[ PREF  INFO  2022-01-06 13:36:53. 000100 ][Administrator] [39][SITE FirstConn
SendAndRecv] [aucDstDomain: 10. 19. 12. 120:6528]

[ PREF  INFO  2022-01-06 13:36:53. 000101 ][Administrator] [39][SITE FirstConn

[ PREF  INFO  2022-01-06 13:36:53. 000101 ][Administrator] [39][SITE FirstConn
SendAndRecv] [conn—>aucHostName: 10. 19. 12. 120]

[ PREF INFO  2022-01-06 13:36:53.000101 ][Administrator]

[39] [NETC Socket Connect] Begin!

[ NETC INFO  2022-01-06 13:36:53.000102 ][Administrator] [39][SSL

Create] [Success]// SSL & F &I

[ NETC INFO  2022-01-06 13:36:54. 000704 ][Administrator] [2][NETC SSL
Create] [connect] [connectSSL == —1]

[ NETC ~ WARN  2022-01-06 13:36:54. 000705 ][Administrator] [2][SSL

Create] [SSL_ERROR WANT READ continue] [retry 19999]

[ NETC ~ INFO  2022-01-06 13:36:54. 000706 ][Administrator] [2][SSL

Create] [SSLConnect errno: 1, state: error, connectSSL:—1]

[ NETC WARN  2022-01-06 13:36:54. 000706 ][Administrator] [2][SSL Create
failed] [ErrorCode:19] [reason:Verify first error, self signed certificate in
certificate chain]

[ NETC ~ WARN  2022-01-06 13:36:54. 000706 ][Administrator] [2]3[xcs SSLFree
begin] [reason:connect ssl error connectfd, return number is -1
pstConInf->psSs1=2b5b3e0]
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[ CAUTH WARN  2022-01-06 13:36:54. 000706 ][Administrator] [2][CAUTH Auth
SendToGateway failed][reason:netc connect error, code 3]

[ NETC INFO  2022-01-06 13:36:54. 000706 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=0]

[ NETC WARN  2022-01-06 13:36:54. 000707 ][Administrator] [2][Socket close
failed] [£d:3668, errorcode is 10035]//IFPIEG M, #HIFE 2 %

[ CADM  INFO  2022-01-06 13:36:54. 000707 ][Administrator] [2] [Normal Msg] [biztype
is 3 ,msgtype is 3 ,msgcode is 0x3000b]

[ CADM INFO  2022-01-06 13:36:54.000708 ][Administrator]

[5] [CSDK_Send Thread] [uiMsgSourceMark:0x4000000 —>

uiMsgDestMark: 0x2000000] [uiModuleID:0x3000000] [uiMsgType: 0xB000300] [uiConnetType:
0x1000000] [uiMsgLength:0x0]

[ CADM INFO  2022-01-06 13:37:15.000450 ][Administrator] [4][Proxy

info] [ConnectType is <1>, Proxy type is <0>]

[ CADM INFO  2022-01-06 13:37:15.000450 ][Administrator] [4][Proxy info][proxy
is :0, user name is , proxy type is 0]

[ PREF  INFO  2022-01-06 13:37:15.000450 ][Administrator] [2][Link pref

proc] [Enter]

[ PREF  INFO  2022-01-06 13:37:15.000451 ][Administrator] [2][Link backup not
open] [Return choice site] //¥&A 8B

[ CAUTH 1INFO  2022-01-06 13:37:15.000551 ][Administrator] [2][Auth send][auth
package send to gateway successful]

[ CAUTH INFO  2022-01-06 13:37:15.000551 ][Administrator] [2][Master auth][send
auth message to gateway ok]

[ CAUTH 1INFO  2022-01-06 13:37:15.000551 ][Administrator] [2][Auth login
process] [auth master ok]//ZFAUEKTN

[ CAUTH INFO 2022-01-06 13:37:15.000552 ][Administrator] [2][Auth receive][auth
type 0]

[ CAUTH INFO  2022-01-06 13:37:15.000552 ][Administrator] [2][auth master

exit] [authType = 0]

[ NETC  INFO  2022-01-06 13:37:15. 000552 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=2b5b3e0]

[ CADM  INFO  2022-01-06 13:37:15. 000553 ] [Administrator] [2] [Normal Msg] [biztype
is 3 ,msgtype is 2 ,msgcode is 0x20000]

[ CADM INFO  2022-01-06 13:37:15.000553 ][Administrator]

[5] [CSDK Send Thread] [uiMsgSourceMark:0x4000000 —>

uiMsgDestMark: 0x2000000] [uiModuleID:0x3000000] [uiMsgType:0x200] [uiConnetType:0x10
00000] [uiMsgLength: 0x0]

[ CADM INFO  2022-01-06 13:37:15. 000554 ] [Administrator] [4][SSL Start Nem] [in to
SSL_StartNem]//Ja F M54 fe Ak 5%

[ VNIC INFO 2022-01-06 13:37:15. 000556 ] [Administrator] [8][Start VNIC][begin]
// JE& RN R~

[ VNIC INFO  2022-01-06 13:37:15.000557 ][Administrator] [8][Find the

VNIC] [success]

[ VNIC INFO  2022-01-06 13:37:15.000564 ][Administrator] [8][Nic Open][begin]
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[ VNIC INFO 2022-01-06 13:37:15. 000570 ] [Administrator] [8][Get VNIC name] [name:
AR ]

[VNIC INFO  2022-01-06 13:37:15. 000571 ] [Administrator] [8][VNIC Start] [open cmd
is interface set interface “ZAHhi%E+E” admin=ENABLED]

[ CNEM  INFO  2022-01-06 13:37:15. 000603 ] [Administrator] [8] [Cnem send status msg
to self ok]

[ CNEM INFO  2022-01-06 13:37:15.000604 ][Administrator] [8][Cnem Start OK]//
W 254 2 5 FH 58k

[ NETC  INFO  2022-01-06 13:37:15. 000608 ][Administrator] [8][NETC SSL

Create] [pstConInf—>aucHostName] [10. 19. 12. 120]

[ NETC  INFO  2022-01-06 13:37:15. 000608 ][Administrator] [8][NETC SSL

Create] [g gatewayDomain] [10.19. 12. 120]

[ PREF  INFO  2022-01-06 13:37:15.000608 ] [Administrator] [8][GetPrefSiteFlag:0]
[ CAUTH INFO 2022-01-06 13:37:15.000608 ][Administrator]

[8] [CAUTH CheckIsDomain] [pucDomain is 10.19.12.120]

[ CAUTH INFO 2022-01-06 13:37:15.000609 ][Administrator]

[8] [CAUTH CheckIsDomain][pucDomain is IP]

[ NETC  INFO  2022-01-06 13:37:15.000609 ][Administrator] [8][NETC SSL

Create] [connect]

[ NETC INFO  2022-01-06 13:37:15.000619 ][Administrator] [8][NETC SSL

Create] [connect] [connectSSL == 1]

[ NETC INFO  2022-01-06 13:37:15. 000619 ][Administrator] [8][SSL Create] [Success]
/ /WA i g 3 B X D 1) SSL IR R )

[ CNEM INFO  2022-01-06 13:37:15.000620 ][Administrator] [8][Cnem SSL create
ok][3656]

[ CNEM  INFO  2022-01-06 13:37:15.000620 ][Administrator] [8][Cnem SSL

create ][reason:channel bind success][sslChannelId<3656>]

[ CNEM  INFO  2022-01-06 13:37:15. 000620 ] [Administrator] [8] [Cnem send status msg
to self ok]

[ CNEM INFO  2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem module

proc] [Enter]

[CNEM INFO 2022-01-06 13:37:15. 000621 ] [Administrator] [8] [Cnem AsyncMsg BizNem
Proc] [Enter]

[ CNEM INFO 2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem run][Enter]
[ CNEM INFO 2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem run][the
current status 20 and msgtype 1]

[ CNEM INFO  2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem send acl
request to gateway ok]//&Ki% ACL i&EREMIE (FI SVN ¥ %38 I )

[ CNEM  INFO  2022-01-06 13:37:15.000622 ] [Administrator] [3] [Cnem send status msg
to self ok]

[ CNEM INFO  2022-01-06 13:37:15.000626 ][Administrator] [8][Cnem send vip
request to gateway ok] ///&i% VIP 13K Z: VPN X%

[ CNEM INFO 2022-01-06 13:37:15.000628 ][Administrator] [3][Cnem handle packet
from gateway] [CMDtype is REQVIP]

[ CNEM INFO 2022-01-06 13:37:15.000628 ][Administrator] [3][Cnem parse new
netcfginfo] [Enter]
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[ CNEM INFO  2022-01-06 13:37:15.000628 ][Administrator] [3][Cnem parse new
netcfginfo] [DNS Server IP Nums is 1]//Mix#-M3R1E 1 4> DNS AR5 25 H#uhk

[ CNEM INFO  2022-01-06 13:37:15. 000628 ][Administrator] [3][Cnem parse vip info
from gateway ok] //M&MZRA VIP /55

[ WIC INFO 2022-01-06 13:37:15.000632 ][Administrator] [8][Get VNIC

iofd] [handle is 2648]

[ WIC INFO 2022-01-06 13:37:15.000632 ][Administrator] [8][Get VNIC

Handle] [success]

[ WIC INFO 2022-01-06 13:37:15.000632 ] [Administrator] [8] [Active VNIC] [begin]
[ WIC INFO 2022-01-06 13:37:15.000632 ][Administrator] [8][Active

VNIC] [success]

[ WIC INFO 2022-01-06 13:37:15.000633 ][Administrator] [8][Set IP and

MASK] [begin]

[ WIC INFO 2022-01-06 13:37:15.000633 ][Administrator] [8][VNIC IP is

10. 19. 15. 36]//fE# 1P Hutk(E 2

[ WIC INFO 2022-01-06 13:37:15.000633 ][Administrator] [8][VNIC mask is

255. 255. 255. 0] // ML TP HubEHERD (5 B

[ WIC INFO 2022-01-06 13:37:15.000675 ][Administrator] [8][Set IP and

MASK] [success]//#& B RN IP Hitk(E B

[ WNIC INFO 2022-01-06 13:37:15.000676 ][Administrator] [8][Set DNS Server
IP] [begin]

[ VWNIC INFO 2022-01-06 13:37:15. 000745 ][Administrator] [8][VNIC Init][set DNS
success]// BB EMM -+ DNS 15 5

[ ROUTE INFO  2022-01-06 13:37:19.000059 ][Administrator] [41][Route

set] [Begin]: [70]

[ ROUTE INFO 2022-01-06 13:37:19. 000059 ][Administrator] [41][Route set][Before
set route print the routetable:]//¥# A\ VPN &% 2 Bi 4T EN#S H &

[ ROUTE INFO  2022-01-06 13:37:19. 000060 ][Administrator] [41][Route print
begin

[ ROUTE INFO 2022-01-06 13:37:19.000068 ][Administrator] [41][Get best route
info] [Ip :10.19. 28. 254 Mask :0x00000000 Nic index :10]

[ ROUTE INFO 2022-01-06 13:37:19. 000068 ][Administrator] [41][gateWay

info] [Ip :10.19.12.120 ]

[ ROUTE INFO 2022-01-06 13:37:19. 000069 ][Administrator] [41][BroadCast Route
Judge ok][DestIP : 0xff0f130a]

[ ROUTE INFO  2022-01-06 13:37:19. 000069 ][Administrator] [41][Cleanup VNIC
related route][Success]//HEiB MR IH KL K B4 H

[ ROUTE INFO 2022-01-06 13:37:19.000084 ][Administrator] [41][manul inner route
info] [Dest:0x2e0c130a Mask:Oxffffffff NextHop:0x240f130a Iflndex:13]

[ ROUTE ERROR 2022-01-06 13:37:19. 000096 ][Administrator] [41][Delete route
Failed] [ErrorCode:0]

[ ROUTE ERROR 2022-01-06 13:37:19. 000097 ] [Administrator] [41][Delete Unsafe Route
Failed] [Line :787]

[ ROUTE INFO  2022-01-06 13:37:19.000097 ][Administrator] [41][BroadCast Route
Judge ok] [DestIP : 0xff0f130a]
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[ ROUTE INFO 2022-01-06 13:37:19.000097 ][Administrator] [41][BroadCast Route

Judge ok] [DestIP : 0xfflcl130a]
[ ROUTE INFO 2022-01-06 13:37:19.000097 ][Administrator] [41][BroadCast Route

Judge ok][DestIP : O0xff3flfac]
[ ROUTE INFO 2022-01-06 13:37:19.000110 ][Administrator] [41][Set manual mode

route] [Success]
[ ROUTE INFO  2022-01-06 13:37:19.000110 ][Administrator] [41][After set

route] [Routetable:]//yEN VPN B H1 )51 ER % 3%
[ ROUTE INFO  2022-01-06 13:37:19.000110 ][Administrator] [41][Route print

begin

o TRAIEM T, UniVPN Hics% INFO. WARN. ERROR =/MEAH &, W52 id 5% DEBUG 2% 7t H
+, T EAZ M UniVPN BLE SCHF “sysconfig. ini”
[GLOBAL]
ClientName = SecoClient
ClientVersion = 7.0.9.1

ClientCustomized = false
ClientLoglLevel = 1 /BN 0, DEBUG 2% %) H <1l 5%

1.5.40 UniVPN #0 SecoClient 27 e [EIRT{F

ANBE, W PC f£7E SecoClient, 223 Uni VPN Bf <=4 312K SecoClient . WIS EIEL SecoClient
JWUE F 2 E1%K SecoClient, #EA UniVPN 25 7 g tH B o) R

1.5.41 ¥TF UniVPN g] PC E#H1IRE

1. AHALH Tinux REWRIFIESHBW T 5, =FEVPN RS TLEEE, TERKREHE
VR E L E A (/ete/profile)

o Error found when loading jetc/profile:
jete/profile: line 36: syntax error: unexpected end of file

As a result the session will not be configured comectly.
You should fix the problem as soon as feasible.
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1.5.42 B FPis FAQ

¥ T PCJiLH UniConnect & i fh, BRIEHL A ®IEHEH 134T 10S [ Android 41 2 4t (RS Shh % 7 Ui o

FRER
*  FRELIOS #AERGIRA KB SR /- b

JiA—: FTHF “APP Store” APP, {2 “UniConnect” F-B%, HIR] FEEHIRA
ff] UniConnect iOS RAZ /' 5 o

®  3REL Android BfE RFRRA MIB SIARE P b

FR—: TEHIT TSI APP, #Z “UniConnect” 7B, HIAI 58I
] UniConnect Android AN 7 ¥iit o

A&
FEhR UniConnect % = Bt H HIT{X SCRFEE L SSL VPN 34,  FARSCREIINLAY SARAE R G RUAR IR -

7% 1-1 #EIAR UniConnect & i X 15 AUH B R BRME RGERR AN

BERS iOS Android
ERBERSR | 05105 10.0 ML _ERCAS . S HF Android 5.0 & DL FRR A
piN

XRHRERS ® iPhone X

® iPhone 8/8 Plus
® iPhone 7/7 Plus
® iPhone 6s/6s Plus
® iPhone 6/6 Plus

® jPhone 5s

® PadPro

* iPad Air1/2

® jPad4

® iPad mini 2/3/4
XN ERRS | - e 720%1280
P e 1080*1920

® 1440*2560
® 2160*4096

BEIR UniConnect % /B 9 T RE LR I <«
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