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SSL VPNERE [GEX=E teat1
| B FXERE 2z Tt =
@ SSLEE (Eesily FENEE P v i IR0 5678 | =<1024-50000-3%443
o #7: ARIAFEERE, EEREEeR . EREdesn
N R #a@ wn.Ic.com -
« fIETR AAME
v O Signs BPERCAILT detaul v | BBl
. R FHMEAR® — NONE - .
- - - =
. g W NONE
DNSHRH 25

7. A CLI %G, #F AAM DAFEIEALE, display this BHEIZINIEEE SHEE “new-—user
deny-authentication” FCE, WRAFETE, AT “undo new—user” HHFRFTH P I UELE IR FIAC
=

[sysname]aaa

[sysname—aaa]domain default

Info: The domain default is for common users.

[sysname—aaa—domain—-default]dis this

2021-04-12 15:05:35. 600 +8:00

#

domain default

service—scheme webServerSchemel530599131778

service—type internetaccess ssl-vpn

internet—access mode single—sign—on

reference user current—domain

new—user deny—authentication

#

return

[sysname—aaa—domain default]

. B3 AD/LDAP k%545, SEMPRBEELEGEMT “HBRERLIELEL” , WREH,

prik= it

.
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[P i [ S|
EEHE RN
EEss | EmemEsmEL | come | mrsEs
R (f)aaﬁﬁ&l@a [mn | swivEs | =BT
FFEREW):
huawe 002 | |@hw.:orﬂ v|

BFEREWindows 2000 LB (w):
|HW\ ||- [ |

[ srmng. | | smem. |

[ Bt Ny

e FIEIE(O):
[ BF @R maemg
[ AP TaEd =R
[ &gl
[] AT iEhn S e

[dadar ]
® A
O 2 RBE): ‘2018:’:& 85 28 B |

m|>

| m= || m || mEe || mm |

9. MBI BAIEEH metric AT AT 1024, WHRKT 1024, B HOT N HIF) metric
8.

su ?on@suagn os:~/5%MHS route -n

/(
ZIES TR & H= 5|8 ﬁ‘i% #O
10.18.11.254 0.0.0.0 UG 13392 0 enplso
0.0.0.0 255.255.255.0 U 100 enplsO
10.18.11.254 255.255.255.255 UGH 100 enplso
0.0.0.0 255.255,0.0 U 1000 enplso
sugon@sugon-os:~/5RHS sudo route del default gw 10.18.11.254
sugon@sugon-os:~/5 ES sudo route add -net 0.0.0.0 gw 10.18.11.254 netmask 0.0.0.0 metric © enp1s®

su on@suggn-os:-/iﬁs route -n
22 F

A 1P
03 2P F M & BH= 5B #E8 #0
10.18.11.254 0.0.0.0 UG ) 0 0 enplso
0.0.0.0 255.255.255.0 U 100 0 © enplsoO
10.18.11.254 255.255.255.255 UGH 100 ] 0 enplsoO
0.0.0.0 255.255.0.0 U 1000 0 0 enplso

sugon@sugon-os:~/SMES []

1.4.2.3 AP EEBEIXE LR, FHEER!
PG HHR

£ UniVPN B0, MM P A LUE, Bdr “8x7 , /RaEE M/ ERidii s -
HMHEER! 7 .

O == X
B PEEH D AR LR . EiREE!

i85

ArREIR A

1. Z4H SSL VPN FELG ] B 232k 38 R 400 W4 S S 6 1 5 K R P 8 = TR
2. MMM H T ALK SIRE, HizH P B8 RAELKEH CE R ER.
AP
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“EiPiEra

1 HFEAME: SSLVPN

o JRIA 1 [ R E A SRR T
B ERIN e, kR ML > SSL VPN > SSL VPN” , Bk xR e Rk, K
B OZEIN KR RIS EE R RS A R, WRASE, W E .

SSLVPNERS

| &Axms
= SSLEE
v HER
- P
=
. HRE
- ErEE
B REEAS
S MACIATE
B it
v B A
« LOGOEHR]

* PIETImEEH]

R
S]]

B

juz=10]

AP
FFIRCALED
ERHAERT @
AL

DNSHRS&
EEDNSHRS S @

FIEDNSHRSE 2 1

REREROE @

test

it A #ZH
GEND/3 v * WO | 6528 | =1024-50000=3443 ®
1B ARIEAFEFRE. FERAETZHR - [FETTHR]

default - | B
—~NONE - -
default hd
"
@

{7 EiEREROSESETHANTE

443 =1-49999=
B 10 =1-40=
R TR 0 <} 55

T BUREAS S RESHRER AT

T — PR STIE R B E

o JRIA 2 MR RUE L SRR TT i o
REIZH P RO RAE LA H B, WERR IR H SSRGS, AE iz A i i KAE 2%
o H

&2 SS5L VPN

SSL VPNERE

| &A=
= SSLmE
- B &E
- R
v O sREe
. s
. wEE
S REERER
S MAGTE
By iEHiTE
v B FEEh
» LOGOEH|

* PECTIEE

Rz
%0

el

#E®

kil
B FRCAIET
WEFMER @
A

DNSHRFH 28
BHEDNSERGE @

FIXDNSIRFEEE 1

BERERDS®
el
BAHERARS

test

it #H=A
FihEmEPME v 1111 © 0 6528 |=1024-50000-gH443 @
2T ARIEAPEERE. EERATEEN - FREZesm)

default v | B
—~NONE - -

default b

@

12T EpERER OS2SR ERArTE
443 <1-49909=
5 <1-40>

10 <1-55=

L RS S AT RRSHAERA T
T — SR AR R

1.4.2.4 MEIRRBEIKRY

e b

Cee JHEE
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£ UniVPN B, MR AAEM LG, Bl “8x7 , ZReEE “MEY AL
y—\&! ’” 3

O == X
I R B Bah sk mr !
TRE
IR A

L. YHTRE AL e 2847 R sttt 4 TP Mkl A 52 .

2. REL G284 F & g TP 23 Fie 5 KON AR S5 2 3 R,  AH VG IR AR L B IR 55 2R AR AR 5 .
REDR

1. ¥T9F CLI #=#l4G, HEERIMNR service K], F44T display network—extension [ip]iE4%r

MY b R B A e . a0 R e bk e 5E, ARIEL S T, & M i

b |eiitha obs k| O E- U =1

[sysname—sslvpn—service] display network—extension VG Network Extension Information

Network
Extension State: enable Keep Alive State:
enable Keep Alive Interval: 120 (seconds)
Log State: disable Point to
Point State: disable VIP Method:
net pool assign default net pool: 3.3.3.100 Route Mode:
manual Intranet IP/Mask: 3.3.3.0/255.255.255.0 Intranet IP/Mask:
192. 168. 1. 0/255. 255. 255. 0
Virtual IP Pool: NO.
Start—IP End-IP Mask Alias
1 3.3.3.100
3. 3.3.200 255. 255. 255. 0 3.3.3.100
End
[sysname—sslvpn—service] display network—extension ip Client IP
Allocation
NO. User IP Time of fetculmg 17  ————————————
1 usur002
3.3.3.101 2021-04-16 09:31:56
Virtual

Gateway:sslvpn

2. WIEBRAC & RADTUS ARZSA3AIE, H MY 2 P 1P Huhik 7 Bc 77 =CHC B A A5 AR 55 25 3R EL
(network—-extension external-server) , X} 72 AL E RADIUS #ZALFR .

[sysname—sslvpn-service] display network—-extension VG Network Extension Information

Network
Extension State: enable Keep Alive State:
enable Keep Alive Interval: 120 (seconds)
Log State: disable Point to
Point State: disable VIP Method:
external server assign default net pool: 3. 3.3.100 Route
Mode: manual Intranet IP/Mask: 3.3.3.0/255. 255.255. 0 Intranet

.
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IP/Mask: 192. 168. 1. 0/255. 255. 255. 0 ———End[sysname—
sslvpn—-service]

[sysname—aaa] authorization—scheme radius [sysname—aaa—author-radius] dis this 2021-04-16
10:05:35. 720 +8:00 # authorization—scheme radius authorization—-mode radius # return
[sysname—aaa—author-radius] domain default Info: The domain default is for common users
[sysname—aaa—domain—default] dis this 2021-04-12 15:15:35.360 +8:00 # domain default
authentication—scheme admin radius authorization—scheme radius service—scheme
webServerScheme1530599131778  radius—server radius service—type internetaccess ssl-vpn
internet-access mode single—sign-on reference user current—domain # return [sysname-aaa-
domain default]

1425 FHRERM!

REHR
£ UniVPN G5 FHm, A AR LLE, fd “8x7 , RaEE “THmERw! 7 .

a Ch\Users\june\AppData\Roaming\SecoClient\bulletin.html - ¢ EE. P~
2 =ieEEs LT

EMHBNATFS T2 BR. Xugrammishin—LyHs!

L BRA Bhimts e e
ERSEFERTEESARE, TesmhRiEss:, FRxMeiidsmats ReeEh.
MSTSC

" EeR A

FEALR LS T AU B IR, AR &2 BT R,

g2 ]

AR S AU 285 2 MU 1 T TR s R g .
1.4.2.6 %5212 [l A5 EAT !

IE IR

£ UniVPN B AT, MNP SRBEUNE, Hd “BR” , RES% “BluR Eim R
B,

Mg

ig »
& SR B RS 6 !

i |
WREERA

TSI A2 40s, L IEAS I A E )5 & P b S 28R RGBT
Rh3E D B
iBH UniVPN, #RJ5H ¥4 JF UniVPN.
1.4.2.7 MunEERA SRR ER R, 15 D)2 ] FERE E R S il
BTl 757
7E UniVPN B340, MANH P 2MEWMLE, B “8%7 , KRAEE “YInEEA SCRrus
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BERIERE L, VB PSR E AR S R .
O == X

| SANEE T EREREES, FHiMREREREEEAEE!

5

" EeJR A
L fEdk5 SSL VPN b2 H, &3 UDP £RMHR SC, PRI G S PR s i ml 474 . Wik gl 2

B KBGO SL, PR PRGBS E A DA S . R RAE, UiPHIZ UDP BEREANIE, PR R IE TCvk
.
AEFEB IR

1. UniVPN i “ H@E N 85, 1ENImE Sk pk . PURgE ok r, @ik~ Rk

SR

O == X

SHES R

|+ *
EiHEE:

TiEfed it

[11.11 % @O [443 * @
REEEL :

[t fE | ®
A

I E AR,
S

e | e |

2. HEEBH KBS R 22 406 ms, REBUT T &5 VPN WS¢ 2 (B 57 UDP PRs B B 1 20 i -
3. KB KEEANZE R AAAE NAT 15645, WSRAFAE, TFEFXS SSL VPN [ TCP A1 UDP ity I 43 1A
NAT Wi H 224 S AT X5k UDP i 1 NAT Bgtiss, Global ¥ AT Inside ¥ A 40—5K .
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143 XRRIEB AR ERENES

1431 HAB B IES

e b
TEREPA SR FE BYGERIE UL R, 7E UniVPN B S, B POE- B, Jevkdk 8 7 i

e+

EE: | 1019.12.121:443

a: [+ ] s

P

| % l

AR R
FURA R FAE “#PIE” WA RS “Digital Signature” (HFE4) .

sk 5
HAER LR

BT ) [ <iE -
Fi I=] it
EHEFH% june, ©on, on, ©n, cn, oo
[=] 4448 FSA (1024 Bits)

= Digital Signature, Key ...
\ii||Hetzcape Cert Type 55 E iR B {RETE, SHIL ..
Netscape Comment xca certificate

Eﬂiéﬂﬁ Subject Type=End Entity. ..

5| R TR de ce 37 o8 45 0d 5a 46, H

-

Key Encipherment, Data Encipherment (bO)

Digital Signature,

(EELE. . | [ERErFo..
TR SRS
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JeED R
HOB I AP A A e

(1] B8

IR AR S5 de A SRR P B2 RE ST HE S, & AN B 8T 4
FBEAIBNIESS, BRR i AR RR BT A e, ATRER RS AT

=3

T

RESIES:

R ARG 28 SRR T2
Ja TR DA R TS
FEmEWR FEERhE A R Y RITHFERRIERIAIE
USGE000 V500R005C20SPC500 M LAJE A | ANSCHF
USG9500 V500R005C20SPC500 & LAJG A | ANSZHF
USG6000E V600R007C20SPC300 M LAJGhRA | AL
(SPC301/SPC 302 iR A& 4
Eudemon200E-N | VS00R005C20SPC500 & LAJG A | ANScHF
Eudemon200E-G V600RO07C20SPC300 M LG A | A k:
(SPC301/SPC 302 iR A& A1)
Eudemon1000E-N | V500R005C20SPC500 A UG hiAs | AN
Eudemon1000E-G | V60OR007C20SPC300 % LAJG A | A3 HE
(SPC301/SPC 302 R ASF4:41)
Eudemon8000E-X | VS0OR005C20SPC500 M LAJFHRA | AN
SeMG9811 V500R005C20SPC500 & LAJG A | AN3ZHF
NGEW Module V500R005C20SPC500 M LAJGRRAS | A2
USG12000 V600R021C10 J% LA A XHE
USGE000F V600R021C10 J L5 i A X
Eudemon9000E-X V600R021C10 ¢ LAJm it A R
Eudemon9000E-F V600R021C10 ¢ LAJa it A XHF
Eudemonl000E-F | V60OR021C10 J LA JF A A SCRF

1432 %R : BRRPIEBEIEEE, HiRESEIER!
BEHR

fE UniVPN B g 54, @HEH e, B “&x%7 , RGubdrn BN IERRIERE, EiR
PEAERER L 7
O == 3

I A PEREETRE . FRESERESR!
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2. ISRy BRI RS, BAEHERAER.

3. B kB ARG [A] . IFIX,  ANE PR A RO L A

4. FIPAEPS BT KESBCE R CRL GEEF M52 5 0CSP (FELIEFRIRASUO M.

JeED R
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iER

B i3S |ERRE
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ip EBEE

Windews REEBREER, FREBETES-
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fiik#:  JSCIQ_CSF

T A SR LA

THIETRFRER

Harmm =0zl o12f o7 P zozes o o1zf 0T
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W
B i3EEE | EPRE |

g EBER
Windows BHPHBEE, REREZEHR -

Tk s =53
fAg . JSCIQ CSF

Ha U aoztf o128 7 F ooeel  12f T
? FEH—SEE A EAIFLER -

fift ERAA 2)
TRAFEAENER
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W [5m]
B i3EEE | EPRE |

g EBRER
Windows RREBRER, Tkt -

ke ===

fAg . JSCIQ CSF

Ha U aoztf o128 7 F ooeel  12f T
“? FEH—SEE A EAIFLER -

fift ERAA 2)
TRAFEAENER

4. FERG kISR AHCE 7 CRL 8L 0CSP, WHR, BUMZECE, WERUR.
1.4.3.3 27~ : TAUER!
&R
FE REA I 56 SR FHAE BB R E (0150 R, 7E UniVPN B 5LH, k8B s, sl <537,
RGteR AERM”
O == *
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f5E

H]RE IR A

Lo AL SSEBIAE “ i 7B BB A ER, SN PSS %48 W IEH 3R T
HiRFH P 2ER.

R SRGRE T AN IERFA R

. WIFIR S H SSL VPN #: A3 5.

4. B RA B B & R

5. SSL VPN % B b T WAL AORAS (HRPS) , Tfj SSL VPN A SZHFE & 4% L33 2k,
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w DN
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MFARSZILA E ARG, NAT Wb PR SR SCLA 7 HhE 364, ARSI s 10 VPN $ R 75 B0 AN
WoCHomfR = B2, MXTE . Kk, VPN A 5 i R G0 #0151 & B R SE 5 bE NAT Hil B ko
TEEIEE R R, XA 2ERT B 5 Sy i i — 2k,

A3 B

1. 7EREE R 0 R PR PO AR B B @R, Pt U ORI By . PR IE A%
N “PREEERE S I, B KBS EEIF S Local # Untrust (R A4LT Untrust [X
) WA S, SRR UCER 2 TR RS 2K A K UDP, 3 114 443, HIEMAR R, UniVPN 235G
DL “ PR A7 5 VPN 5SS SSL VPN B#Il; 4P s 37 I, UniVPN 286 gl
F “ Rl SR 5 VPN WS 257 VPN BEIE .

2. TRV XAMEME T £ A SSL VPN 5%, 78 UniVPN _F S B shE DR mT DARIIEF F i 3|
i 7 e BRI AR & VPN G, /b 3EIR .

e
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HEIPIER 1 HIFEAME : SSLVPN
O Fass x
s e, BB
L2TR/IPSec B NG
Issl *
SRS e
R L \
[11.44 % WO [443 * @
BEiEE
[EmEs M NO)

~ gnEz (D)
rExEgE (D

BiE—: EEEEEEE

s | wE |
1442 8RB IMNE, FTiEHBIAKM

bl &3
SSL VPN $&'5 a2, (HR2TiETi I AME S T, AW Ping A,
G54

REFA SC 2854 PR B B T 40 2 i B X B 4 i ph B

Web OB P25 FERT, Wi mr U7 [a] oy I R B A1) 3R Hr i B AT X B, 28547 e ik el A =X Ay 70 5 Ik
0 (network-extension mode split) ; WIRFIFRFEE—DEEZ NI, WEP &S HB
NFTEHE (network—extension mode manual) . fE CLI #&#ill4 FH#AT network—extension
mode full, AZE MY e B2 B MY & 2% i =8 2 25 i ph R B4 %
I, F 455 SSL VPN Z G Jeidvi i A M .

.
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HEIPIER

1 fKPERLIE:

SSL VPN

e
SSLVPNER S P BRI E Fr JssL Mt 3230 T AR TFIPRIFRL ihid, AATEHENREE |
BRI R 5 1
D RERET R
3 SSLEE
- R [ e}
B=F i ¢)
* [l R Fig iR EiENE @ 120 <10-3600-%)
v I #inke B AEIPHHLEE 10.19.55.121-10.19.55.125/255.255.0.0 STEEE— P
L= 1F =i 1170112151 14010’1"35:22‘5:5 255 255.0
. EEEE ) 10.10.1.1-10.10.1.254/24
2 BEERmS R FaRHEE
e MAGHE fer B AR S SR A AT - EFEMERT . EVEERE—FFLIRM . ShEEREH-
ER
B ppie 15 R 15
v B A DR AT R E B BB A o MFFEE AP BEREAP RIS
. Locossl Bl FRgintemete
=
- AEEEEH Cane O C B3
IPEIER FRIRS iR
EHILFE &m 50 v

AEIP IR

TR R e it A Oy T i i, o e 28 9 ey, ANAE VT A1 458 52 (19 VPN A R4 Y

Bt B, & VPNREIE, UimHEMEBL (A, AE VPN fEiE.
1443 &% BHEEITE%, HFEHMER!
G HR

UniVPN Bk pih, Ja17— B, RGEE “EHont] M, wWERHER! 7

O == ¥

Ewiaw T, FEHETFE!

i85

AR

1 EE O R T 2.

2. MPES 2L Al REIN TR 42
AEE DR

LB VPN RISR, k#F “lifz > RGHE” , RERERERE, #eL 088 aiir s

HIF P R IENE.
2. Fo B HE A e I I IR, DA 44 R e B Th S S 5 TF A
1.4.4.4 $27~: Fo/REN VPN &3, VPN BRFB=20ge o 230k
ISR
UniVPN B35, TR 4Rr: Jouasr VPN 3, VPN R4Sl fETiE 53k .
O == X

FEEIVPNESRE VPNARS SRR EFE

T#5E

B
HBLELR , MR t % i -5 0 S st P s S04 A 2 2
SUSER

TRYITE BB AR A PR A &) http://www.leagsoft.com R4 #4k: 400-6288-116
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1. 1 M\ V60ORO07C20SPC100 JF4f, 4G THHL T ek 258 B REALLIM OC IR 55 I S0, LGNy R 400 %4
KN BB R SR B, M 10781, 2. 327. 1231 K2 JERRA K UniVPN 4 f 1E
RN O

X 10781, 2. 327. 1231 Z R HIRAS, AIZER RMF 4T v—gateway ssl weak—encryption enable
7 A B R AP0 5 55 % B

2. 25 Y SR [ 2 A S50 e B A P (R 5 s, BBk oR, A HAEFTEN W Fidos:

lopen gmssl lib C:\Program Files (x86)\UniVPN\serviceclientilibgmssl-1_l1-x64.dll, failed, reason: 126
[[SSL Create failed][load library 2 failed]

— A T D L A n) j S 30, R R % Visual C++ Redistributable for Visual Studio2015
FBN LA RIL ] RL
TR T EEHE: https://www. microsoft. com/zh—CN/download/details. aspx?id=48145&from wecom=1,
1.4.4.5 &IFMN AD 8/, SSL VPN A FIEA—ERRT A R L%k
7 &)
AN AD 3k, SSL VPN F AN — BRI [A]Jm S 2k, AN AD 38, A& Bl 4L .
AR R U R .

o [ikim LREHEZIHF F&idx.
X EEEHP FT&ICRERWT .
HEF M[HUAYEI] di=play aaa offline-record u=ername wuser-—nDame

2020-09-02 11:46: 34,218 -03: 00

Uzer name » teztO0l@domainl
Domain name : domainl

User MiC D=

Uzer accesz type . SS5LVPN

Uzer IP address : 10,0091, 89

User IPVE address D=

User ID : 65915

Uszer login time © 20200902 11:44:27
User offline time . 202070802 11:46: 21
Uzer offline reaszon . User request to offline
Uzer name to gerver o test001

fEF S BB M N AL IS T

RN TR R B A BR 22 5] http://www.leagsoft.com RS HZk: 400-6288-116 26


http://www.leagsoft.com/
https://www.microsoft.com/zh-CN/download/details.aspx?id=48145&from_wecom=1

LeagSoft UniVPN ZZ i
YEIERE 1 BPEAEE: SSLVPN

HEP_5[HUAWEI] display aaa offline-record username user—oame

Uzer name : testO0l@domainl
Domain name : domainl
Uzer MAC 2 o
Uzer acceszz type . S5LVFN
User IP address : 10.0.91. 89
Uzer IPVE addressz 2 =
Oser ID : BBO1G
Uszer login time © 20200902 11:44:28
Uzer offline time © 202040902 11:44:21
Tzer offline reaszon . Delete backup user
User name to serwver : test00l
e UniVPN EF%EI TETﬁHFT%%E’JJ?IE%}S‘iTJ%WJE%T%
FRAME fy )
‘r‘?cf“ 020-03-02 19.000334 550 (65536 ;\:1 »:v.v.,:n; :\) tv(10:0) a9
FRAM 35 H AC

. E{ﬁﬁkiﬁim%ﬁﬁ%ﬂ Fib, FEFF g2 i, LAV ARH 2 ) CUT REO ik,

HRP_M<HIAWEI-diagnose> debuzging swm error
Sep 14 2020 13:15:49-03: 00 FGSTHAOO-01 CM/7/DEBUG
[UCM-M5G] MSG Recw From: (taskName=LAM, Code=ESAP SRV _MSG_CUT_REQ, Src=0, Dst=—1, Slot=0)Webfuth: 0x0 ¥rf:(Reason:29 Vlan: 0 VPI/VCI:0/0 AccessType: 0TimeoutMsg: 0 Mac: 0000-0000-0000 IPY6: IP:10.0.91.28.
Sep 14 2020 13:15:49-03: 00 FGSTHAOD-01 CMYT/DEBUG
] g8 R A

B EIRBLG, KBRSl Ty ks ERINECE T SSL VPN A AD H 5 8 kI RE (2235 ADSSO &
i’aj AD lR& 28w AaHE) T
L3N AD 35, SSL VPN PN RSG5 it EEE#R AD B ) S HEAT UG (LI AD J4% 1l 4%
zﬂaiﬁéa ), NIEIEISJE, SSL VPN F P LERS K3 12k, SSL VPN F P & pli. 4
ADSSO [fi] AD I 4% e 3R E 222 H & (N Z5 42 SSL VPN K-SR, 1P Hubk (Xt Nk &R, D) J5, ¥
Za HERIBE R K, B kSR HERUCEILH P L&, it rEmigs T, FH
—AHF (FA—ANESX R R —AN L 1P 2P IRTERG K 28, Z—IkJ& SSL VPN A 7 5k
IHE, SSL VPN H AR G ERT kol B 4:, 55 U0 M7 KIEAEAT ADSSO KIkH %24 H &5k
P 2k,
{5 KEEA S LR s, B KES@ENT ADSSO KiE 24 H BB P L&, ¥ icaE
231 SSL VPN FI i T 2k«
KD R
L iEFIADT KBS FRBECE T AD B S B R INEE (4235 ADSSO £ if] AD IR 45 %4 H &) ThiE,
R, BRITESDE. WK ARE AD USSR IIEE, 1EI R BB AR SR TR,
2. TER K BSHCE IR NAT RS o
3. EFXF SSL VPN 8 SR iR 55 4 N UE S PR i T B R NAT Skl . Ao 5, SSL VPN H P i
RS 4% 2 A BLEAC B AD 388 oA e HE, KA P RE 1P il A2 SSL
VPN $£-5 3R1GREL TP Hhhik, T 2B KBS Ez O TP shhik . IXAERH KBS BT ADSSO K2 1) %2 4
HERKH P LR, A2 mi 24 mLki) SSL VPN H P i F 26

a. JEFE “IEEE > NAT SREE > NAT 5RH&”

.
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“EiPiEra

1 HIFEAME : SSLVPN

b, B “HrE” , BoEIE NAT SR,
215 SSL VPN FH P i el bl 4 10. 2. 0. 0/16, AD 34 22 p okl 4 10. 10. 10. 3.

[ThEES+48]
E=2 SANT
fad
R i FE R AATE
NATZEE @® NAT NATG4 MATE6
A, (R4 T
RtiEE IR AR T
Efidea
FReE EEFERRED v| R
[Elipeasd [OR=:c S fuyc{m|
B EENE R v| B
Fimt @ 10.2.0.016 %
Bttt @ 10.10.10.3 x
BE® TEIEETHA RS
9= e g )
Rt Mtk A A @ L#EOMh
g}iﬂﬁ%ﬂ%mﬁ&?’&ﬂiﬂﬂx—ﬁ! TNBE TS SRS R EE, B
o

1T AREREIRFEENATLS . EEGETEHM- FREmesm)

1.4.4.6 1% SSL VPN MEFRR AL ICIMEL f5, B F?ﬁiﬁiﬁl‘?a&ﬁiﬁ'ﬂﬂﬁx

B g R

WNERR, MR NECE “ TRl . R R A BRI Ao R B

“ 9 > 3 N [ N SO N
10.253.1.0/24” o M NRIFEHL S G, ToiE DT RGBS B 10. 253. 1. 0/24.
O FxmE P RIRRI TS Pin i EiietE . M\ SSL VPNRERENEHIPIL: 35 THTEET PRIRRIESH2ERD AFE
EihElreEE R R Rk A B,
@ ssLmz REFHYE
© it iaE iRitEE [ o}
ERERR® 120 <10-3600-3)
O Fsair AIHEIPHEEE 192.168.202.1-192.168.202.254/255.255.255 0 STEIEE Pt
112 B EEES R
O rEEmms 10.10.1.1-10.10.1.254/255.255 255 0
10.10.1.1-10.10.1.254/24
fliil s Fahia st -

WREERA

%%zgﬁﬁﬂiﬁﬁﬁﬂmﬁw;’iégﬁﬁﬁ.ﬁﬁfv TEFiE T, BIERE—5F THHH, TNhEE
HF o

o i ial P el fed B2 Sl 2%

IR T AR I el R
Bldu SeaRs =it FEmn

ELE . FPRETRIERE

C#E omes C Rk
PR 1PFIEE 10.253.1.0 . P
FRHES 24 3
17216130 E
R AHRER PERRRT R EERABEEEN - [HREEE]
H1% 1 GO
: -8

L ERBLG, KB T B AT [ i T A 2155719 X B ¢ £h 3 380

KL ER

1. fEA5GIAT route PRINT iy K A2 5 AL BTG B 1o R ANAFAESRAT IR 80 3R,
UL SRAFAE TR R AR IR SR SR TAREIT

.
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C:owIsers’\XXX> route PRINT

IPvdiE B
HEhiE m
F i B 1 F 45 48 Fd = #0O =k 4
0.0.0.0 0.0.0.0  10.174.104.1 10. 174. 105. 158 25
10. 174, 104.0 256, 255, 252. 0 1z b 10. 174, 105. 158 281
10.174. 106. 168 266. 256. 252. 265 Tl £ 10. 174. 106, 168 281
10.174. 105. 255  255. 255. 252. 255 1ziitE b 10.174. 105. 158 281

2. WM NP B AN AT R ERCE 7, HigMBR G EE R AR B
R op, WMARRCHE 1A, B MBESA O EE A AR MBSIR B, ERATE
HoLIg.

3. WP, MPATEE 1, BB S R AR BSIR
o REATEE 1B, AR T e B AR i k.

O FEmE

BEERIE

© ssL i C#z Tws C Rz Q EH A BE A =

© inmiEs aE Lt | ERi | omE |
default 2 jdefault [eliEdr ' Z

O RairE e — ”

© resuAs JE—— P .
BRI Fapsme: - SER - |

IERRE AR S ERA AT - 1T
%ﬁﬁ'ﬁ ZLERE-FFTRE. TNEEENAT

=35 A FIF Bl | es |
G2 f7ms _‘_
PRI FRRB
172.16.13.0 255.255.255.0
H15

- 5]
4. FEF AR W AT i Y R B

R PRENIE
@ ssLmE Csig o mis C Rigi | Q 0 me ek i
© LEmiaE RE Es AL | wmE
deteult 2 deraut R TR Eq
O FEy R r— %
O reEwms J— - .
i FaftEEst M SE| - |
OEHRERERNFFRS SRR A TS 1F
%ﬁiﬁ,iwzmﬁ—ﬁizﬁmgém&ﬁiﬁ
: | = |
i A FRE %
IR bt ‘ Py |
C#i@ T mes =
PR FIRHER
10.253.1.0 255.2566.285.0
172.16.13.0 255.255.255.0
O - |
#25
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5. P BTG R SR A A, KRR LR T 7 P B R R B, 4
A B T 7 1 2 0 L

IPv4is B &
EEhEE M -
FA % B 47 Fd 45 $6 15 ZES #0 ool
0.0.0.0 0.0.0.0 O0.x. ®. % O0.x.x. % 281
0.0.0.0 0.0.0.0 17.1. 1.1 17.1.1.2 271
10.253.1.0 255. 255. 255.0 i L 192. 168. 202. 4 1
10. 253. 1. 255 255. 255. 255. 255 TEHEEE b 192, 168.202. 4 257

1.5 SSL VPN & Dl°&1812E 9]/ FAQ-V500R005C20 #[
V600R007C20

AT/ UniVPN % 3 20 2 N B K B5 45 4% V500R005C20 F1 VEOOR0O0TC20 A7 DL IS B A i [ 5
DL 200 8 FAQ.

1.5.1 SSL VPN aR{R] LI —/ Nk S 22 AL [E] B & 5%

SSL VPN ZSLHl—MNKS 2 4RI B SR, FTEREMARLTT
L. TERVEEH g, ik “ 2 NRRER. Zk5583%” .

& A X

FAFiEE sslvpn :
it
[Hijcayz g Idefault b&4%]

oA RRHER A T RS R
5 ZRNTRESRERLAE PR SSRRTIPEETH
FFEF A AR TR A

KN =

2. AT E A
[sysname] user—manage user sslvpn
[sysname—localuser—sslvpn] multi-ip online enable

3. £ SSL VPN JESMSCTITE “ A — DMK SEZ LRI 5% Thge.

\
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SSL VPNE & =t test1
| ‘mxes 2 e s
 SSLEE Rt FHEEBIPME v 7101912120 | 0O 5678 |<1024-50000-443
m\ 17 ARIRER REARELNE. (LS
M =R =10)] www_lc.com
» IR TR HFAGE
v O EigEs FFRCAILH jsciq_csf.ert v | BEif]
. kT EHINER @ ER -
. EEEE RFEEFR FEF-CN (Common name) hd
HIHEFR B v
R AEEEA A EH-C Country)
S MAGIAIE LATES: default -
o DNSHRS 35
B EhuE EEONSIFEE @
v B FIHEONSIRSE | ®
* LOGOSEH) BT EhEREROSSSEHERAATS
* REmEE BEEEROS @ 443 <1-40999=
BAAPE 10 <1-40=
BHAERAPE %1-15=
BT BUHAAN SE M EREBHERARTS
| Enu— i kStsnEnEs |
£
4. tnATICE 7 A

[sysname] v—gateway testl
[sysname—testl] security
[sysname—test—-security] public-user enable

1.5.2 EEMINRE AR B ERIR

L. %5 o AN R (0 IR 55 45 16 A Th RE 22 57

2. VPN JERRJR AR 2/ i T R IR AR TR e R IR OGS 75 Bt B IE HE%%%THHEE%@F&
BEUR, AN SRV 1) B BEUEARE B b A5 S E N VPN BB (E R ANTE A (A IR N, 02
BRI EFFROL

1.5.3 SSL VPN iIEFIAIEFERX IR =

1 2 m CAMEFS SCRFIEBE 20, ERCER, HEREE LRPTE CAIEHikh.

2. %o CA UEF AT A 2 A RIS R I CAAIETS,  LSCREASRIARAIE 1585 A i I 45 4%
N

3. HPERIIH P 47 BT LA 4% (W “Fang Datong” ), {H/RGREELE” FIIX P FhREIR

= Sy

THEo
4. WAL, IEBASBAT &0, TR BIE T R s L P 3 A% 5 CA
EF.

.
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5. A R BE 4L ﬁ%ﬂkﬁﬁwﬁﬁiﬁaﬁﬁﬁﬁ)ﬁmﬂt T A P ity A0 W o 2 A e
sy, 2 Ik A AL AUN. pl2. . pem (FEEHD B pfx %K.

. 1E%E%LL1E%TEFAZ?ESE5'AEE SSL VPN A P By o UEFSHRAR IR T 15 FIE 42 B 7 BOR 56
IE SSL VPN F P 54k, 3 455 A H B AR 2% 2 PRI A IE SR 4l B 3611 FH - 5 43

1.5.4 SSL VPN B8 X P& im 48 xE

V100R001 fRASF1 V500R001 i AR IIAS 7 5

V500R005C00 Jift A SCHF HEA R XS SSL VPN I 77 83 ) MAC M bk #EATIAIE. MAC IAIERT  H HIFE
TAER A AR B R A A IR AN, BRI R & mes K S ANTBEE Ko

1.5.5 EimPh A IE e X35 SSL VPN Al 5%

USG9500 &y 3t B K % 845 AL VB00R001C50 iR AN 4537 £ SSL VPN Thig, fELLZ BTAIRRA (540
V300R001 fRA) ASZHF SSL VPN DhRg

1.5.6 ZnfA]fsE A XCA HI{E & UE B FA IES

1. ZIEXCA T A,
Wik “setup xca— 0 6 4 exe” , —HBH “T—327, HEZENI.

— e —

G Jisetup xca-0.6.4.exe | J

2. BATHERY
a. By “JM > BF > xca > xca” BITREF
) Bt »
- {T) Microsoft Office »
49 XHE » ) Powerword 2006 »
g e {7) Shiva Access Manager ¥
B} 53 () 4 ) Mercury LoadRunner  »
- BERQ » (7)) RealvhC »
) QuickTest Professional »
Q,’ ”mﬁ(ﬁ) @ Huawei >
] EAER... {T) OpenSSL »
."j mmaw# ’
@ xnw.. | & uonsal

e
ey - -

b. ¥ “File > New DataBase” f&EE#E % .

.
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X Certificate and Key management
File Import Help
- igning requests I Ceri

Open DataBase Cerl+L

Close DataBase CEri4C

Dumg DataBase Ctrl$D

Importoldido_cump Gl

Undelete items Chri+U

Options

Exit Alt+F4

—r

. MEHMR B ROLE, BINRAEAE “E:\ca\JSCIQ” 1, 3TN 0 449
“JSCIQ™ . Hicls “fRfs” ficHll.
LR

BFEQ: [ e HI & & ¥ 8-

S‘ziéﬁf&ﬁﬁl:s:\ta\,rscm %
E
.L”
e
HEBEE®SAINIQ G
o —

xE@: [ | = || BES |
WRFSE Q@ [X0A Databases (*.285) =l nif | =
A S

d. FEH HR O HEHEP AN ERY, IR “ok” 4.
21

Password

Please enter & password, that will be uzed to encrypt your private keys in the database-file

Password |e000

Eepeat password I....D

gocu_|

(1 i BA
AL S BRD,  FERFT O P i 75 B B R
3. KRG FIXFT I xca Hil1E L H.

TRYITE BB AR A PR A &) http://www.leagsoft.com R4 #4k: 400-6288-116 33
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a. & xca KM, FIRITIFRS, #EFE “File

X Certificate and Key management

igning requests I Certi

Fle Import Help
Open DataBase
Close DataBase Cth+C
Dump DataBase CtrsD
Imporboldidb domp.  Ghrsd
Undelete items Chrisl
options
Exit Alt+F4

—

b. AT ERORAF B, iy “FT0F7 %4

EFRBQ: | 1sc1e

> Open Datebase” .

Recent

L@

s

wr

.».‘*
Favem

-

-
FLLeEE

21
x| & &k
xsw s J

THEE@:

[XCA Databases ( ».xdb )

c. M LR EREN, RIRITIZ A, S0 .

Password

BT 2

O =

Please enter the password for unlocking the databasze |

Fasseord |00 0@

Cancel

=

4. FEARIESS

a. i “Certificates” TFHJ “New Certificate” .

TRYITE BB AR A PR A &) http://www.leagsoft.com R4 #4k: 400-6288-116
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X Certilicote and Key management

b. 7£ “Source” W) “Signing” FIEFEMBZERIEN “SHA 17, £ “Template” ik#F
“[default]CA” , FAG{%4 “Apply” .

(%8R
IR S A LN “SHA 17, RJE ¥ “Apply” $%4H.
c. £ “Subject” HUIEHNLZFR.

[ A S
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X Certificate and Key management

d. £ “Subject” #2E R 77, iEFE “Generate a new key” SRAEMGEH, fE#H X IEHEF, 25
BEHE AN “JSCIQ” , My “Create” $%4H.

........

[ A S
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X Certificate and Key management D =] B

B Import Hebp
Private Keys l Certificate signing requests I Tesplates | Revocation lists I

Serial [mot After Trust state

01 2018-05-13 GMT| Always Trust New Cortificate |

Export |

5. H/ERH T UET
o HEF LR o
a. P “Templates” , FFHLihF “New template” FZ4HMIMER JUE+.

X Certificate and Key management ‘-lm_!
e [mport Hep

Private Keys | Certificate signing requests | Certificates l Revocation lists |

Neae  |Type | [ Eex tesplate |

Change Teaplate

b. i%&EFE “HTTPS client” , Hidy “OK” .

X Certificate and Key nisied

Preset Template walues

INo thing _'_l

Nothing

HITES client ...
—— HITPS_server

c. FERIP BT, WEM P28 (TN AAE, Bt “Common name” AE) , Jf
E‘ai“ “Ok” R
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X Certificate and Key management

o HMEHUET.
a. &Pt “Certificate > New Certificate” #HI/ER ' IEH.

b. £E “Signing” Fik# “Use this Certificate for for signing” NZ BIFIRUE
“JSCIQ” , &4kl “SHA-1” , “Template” FNik#k “user” , iy “Apply” %4,
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(1 i BR
IR PR AR “SHA 17, SRJE8Ads Apply %4
c. ff “subject” & NHILIERICEAH 1 Z AR )% B I,
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X Certificate and Key management == l‘ﬂ

Create X509 Certficate FA ol

Source ml Extensions | Key Usage | lﬂ.uoﬁl

~ Distinguished name
Internal name | Organization |JSCIQ
Country code [c- Organ. unit IJSIZIO
State or Province [iwngsu Coamon naae |
Locality |oanjing E-flail address |
[ccmnontune =l s | vaee |

Type I Content l

~ Brivate key

[ ;]rlh“hys!oo ﬁwuonmhyl

d. FIECT B P T AR AU BEAT R AT
i. fF “subject” {9 “Internal name” HHIAF P54 “wangt” .
ii. 7 “Common name” H#m A4 “wangt” .
iii. By N “Generate a new key” o
iv. EFRERXIEE TR “wangt” .
v. i “create” 144l
vi. g “ok” .
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2%
Create x509 Certificate Je

Seurea  Subject | Extensions | Koy Vsage | Hetseape |
~ Distinguizhed nene -

Taternal wene U-M Pnn‘uu‘n |7sc1q

Comtry cede Ith Orgen wnit [mn

State er Provines [5i wgss Conman naas  |vangt |
Locality lnwxn‘ E-Bail address

i 2l

™ New key k

Flease give & nene to the nev key aad select the desired keysize

~ Kev sropertis
P

vangt! |
‘ Keysize Ilwt Sit j Eaytype 'EA :l

)

v _Gued | p —
| | T Used hnﬁuo | Gemerate & nev hy"

- =

e. BB AT DLE B A B IIE TS .
- conticate nd key mansgement =1

fle Import Heip
Private Keys | Cortificate signing requests l Tenplates I Revocation lins‘

Hex Certificate

Export

6. HI1ERSUET.
a. &P “Certificate > New Certificate” #HIfEH FIFH.

¥ Certificate and Key management o ] 4

File  Import  Help

Private Keys I Certificate signing requests | Templates I Revocation listsl

Internal name P |Commc-:n Tiame |Serial |not After |Trust state
© O AgE® ISt JSCI9 01 2018-05-13 GMT Always Trust

Hew Certificate i

Export |

b. £ “Signing” ikt “Use this Certificate for for signing” N ETHIARIET
“JSCIQ” , &4k $l “SHA-1” , “Template” Fi&#t “[default] HTTPS server” ,
i “Apply” %8,

.
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21 x|
Create x509 Certificate M\u

Source I Subject I Extensions I Key Uszage Hetscape

S1gning request

Il Sign this Certificate signing request j
¥ Copy extensions from the request Show request |
Signing

{~ Create a self signed certificate with the serial |1

¥ Usze thiz Certificate for for =igming I.]'SCIQ j
Siznaturs algzorithm SHA 1 =]
Template

Template for the new certificate I[default] HITPS serwver

Cancel (1]:4

MARIL:
DR BRRE A LN “SHA 17, SR “Apply” $%4.
c. fE “subject” FRZETLHFRIE LN GT AT EAE
i. £ “Internal name” HFHIAREIAMISC IP “1.1.1. 17 (WAUAMEALIN I IP) o
ii. £ “Common name” FHH AREFLMIC IP “1. 1. 1. 17 (ML G IP) .
iii. BdA FMAM “Generate a new key” .

iv. fEFHAXERER R “1.1.1.17 &
v. By “create” 441
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vi. iy “ok” %,

EEEE R
o)

—

d. BEIAT A B A TS .

[ A S
I BB I A BR A 7 http://www.leagsoft.com  JIRS-#4k: 400-6288-116 43


http://www.leagsoft.com/

LeagSoft UniVPN ZZ i
YEIPTERD 1 HIFEAME : SSLVPN

I Certificate and Eey management

File | Import Help

Friwvate Kews I Certificate signing requasts Certificates I Templates I Reworcation lists
Internal name A | Common name |Ser
—— Hew Certificate
B AR o
- ek B1. 104 £1. 104 01 Export
- a2 72,130 72,130 01
- A . 25.131_1 25. 131 01 Inport
J"'-E".,!_ 1.43 1.43 o1 Show Details
- et 1.4 1.4 01
- P 167, 28 16728 01 felete
J'w__ 5131 253,131 01 Import EECS#1Z
- JAES® HSCh HSCA 011
’7 N a3 i o Import PECSET
Flain ¥iew

d | i

Database:E: heahuxf xdb

7. FHIUET.
o SHMIET,
a. EHHRUER “JSCIQ” , Hii “Export” .

X Certificate and Key management = |U|£’

Bl [mport il

Private Keys I Certificate signing requests Certificates I Tesplates I Revocation lixtsl

Serial |not After Trust state -
3 JSCIQ JSCc1qQ (1} 2018-05-13 GUT Always Trus Jew Cortificate I
NE® et wangt 2009-05-15 QT Trust inberi | | Export |

b. G U0 R HE

.
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I X Certificate and Key management _‘u_’_‘]

Certificate export }@

Flease enter the filename for the certificate,

Filenane I\J’SCI& ert I

DER iz a binary format of the Certificate

PEM 15 a baseBd encoded Certificate

PECS#T 1s an official Certificate exchange format

PECS#12 15 an encrypted official KeyCertificate exchange format

Export Format IPZI _vJ

o |

c. Wy BRI IR R AR R H 5, VR “ok” RIT,

X Certificate and Key management llﬂ
Certificate export @

Please enter the filename for the certificate.

Filenwe [F-/dsta/I50I0 crt] B P DREEIE FILFHR -

DER it a binary format of the Certificate

PEN 1s a baseB4 encoded Certificate

PECS#T is an official Certificate exchange format

PECS#12 15 an encrypted official KeyCertificate exchange format

Export Format IP _v_l

Cancel 0K i
(1] B8
AR R

d. R, fE “G:/ca” FrlLAEF] JSCIQ. crt WEF
IE? Giica

MEPEXRAES 2

PEC - SRRy 0 S

1.
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FHH PR,
a. EFE “Certificate” FHUET “wangt” , Hiidi “Export” .

X Certificate and Key management 7

Ble mport Help

Pravate Keys | Certificate signing requests I Teaplates | Revocation lists l

Internal nwme [Co-on nese [Scrid. [Mt After l'l'nn state

Hew Certificate

8 JSCIQ JSCIQ 01 2018-05-13 GMT Always Trust

08-05-15 GMT Trust inher) [ Export

b. IEFEH FUE B ERAT H 3 M ARAFIR IR Ty “PKCS #127 , i “ok” .
21

Certificate export ﬁ@

Please enter the filenase for the certificate

Yideame [f-/cu/vaet 512 | TETFUE DL RTF R il

is & binary format of the Certificate

PEM ix & baxeBd encoded Certificate

PECS#T 13 an official Certificate exchange format

PECS#12 ix an encrypted official Key-Cortificate exchange format

Export Format
— EFREFUEREAY “PKCS

#12 ”

_cu | ]

c. TEFLHRIXIERES, A N RInT, BEERE “ok” .
214

Password %

Plesse enter the password to encrypt the PECS2I2 file

Passvord I

Repaat password [

-

d. I, G:\ca FHILH 7 UES wangt.

l_@ Giica
B - |
Lo A WcafER A, doc

FHE AR,
a. EFE “Certificate” FIEAIET “1.1.1.17 , iy “Export” .
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Y Certificate and Eey management

File | Import Help

=10l x|

Friwvate Eeys I Certificate signing requests

Certificates I Templates I Revocation lists I

Internal name /| Common mame ISer |
— Hew Certificate

& e o =

- e B1. 104 B1. 104 01 Enport |
- = T2.130 T2.130 o

- e .25.131_1 25, 131 o1 Inport |
J.‘Q:;'!_ 1,45 1.43 01 Show Details |
- A 1.4 1.4 o

- s 167. 28 167. 28 a1 Mo |
- Ak '5 131 25. 131 o1 Tmport PECS#12 |
B JAE® HSCA HSCA 011

_[_].. A= CIg Import PECSHT |

L Aese 1. 1111 02 Plain View |

- 51.42 51.42 o

J 0

Databaze:E: Ycahxxf. xdb

v
\ >y 5 S > N ” = « ”
b. WM FIEB LR H, RAFEALESEN “PKCS #127 , il “ok” .
1oy x]
File Impert Help
Frivate Keys I Certificate zigning requasts Certificates I Templates I Revacation lists I
BT~ it et e Koy anceacst NN T
- JK® ! Certificate export ﬁ?@ ) |
- P
hes —
ISE 21 he fil for th i i 4|
t t. t. t te.
}w‘ c ezaze enter the filename for the CET ificate
J;E!:_ 1 Filename [E:/cafcert'?.1.1.1.p12 | |
e |
G- fEl— 1 IEE 15 a binary format of the Certificate |
El} L PEM i= a basefd encoded Certificate
m PECS#T iz an officisl Certificate exchange format |
E:!‘ [
} = FPECS#12 iz an encrypted official KeyCertificate exchange format
Export Format IPK]:S #12 j
caca| N
ance )_J:}m,
L4 q
4| | i ‘
Databaze:E:\eatuxf. xdb -

c. TEFHAIARAED, BN ERIET, EiEHE “ok” .
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X Certificate and Key managemenk i

Password *

Flease enter the password to enecrypt the PECS#IZ file

Paszword I

Repeat password I

LCancel | 0K

d. B, “E:\ca\cert” FHHHEF 1. 1. 1. 1. pl2,

(11 AR

M55 R TT IR AEAS I 08, AEHIAUA VRN SR AL U8 2 SiE 5, 78 Macos A Linux ZREEH FEFH
MUK 1 I BOA MUK #UE T 1) OU B ON “#BE, Windows RGTJLULMRE]. BI7E Macos F Linux &
gt, FEFRRIAULE CN 8L OU MBS AR S5 a% i BRI FIRT, AP T DAES P iRm0
AEIRo

1.5.7 anfaliHFRE & : AAMSRY VPN ARSS2/IEH

TH R Uni VPN %5 7 o e 55 25 UEAS AN D435 (0 o 5 L EL At )y, BB 2 iR A g Sl 1 mT
{1 CAIEBMERE R R AIES, I EAEB R IEB RIS 4.
1. G5 ek Al 55 2% E L R BC E, AHIEP i & BRI B IES .

SSLVPN
- mnsio  mnsit mnsi2

R Pemn

| QIMBREDRASMES SR WERSAHANVPNE RTEER, FMMENSMIEEN
VPNEFSE AL MM R AR AT

v B&s 2 ® RsA sM2

© FTR I FEH - I

 webfti§ WEER %4 256-0it AES encryption with RSA and & SHAMAC
- 1% 128-51 AES oncryption with RSA and a SHA MAC

- WOwE
v O
. EHEE
- WHEWE
A RBEORS
Ba MACUE
B anue
v [ AmEt
* LOGOES|
- FRAETES

ad@eea 5 <1-1440> 2394 BEANS
ES )
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2. Windows #1E RS L AE R B A AIETE ) CA UEAD 252 (5 AT FMRAE T A AAH AL o
& LEESARS

TR
IR FEEFRFLSNEREE.

Windows RILISFIEEERFE, (MEAILUSIEREE—MIE.

O RSrH2E, SEEIEFEEY

@ SRTERREREEN FFIFEP
g
FE ORI BRI

3. MacOS #fE R G L AIEA A, WHE CAIEF AIRA(EIE.
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&
AR — UniVPN
g B o | RS RA
g e | e 2033F8A25H R LRATHFESHE LF5:34:00
5 E& @ “UnivPN"IE BT R{EE
O RRIRIEH
3 - PaE Y85 st AR 81 SEpg
Gf 1921682113 | ece snf/Eh |
L JSCIRCSE — UniVPN
> 5] june et | R
PE L] e 2033%8A25E BN HRATHFESHIE LF5:34:00
» [5] longlongtime & “UnivPN"E BT Z{EHE
b [=] longtime v {&fF
*E = ERITHN] v EREGEA | 2
>[5 ltime
GES =g UnVPN MERESHUE (sS1 Lome ot
¥ 5] zmd ME
A FAEmE RLUHF (S/MIME) rmmm 5
£ & ATy RINEDY (EAP) | IGE(E
REEH IP %% (Psec) KiEEE |
o REES  REEE
% ii WEE | FEEE
it X.500 EXRE  HIGTMH
v @
THER
EFHEE CN
E/T/EHE HN
FitEt CS
48401 Ini\BN

4. Ubuntu $#1F R 48 LAE2E E&%E%E’] CA IE5 5] UniVPN 2% J i 36 A2 T EI’JW»EJPJI#FE’%

/usr/local/UniVPN/certificate
5. EFPEEAE R EARZE R A UE T CA IE T3 UniVPN 2 1 iy 22 3E B8 42 F IUE 5 3042

/opt/apps/cn. com. huawei—-security—commercial—alliance. univpn/files/certificate

1.5.8UniVPN ZEMEI TR A EEETE AR

2% UniVPN, TREHEH AR,
1547 UniVPN, AEEAAEH GARIR, XEH 85T,

-

15955 VPN (ER B AR S MG, KHEETHETERKAE
!
XFE, iR B

L By 3 7 i (TR A PR e 7 i 2 i B, AR S e B B RS ”
2. fESRHIN “BUCE” B O RS E .
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(1 B8
WA 24 Uni VPN 287 B 5 060 33 X 56 £ 48 7. VPN SZE432 (1) B {4 RR A 50 G
BB G, 257 bk T AT VPN R, REEE N ELERER.

1.5.10 At A ZIRAIEIR &M 157 ActiveX 21

2 PE L TE P AZ N 0 28 8 S R 40 X e fdi Y SSL VPN VG5B, 75 B R 8 0F %035 ActiveX 844
AREIEFMEH . ZRRAD KEK ActiveX BAHTHRAAEM KRR, AT ERw Bk,
MATFRRATFUG, ActiveX ¥R ML AT, WTREIRETE R &M L& ActiveX 44,

® V600R007C00: [4 USG6630E/6650E. USG6680E. USG6712E/6716E Ah Ik Zil 75 ph /& i bR $L i 2 ik
AL ActiveX MR N4

® V600R007C20: XFF V60OR007C20SPC300 2 R fluAs, B USG6391E/6610E/6620F.
USG6630E/6650E USG6680E Al USG6712E/6716E #MFI kAL 75 S BE AT _bA% ActiveX B 1F 2%
%o XFT V60OR007C20SPC300 M2 5 LA, FrA sk AL AR b B L3R AT A% ActiveX 42 %
%

® V500R005C20: {1V USGI500 7 F /& B G R AT B A% ActiveX & &%

1.5.11 FE3AM 5% Bl 55 40 (=] A0 R2 00 ) o< A P 4B 0 (& TN B & B 484 R 2%
IR ML RS

Gn SR R L R DL S AR S5 AL L. DA G P AL I N T AR, DR ARA I DG A
PR iE B A e s AL

1.5.12 SSL VPN &Y B = RER TEXRimERNERE AKX
Al
SSL VPN HI M AR SSHR At =R i B&EMN (Fahfgd) B, 2058 AR =R 4%
o

JE A28 e, B K S AR A C L A it AP 20 SCALMI R P i i e o i oo T
Jr AT AT ] B BV .
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Server
192.168.2.1/24

Router

Internet

smr SSL VPNIE O Server

192.168.1.1/24 10.1.0.0/24

T3 FH P BT K BB SREL ) TP Hudik )y 6. 6. 6. 1/24 RN TP #idl) , BRI~ — Bkl

192.168. 1. 2,

1.5.12.7 FEhEAER

2% AR i FH 0 AE R P B E BRSS

Fahghtis network-extension HAEFEH (10.1.1.0/24) KIESEN el LRI
mode manual FEWNFE 6.6.6.1, FFHEAN SSL VPN B i LAN. Internet
network—extension . F| Internet FI LAN )% B AR A IR AT
manual-route 2.
10.1.1.0
255. 255. 255.0
BT % A

i, hZife e -
7 )] Intranet Y
B

IPw4 Foute Table

Active Routes:

Metwork Destination Netmazk Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.1. 2 192.168.1.2 10 Ffh il Internet F158 H
6. 6. 6. 1 266, 256, 266, 265 On-link fi. B, 6. 1 257
10.1.1.0 255. 255. 255. 0 On-link 6.6.6.1 1 Fnial i Ak F 38 |
10.1. 1. 265 266, 256, 266, 265 On-link fi. B, 6. 1 257
192.168.2.0 255. 255. 255. 0 192.168. 1.2 192.168.1.2 11 frih ol & ik A58 B
1.5.12.8 57 EEEEHE
BH W FH P 04 B G B E BARSE
K
B network- RO I B2 10 TP bbb AE SO R R P R BT in) LAN R4
% H  extension mode IP Muhk, FHFJGikvil Internet. HH-TZ| LAN LM, ANEEVIIA]
B split 1% R FFANAE, P ATSSR T BATT ) LAN, Internet.
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IFw4 Route Table

Aetive REoutes:

Network Destination

0.0.0.0

fi. 6. 6.0

f. 6. 6.1

6. 6. 6. 265
192.168. 2.0

Netmaszk
0.0.0.0

255, 265, 256, 0
255. 2b5. 255, 255
255, 255, 255, 255
255, 256. 255.0

Gateway
On—1link
On-link
On-link
On-link
192.168.1.2

Interface

6. 6. 6.1

fi. B, f. 1

6. G. 6. 1

fi. B, f. 1
192.168.1.2

Metric

257
257
257

11

Fnia e Ak PRI 3 B

£ ihia [ 1 F A 3 B

1.5.12.9 £ HER
FA P00 A2 R 6 £

B

we

network—
extension
mode full

1
2y

SSL VPN RIRZEH RS IR =MERmRiRlR ST
o ETFHHHRAT, WMIHIHHE SCEARMZE T, I AT CUERE SSL VPN /) A DL/ 4538 e #8

IFv4 Route Table

YN S

JUT-BT A %t 1 2 1 TP k& SO R U R 1) TP e P R Be 7 il 4l
b, XEWREFTARE R P R E A SSL VPN BEIE .
%R I RIEAE R 192. 168. 2.0 (ASHE LAN) [HIE& .

HHT S T4 8 11, (BB KB T RIS T8 A 1.
Kk, # 192.168. 2. 0 [ AR

I, AREDT I
LAN 1 Internet.

Aotive Routes:
Networlk Destination
0.0.0.0
6.6.6.0
B.6.6.1
6. 6. 6. 255
192.168. 2.0
192.168. 2.0
192. 168. 2. 255

Hetmask
0.0.0.0
255. 255. 2556. 0
255. 255. 255. 2565
255, 255, 255, 265
255. 255. 2556. 0
255. 255. 2556. 0
255, 255, 255, 265

Gateway
On—link
On—link
On—link
On—link
192.168.1.2
On—link
On—link

Interface
B.6.6.1
B.6.6.1
B.6.6.1
B.6.6.1

192.168.1.2

B.6.6.1
B.6.6.1

Metric

257
257
257

11

257

£l ik P FE 3 B
Ak Ik PR EE B
£ £l i ik 1 R3S B
A fhiel i ik P FIEI 3 B
Afh i Ak P R EE B
£ finial i ik P R R B
A fhiel i ik P FIEI 3 B

)2, [ AR A 508 9 R0 B IR 7 B AR, AT DA SRR T 7 1] (R IR 4
TEAr B EE EAL T, IR LAN D7 4Rk nl 15 1), (RS HE LAN OCR B . {H2& BRI AT HQ +
WA AT DB I R 4L 28 3 e 2 U 1), X kA2 A4 SSLOVPN & g 25 17 HIERI Uy H),  NFE HQ P
B EAREAR 55 5%, NAATTER AL BB ]
EAHEEXT, TARERE CEBM. AR, HQ M) AL SSL VPN 14 i Ul % £ 3% fic
S, XHR N ATEIZA T A HQ TR AT CAT A, P8 R LA e vk vy ) CHLC Y
A DAYE S R IRAR B AR 45 2%, Wik P IE S50 «

AR
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FPAEANFRE N ERERS L, MERNEBEX N RNBEH S G ER, LSbs ARG
N .

1.5.13 SSL VPN & & Z #FNE FIAIE

CHRFo SSL VPN SZRFUN R PSR T AIE:

1. RADTUS XA FIAUE: Bi K38 A1 RADTUS HRZS#8EC S, *F SSL VPN H 34T S 43Nk, WAIE
B, B TICUER P A RIS PIN Y, EESR A MBI IR . BTG UERS n] DU A 30 E
T BSR4 R A R B S 2R

2. TEBHRRIIE: AR i iiE 155 AR E 8RR 55 25 RS A ek

1.5.14 EHZE Pk SERITEEREUM R, AR

ZHRA UniVPN #83 IXENFE P SHRAE RGNS, W RE S ELEE BB R, 15 A HohiAs
] UniVPN fiff ik o

1.5.15 SSL VPN Bty S A LA RREFAIR HE

EVWUH FH debugging sslvpn—user all v—-gateway—name user—name A2 XEMAHE,
a2 Al LUFT I AT Mk 55 17 in) 8 00 T 5

1.5.16 SSL VPN = J5 ping AMIFEIR K, SnfaffigiR

SSL VPN 2 A J& Ping WM IEIR K, WRESRERIWIT .

o 5 KIEICE (A ENE, VA AT untrust 3 local (1) UDP PSR 443 i 1 1IHRSC o

2t P PO AL AR 15 1) SSL VPN 4L OCHT, SR A UDP BIMSCRT 443 B 1, PRI M 75 BE7E Bl K
B I 2 A g LUBAT untrust 3] local [ UDP BMUAT 443 i 4R SC. W15 SSL VPN k&4
WISEAE NI, AMEH NAT W%, IBT5EEAE NAT ¥4 EIRCE UDP BIiSCRI 443 3% K1 () NAT B

o i kEERCE T HITPS-Flood M iliye, HBH IR

AT display anti—-ddos defend information system fp2 B A &5 /8 HTTPS-Flood BB
Vo R HBE, FILAZRIAT anti—ddos https—flood source—detect alert-rate alert-rate
i A BT B B AE
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1.5.17 SSL VPN F1 B R &T8HY K BL

R AEAE R Web AREE L i I B RSOSSN, P B BAE R T P SR AN s P 5
BWe AFEMAMAEY RS, M EEM A2 B2, AREEEL T FIR P E S
5

Web Jtii A SSL VPN H P LRt s Ak, —ARIEHFE “/ELH 7 MEE, H—iz
7E SSL VPN [ “Haf=” WHEFE, wHE.

At RENE

=] © BF | Q B | &a |
HA SSLVPN HA HSHE 1 EA PG fRIPiRkE FFTRBME) FiTREME) AT
- LERE
HEAPNE
CistiIn D2mmesE SR 2 BF C I | Q EH) AP B =pza
ARZETSE) FrESE 1Pkt SAES BABR f-s g BRIERSERE TSP BRHRE tmEE TiEE RE (KB) T
97‘\ fdefault 10.19.24.141 FHEAE SSL VPN unknown 2022-01-04 16:11:04B5% 00-haT0255h368 0 Kbps
NN ey
ﬁﬁ/?\ Tﬁ%ﬁfi :
o TEMEMIMIK basic LB FH#AT display onlineuser iz tHAf LA .
o TERFGME FHAT display user—manage online—user &M LIEE .

FEF EBAE L M P SIR T R SE R s, R [AIFE SSL VPN s e 2 Fl 312 eh DI FH - —
F F P AR 2 s 2 o

1.5.18 SSL VPN 3 &2 &R =

FEFAR RN A default HAEGREEAREMIER, H.BR&ASAT LA ) P XA AR 5 3
USG6000 V1 K AERIN it defaul t k44 AT LAV ) PN AR B8, M VI iR T2 31 V5 AR, 1X
e SE
FH P13 5% SSL VPN FEFAR S, fn S P/ F P e IMNATAT B € X faf, S )@ T default £
t,
W SSL VPN %5 F A ERAC B T MRS58 3280, BN E 7 =R R
L G SRARHAZAE R A P, AU A i 17 44 FH P S 20 28
2. WRANGFAER G, WEE &SR E R,
a. AHC B kI
AU BRI 5528 H iz P IR QA 7K
b. P& BT Pk I
ANFVEFTH &3 PR G, B IL,
IS INEIFE 2 I P el 4 g vp . BB e AL 2 B P IR QA R
AAERNIGES P AR P o2 5B R AL g & O H P A4 44

1519 SSL VPN SAE/S ST 2T F P AR IR 4
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PAT QT YA D TR BT OB B
L BE5XT R 284 fre b k-t 5 i A 0 BRI R TR BE B “ S IR WAIIE SR
2. BB ARG E M /P 4.

1.5.20 SSL VPN F P#EN B X TFAE R IR 4E an{al iR

FEANIFIE A, R P TS SSLOVPN AN X JE 3R1G — AN MEAUL TP Mhbik,  FFA A Z BN TP kA
& ?E%%%iﬁo IR SSL VPN 6 P R 45 a8 04T 1 SERPAREIEIRAE, R RF 25 B E 1
M.
RSy N Rr i/
1. BHERGHE, FAEEM IP b K-S R0 R % & .
a. WP “Mi > HE > RGHE” .
b. &4k “USERS/5/NESRV” Tk H &, Bl .

FH % 5% SSLVPN, JHH MY R, gk HE:

%2000-04-02 01:35:41 USG6300 %%01USERS/5/NESRV (1) : id=USG6320 time="2000-04-02 01:35:40”
fw=USG6300 pri=5 vsys=root vpn=gateway user="huawei001” src=11.11.11.2 dst=11.11.11.1
duration=0s rcvd=Obyte(s) sent=0Obyte(s) type=vpn service=1 msg="Network Extension: Service
startup, the virtual IP address is 13.13.13.102.”7

F &% SSL VPN, KPS D), idxH&:

%2000-04-02 01:35:59 USG6300 %%01USERS/5/NESRV (1) : id=USG6320 time="2000-04-02 01:35:40”
fw=USG6300 pri=5 vsys=root vpn=gateway user="huawei001” src=11.11.11.2 dst=11.11.11.1
duration=18s rcvd=0byte (s) sent=715byte(s) type=vpn service=1 msg="Network Extension:
Service shutdown, the virtual IP address is 13.13.13.102.”

2. M AR KBS R E TINESRRS, W3 &t SSL VPN H U5 1A N IR 45 2 O B C & T
“HANIE” FIAIESRRS, I35 /IILEFEEE/J/J[LE e A E R

»  HUAWEI = ) &

HUAwE] e ik == £ g ﬂ?ﬁ =
LT ZEAANH
> O HETHEN M3kesl wcsv | CREF =8 | &oabh -| @Em=n
FIEEES L &% |5 EREE | EWRSEE | EWE BE mtt EfgkbhE e
B [&  2021/05/15 16:46:50 local trust
* REAT |_—‘q 2021/05/15 16:46°43 local trust

1.5.21 SSL VPN AR 5585 IAIELA = T HO4Z AR | an {a]

IR 55 48 AR 5T BOIRBOR I T ZAFAEA I IR 55 a4 PR 5 2K
A HIRAX
RBA A B E I T
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#

domain icf. local
authentication—zcheme admin ldap
authorization—=cheme local
zervice—zscheme webSerwverScheme
ldap—=zerver ldapzerver:
zervice—type ilnmternetaccezz zal-wpn lE2tp
internet—accezz mode pazzword
reference uzer current—domain

#

B test001@ict. local fALERS, BN LITT .

H ' test001@icf. local 4F€ virtual-ip Hitik, “ERU.

P test001@icf. local FFEHE HE LM, mH %M.

P test001@ict. local A FT)E I B HACH I E H H € A, M.

7" test001@ict. local A& i (Al SC AR E 5L H € A, ANzt

JIF* test001@ict. local FEINIEMRSS & LT B M ER A I HE XA, Az,
P test001@icf. local TEINUEIRSS 2% LR @ AL C A b e 3 A e A, Az,
A test001@icf. local NFELE, HACRNMIT .

P test001@icf. local TEINUEIRSS &% ERTE M B AH G e R A w A t, Aahizft.
I/ test001@ict. local fEINIEMRSS & LATE MR R A e H E XA, Aamhizft.

WEPEMRA icf. local I, WREHACHEWAH ict. local, NdrH default H4E M.

JIR 552 4AL
ERBEAR 55 A XA B 0T

#
domain icf.local
mrthentication—acheme admin_ldap
mauthorization—zacheme ldap
zervice—scheme webServerScheme
ldap—zerver ldapserwverZ
zervice—type internetaccess zzl-wpn 12tp
internet—accezz mode pazzword
reference user current—domain

#

AP test001@ict. local fFERT, BN .

H ' test001@icf. local 485 virtual—ip #uhik, AR,

FF test001@icf. local 4FE-H e X MAt, AahiZmt.

' test001@ict. local AMFT)E K HEACHI R H w XA, izt

P test001@icf. local A<t () (A4 54U 0 e e H 58 U, Azt

/7 test001@icf. local fEINIEMRSS %8 LRTB I EEACH I w5 H w Ath, Adrhizfif.
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7 test001@ict. local TEINUERSS 4 L BT @ I8 H 40 e 3t B e AR, Az f .
BT test001@ict. local ANFEERS, FRBFHN AT .

P test001@icf. local TEINUEMRSS %% FATJE P E Qg 1 | e LA, arizfth.
F ' test001@icf. local TEINIEARS %5 L BT @ I E AL g0 e 3t H @ A, Az,

1.5.22UniVPN (I HEREFE

PC & um I RE Tk
1. Aty UniVPN fRFERE EIAS

BTERE
EE 4]
BR
fEpEE
B iR
BUHBEhEF
EFiEE
#Eh 4
B
2. EFE “HERIRTE T .
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O =iers x

0 Uni VENE FEREEER . S5IEHENE, BITRREE-

EMNES=E THEAERES (BSPES: PIEER  BERGREER « UEE
2. BREE . ERROSER ATESERRARER) » FETREMESSERN
CIAZBhR =S R -

I =R ER AR R R -

———
=

&ﬁﬁ%ﬁﬁkﬁ%ﬁﬂﬁ&w*w

4. ¥l “WaE” . S HEEA A R

O FearsEs e

I R

I Chlsers\|cAppDatalRoaming UniVPMNylog\Se202208161536571 ﬁ-.zip| [ il L7 l

5. Hidy “WNL” TS E

UniVPN A& bl Rl o N s 2 7 i R AR AT AR R, 1 RIBUL 6 (R 18 T AR R LA R 5 S
" KR

L2 E

e crror_detail. txt: g3 T3 KN = A28 R AP IR, UL TR P i

PIRRA S5 B

netcard_info. txt: it3% UniVPN Fi7E PC (KM -R15 H.
operate_system_info. txt: 3% UniVPN FiT7E PC 1#AE RSG5 B .
proxy_info. txt: id3% UniVPN FiTfE PC AR AR 45 2345 5. .

route info. txt: 3% UniVPN FT7E PC ) HI{E B .

W VPN I8 g 57 1 3 B 5 R .

UniVPN_UniVPNCS 0. log: E%MWWQ%MEFEWE,QM,MW%F 5 S AT ER:
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e UniVPN UniVPNUI 0. log: ia% UniVPN BC & FH = A HEAE S, filhn VPN R B A ot
R EYIR A A HEE R
Un1VPN7Un1VPNPromoteServ1ce70.log: UniVPN ARG 3HFE, T W% UniVPN IE %1247
FCCAE: 24 UniVPN 78 H LS 3 OGP IE 00 B AR BB 5 S, AN]SR PR3 B 7] Uni VPN 5
i IR A T AR PR 5t S A R AN — o 7E Windows #4F RGN AU fE 4 2*. dop,  7F
MAC $:4E RS0 I A2 B I S JE 4809 core

1.5.23 SSL VPN & DMl 55 BBt

TEM 28 R AR S, 4 E 0 7 AR s HAEWE, R sl 17 SSL VPN E I H &, B
B2 PR L IR

F P& 5% SSLOVPN 2RI, idsk H &

%2000-04-02 01:27:17 sysname %%01USERS/4/USRPWDERR (1) : id=sysname time="2000-04-02

01:27:13” fw=sysname pri=4 vsys=root vpn=gateway user="huawei001” src=11.11.11.2

dst=0.0.0.0 duration=3s rcvd=Obyte(s) sent=Obyte(s) type=vpn service=5
msg="Session: F)J' &3 SSL VPN p%X, s HE.

%2000-04-02 01:35:34 sysname %%01USERS/5/LOGINSUC(1): id=sysname time="2000-04-02

01:35:33” fw=sysname pri=b vsys=root vpn=gateway user="huawei001” src=11.11.11.2

dst=0.0.0.0 duration=0s rcvd=Obyte(s) sent=0byte(s) type=vpn service=h
msg="Session: huawei001 logged in.”

F PSS SSLOVPN, gt H &,

%2000-04-02 01:36:00 sysname %%01USERS/5/LOGOUT (1) : id=sysname time="2000-04-02

01:35:59” fw=sysname pri=b vsys=root vpn=gateway user="huawei001” src=11.11.11.2

dst=0.0.0.0 duration=26s rcvd=0Obyte(s) sent=715byte(s) type=vpn service=b
msg="Session: huawei00l logged out.”

F & 5% SSL VPN, o M4 e R, idsk H &

%2000-04-02 01:35:41 sysname %%01USERS/5/NESRV (1) : id=sysname time="2000-04-02

01:35:40” fw=sysname pri=b vsys=root vpn=gateway user="huawei001” src=11.11.11.2

dst=11.11.11.1 duration=0s rcvd=0Obyte(s) sent=Obyte(s) type=vpn service=1
msg="Network  Extension StartUp, The virtual IP adddress is 13.13.13.102.”

FH P 855 SSL VPN, SGPHMZSY e pitl, sk H &

%2000-04-02 01:35:59 sysname %%01USERS/5/NESRV (1) : id=sysname time="2000-04-02

01:35:40” fw=sysname pri=5 vsys=root vpn=gateway user= huawei001” src=11.11.11.2

dst=11.11.11.1 duration=18s rcvd=0byte(s) sent=715byte(s) type=vpn service=1

msg="Network Extension: The virtual IP adddress is 13.13.13.102.”

FH 72 & 5% SSL VPN, BHUE Ry, sk HE.

%2000-04-02 01:35:21 sysname %%01USERS/5/CHGPWDKICK (1) : id=sysname time="2000-04-02

01:35:20” fw=sysname pri=5 vsys=root vpn=gateway user= huawei001” src=11.11.11.2

dst=0.0.0.0 duration=36s rcvd=0byte(s) sent=636byte(s) type=vpn service=5 msg="User

huawei001 was forcibly logged out, for the password was successfully modified.”

P RRMSY RE, PWERERHRTLE, idxHE.

%2000-04-02 01:36:00 sysname %%01USERS/5/LOGOUT (1) : id=sysname time="2000-04-02

01:35:59” fw=sysname pri=b vsys=root vpn=gateway user=huawei001” src=11.11.11.2

|
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dst=0.0.0.0 duration=26s rcvd=0byte(s) sent=715byte(s) type=vpn service=5H
msg="Session: huawei00l logged out with virtual IP address 13.13.13.102.”

MR eiiZe vk, idxHE.

%2000-04-02 02:10:00 sysname %%01USERS/5/EXPIREUSER (1): id=sysname time="2000-04-
02 01:09:59” fw=sysname pri=b vsys=root vpn=gateway user="huawei001” src=11.11.11.2

dst=0.0.0.0 duration=26s rcvd=0byte(s) sent=715byte(s) type=vpn service=5 msg="User

huawei001 was forcibly logged out for the user ages.”

A SSL VPN H /5 i) R H &

[sysname] v-gateway test

[sysname—test] service

R RSy BHEDREE, TRE S bl &y S N ARSS &3 @51 TCP iEHERT, ™
K MR idxk—FEEHE, 76 TCP EHBRMER, SEMCMAERBZHHEGE, XFESE
o HAhHEGEEMEE.

[sysname—test—service] network—extension log enable J/IFB Y BRI H BT R

1.5.24 SSL VPN AR WE REH 2D =BFIHP T

EHOURE (N, B MR MR T IR H B, RN SC CAEZ I s
B M.

B LIS YT AR B, R UL Sk CAEZR I T A 2 B R 2k

BB IR B R 2 e B R B, 12 READ R S IR AN B LA S TP ik b 2R 7 24

BNk, AMIXAMEBF A 1P Mokt 2R PR 248 T 4k

1.5.25 SSL VPN Ml 53 3z pYiga) x R B EHEE

SSL VPN & Web AXHL. UL, iR . MY IS . Web AQHE, SCFEIL=. g

gy S AN X LR st 3k (] 96 RS2 local—>trust. Trust FomBhkiE % B4l iy W 1
B DI 2e 4 X 3

SSL VPN FH Fradist X 24 ek 45 U Al 4ol oy I B8, Bl ka2 DOZH P A W TP JhiEAE o B
o hb A, BABEZAM IP bR B . XAHEOFTER 2 X, M

Sy Rl SR ENEZ XS, 2 0g5t, REBMTRALES M HED, WFHERX
SE H B TR (1) 22 4 XSGR E IR 22 4. B KBRS AR P 259 b S5 B 1 H (1) TP bk 2 4R 2%
i, W DT TE I 22 & IXOEAE N B 22 4 X

1.5.26 SSL VPN &3 2[R BER 17 10) B A 5 A P42 O b i 1 T 18

"Bk,

i EE RIS, XRS5, SSL VPN &5 B E 5 Kk b, wT DU AT 3288 g A 9 4 1

X BT B, (HR VA AR A S AT B B B, W A N R AL
I TR & 123 7 2
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XT?EIE% 485 VPN SEGIR)3 5, SSL VPN $R 5 J5 Joidk iy I i A8 B 0 B & HEAT A B . 3K
M R e TR U R B 1, BCE AL U7 R B R VPN SR A AR

1.5.27 WHIFHE SSL VPN BRLEfy B 7] LR 14 B Xt it

SSL VPN fJ—# 43 Fe & LA Buildrun 7 @R, FAb—8 0P B IREEEHR FE B, a0 i i
K OHPE. BRMeR KRER . BN &IET. BRI A agie P /H P s, X

BEREMHEAR, FEESFRETRES.

WML 5 R, SSL VPN [IRC B vl ASEELA& 43, A3E SSL VPN Mtz BUhds i ;- / F P 4.
B . madie A /P A, Mgl P /P A, MERfAE. SSL VPN A B ik

R/ 4.

1.5.28 SSL VPN 2 & #F IPvé

ANSFFo

1.5.29 SSL VPN iz #5525 B0 K

HAEr, FmplEds Waza LT Bfb:

Trident WHZ: W LMW 2$H 1E

Gecko WH%: & LN G284 Mozilla Firefox

Webkit WAZ: & L2584 Apple Safari (Win/Mac/iPhone/iPad) . il % 28

Blink WW#%: & WL Y254 Chrome. Opera

Edge Wi%: & WM Y454 Edge

B P R o A BT AR AR 202 “ X% ” %E “Z” , HP—APWIZE Trident, 2R)5 1Y

= HA N . — B AL P AZ I “ e R , T Trident PIAZIIE S5 o0 Wi tst
X7, HFATUCREI .

360 24NN es (Trident+Blink)
360 FziEE N M #s (Trident+Blink)
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B3 22 g% (Trident+Blink)
e 8% (Trident+Webkit)

AR EW 5 (Trident+Blink)
M) B ) Y #% (Trident+Webkit)

UC M #% (Trident+Blink)

HAET, BhkHGH SSL VPN 450 (Web-link. % ¥k, MY A BN A N SCFAE IE W%
(B Trident NAZ) MMM a8 223 ActiveX 4217, HENG IS NZE AL .

1.5.30 SSL VPN & F4¥ 419 N A6 E

OAZERSt. Hp

ME RS, ERP.

. 5 FRIASINES -
WebftiE=1----~HTTP FTP. Telnet. SIP. SNMP. TFTP.
3{1‘#{%*— ------- ~SMB> SMTP. <{NFS> DHCP. DNS.
1455 < {TCP> UDP
5T -

Web AXH: Tl A Web HEH

AR PR R GRS S IE R R
U K Yilal NI TCP N FH AR SS5TF J5 1 B2 V5
WY Re: Ui N ATE 1 1P R

1.5.31 SSL VPN A X#EFAE VPN B Pinik S

BN R E L SSL VPN FAE SN, [Rldk, ANE) R VPN & i A1 SSL VPN 58 2 B AN AT

-ij‘ I‘EU o

1.5.32 SVN F0f A 3% SSL VPN 4314 X Bl
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SSL VPN A&
T

REA 5
Pl

SCHFFIR ARG N B K UL A

%
W

HE AL A2 75 52

SSL VPN F IR

¢ License

R SR PANIE

WE R 2
BESEINTRC
i I ] S
24 SR 5 P /SR
2511 Web 2%

AL A bR iR
Ky
SR

LSNPS
e

PRI R

FHP B85 15 20

P B85 I R AAIE 7 3

FW HLE

A%z License BRI, 5Zi%

2 TR JUR R Al
SCFF

ASCFF
ASFF
SR
ANSFF
SR
ANSFF
ANSFF
ASFF
&5
ANSFF
A Hh P
S H P 44

SVN HLH&Y

%2 License PR, BRIAMGIE
14

ASRF, AT AR 558 61
EAEBMARG T

S, BE 3 GOAE
L

AR

b

AAH

b

b

L

L

b
ESTUEE I PR

SCREBUE L A4 U R
IP

1.5.33 OSPF 4B T an{a] & %7 SSL VPN MI % it Fi 4% 3 R Hbdik sth 7Y 2%

F

BT N E B

o L&Y R dhik it
network—extension
network—extension
network—extension
network—extension
network—extension
network—extension

netpool
netpool
netpool
netpool
netpool
netpool

10.
10.
10.
10.
10.
10.

o [ kEEE N M AR L B IR
o [kIE FCOECEMERAKRE: ip route-static 0.0.0.0 0.0.0.0 10.23.175. 249
o  NMIAZHMLANBH KBS HIB O 10. 23. 249, 254
fic & JE 1L OSPF 0] N R AZ # L i AT PR 285 e b bk X B 86 B R 7 4

# TCE 2% 2y e Hiuhk b i 6 HH

23.
23.
23.
23.
23.
23.
10.

23.249. 253

40. 1 10. 23. 47. 254 255. 255. 248. 0

116.1 10.23. 117. 254 255. 255. 254. 0
144.1 10. 23. 145. 254 255. 255. 254. 0
228.1 10. 23. 231. 254 255. 255. 252. 0
232.1 10. 23. 239. 2564 255. 255. 248. 0
244.1 10. 23. 247. 254 255. 255. 252. 0
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ip route-static 10.23.40.1 255. 255. 248. 0 10. 23. 175. 249
ip route-static 10.23.116.1 255. 255. 254. 0 10. 23. 175. 249
ip route-static 10.23. 144. 1 255. 255. 254. 0 10. 23. 175. 249
ip route-static 10.23.228. 1 255. 255. 252. 0 10. 23. 175. 249
ip route-static 10.23.232.1 255. 255. 248. 0 10. 23. 175. 249
ip route-static 10.23.244.1 255. 255. 252. 0 10. 23. 175. 249

# EEMAERTSR YR, JEfe e RIS R I ILRCR O o v, T IERY IP Huhk o Z59™

J Hbu kb o B

ip ip—prefix prefix—a index 10 permit 10.23.40.1 21
ip ip—prefix prefix—a index 20 permit 10.23.116.1 23
ip ip—prefix prefix—a index 30 permit 10.23.144.1 23
ip ip—prefix prefix—a index 40 permit 10.23.228.1 22
ip ip—prefix prefix—a index 50 permit 10.23.232.1 21
ip ip—prefix prefix—a index 60 permit 10.23.244.1 22

# WCE 4N sslvpn [ route-policy, HATm5 A 1, VLEHEA N RTHF.

route—policy sslvpn permit node 1
if-match ip—prefix prefix—a

# HCE %N sslvpn ] route-policy, FA7858 100, VLR AR,

route—policy sslvpn deny node 100

# MCE ospf SIAFHESIH

ospf 23 router—id 10. 23. 249. 253
bandwidth-reference 100000

import—route static route—policy sslvpn
area 0.0.0. 23

#

fic B i@ L OSPF [A]4hMA & AT Loopback bk H1 /77740 K« SSL VPN LM 4 F it

Loopback Hdik.

# Ji & Loopback Hulik
interface Loopback 10
ip address X. X.X. X 32

# BCE ospf SIAFESMH

ospf 23 router—id 10. 23. 249. 253
bandwidth-reference 100000

import—route static route—policy sslvpn
area 0.0.0. 23

network X.X.X. X 0.0.0.0

# FCE SSL VPN EE4LLM 5CAH A itk Loopback Hiuhik
v—gateway ssl vpn ip address X.X.X. X
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1.5.34 SSL VPN 2 & X HWH#HRFZ R 78

A XBERAZFFALUL SSL VPN ThEe 5 XML 30T RE B %, 1M A2 48 BT XU 51 3855
AU ACE 7 SSL VPN I, SSL VPNAEWM R e “HlE Fwa” R4HE, mASsH 550
B CFREMNBA SR T XUPLAMA SSL VPN SR BURRCR.
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[ NETC INFO  2022-01-04 14:06:36.000399 ][Administrator] [2][SSL
Create] [SSLConnect errno: 1, state: error, connectSSL:—1]
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[ NETC WARN  2022-01-04 14:06:36.000400 ][Administrator] [2][SSL Create

failed] [ErrorCode:20] [reason:Verify first error, unable to get local issuer

certificate]

[ NETC  WARN  2022-01-04 14:06:36. 000400 ][Administrator] [2]3[xcs SSLFree

begin] [reason:connect ssl error connectfd, return number is -1
pstConInf—>psSs1=3792750]

[ CAUTH WARN  2022-01-04 14:06:36. 000514 ][Administrator] [2][CAUTH Auth

SendToGateway failed][reason:netc connect error, code 1]

[ NETC  INFO  2022-01-04 14:06:36. 000517 ][Administrator] [2]4[xcs SSLFree

begin] [pstConInf->psSs1=0]

[ NETC WARN  2022-01-04 14:06:36.000517 ][Administrator] [2][Socket close

failed] [fd: 7404, errorcode is 10035] // FRa~UEFE0IE I M

[ CAUTH WARN  2022-01-04 14:06:36. 000518 ][Administrator] [2][Master auth

failed] [reason:send auth pack to gateway error]

[ CAUTH ERROR 2022-01-04 14:06:36.000519 ][Administrator] [2][Auth login

process failed][auth master error]

[ CADM INFO 2022-01-04 14:06:36.000520 ][Administrator] [2][Normal

Msg] [biztype is 3 ,msgtype is 3 ,msgcode is 0x3000b]

o  HPVESR, FNIEDRL/ FiE R, s “CUIERE” .

[ CAUTH 1INFO  2022-01-04 13:35:35.000058 ][Administrator] [2][Auth send][auth
package send to gateway successful]

[ CAUTH INFO  2022-01-04 13:35:35.000058 ][Administrator] [2][Master auth][send
auth message to gateway ok]

[ CAUTH INFO  2022-01-04 13:35:35.000059 ][Administrator] [2][Auth login
process] [auth master ok]

[ CAUTH INFO  2022-01-04 13:35:35. 000059 ][Administrator] [2][Auth

receive] [auth type 0]

[ CAUTH INFO  2022-01-04 13:35:35.000059 ][Administrator] [2]uiModule = 0
iSRe jCode= =5 puiCRejCode = 196609 //H ' IAilE 2

[ CAUTH 1INFO  2022-01-04 13:35:35.000059 ][Administrator] [2][Auth recv][auth
master failed][reason = 196609]

[ CAUTH INFO  2022-01-04 13:35:35.000060 ][Administrator] [2][auth master
exit] [authType = 0]

[ NETC INFO  2022-01-04 13:35:35. 000060 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=3792750]

[ CADM INFO  2022-01-04 13:35:35. 000060 ][Administrator] [2][Normal

Msg] [biztype is 3 ,msgtype is 3 ,msgcode is 0x30001]

o FSER, PUNHIPIKSHBUE, m “UIERE” .

[ CAUTH INFO  2022-01-04 14:14:48.000939 ][Administrator] [2][Auth send][auth
package send to gateway successful]

[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Master auth][send
auth message to gateway ok]

[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth login
process] [auth master ok]
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[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth
receive] [auth type 0]

[ CAUTH INFO 2022-01-04 14:14:48.000940 ][Administrator] [2]uiModule = 0
iSRe jCode= —16 puiCRejCode = 196609 //ZF~FH K S48l &

[ CAUTH INFO 2022-01-04 14:14:48.000941 ][Administrator] [2][Auth recv][auth
master failed][reason = 196609]

[ CAUTH INFO 2022-01-04 14:14:48.000941 ][Administrator] [2][auth master
exit] [authType = 0]

[ NETC INFO 2022-01-04 14:14:48.000941 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf—>psSs1=37668b0]

[ CADM INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][Normal

Msg] [biztype is 3 ,msgtype is 3 ,msgcode is 0x30001]

o M ER:, FONH P EAEMSY RR, #&7x “IAERE”
[ CAUTH INFO  2022-01-04 14:14:48.000939 ][Administrator] [2][Auth send][auth
package send to gateway successful]
[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Master auth][send
auth message to gateway ok]
[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth login
process] [auth master ok]
[ CAUTH 1INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth
receive] [auth type 0]
[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2]JuiModule = 0
iSRe jCode= 16 puiCRejCode = 196609 //Z& M /' IK-SHal &
[ CAUTH INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][Auth recv][auth
master failed][reason = 196609]
[ CAUTH INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][auth master
exit] [authType = 0]
[ NETC INFO  2022-01-04 14:14:48.000941 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=37668b0]
[ CADM INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][Normal
Msg] [biztype is 3 ,msgtype is 3 , msgcode is 0x30001]

o AumEANB I EF
[ CAUTH INFO  2022-01-04 15:42:13.000259 ][Administrator] [2][Auth send][auth
package send to gateway successful]
[ NETC INFO 2022-01-04 15:42:13.000468 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=2b17840]
[ CADM INFO  2022-01-04 15:42:13. 000469 ][Administrator] [2][cadm bizctl
process] [entry bizctl proc srcbiz 3 and bizctl 40]
[ CADM  INFO  2022-01-04 15:42:13.000470 ][Administrator] [2][cadm bizctl
process] [the biz start to exit biztype 5]
[ CADM INFO  2022-01-04 15:42:13.000471 ][Administrator] [2][cadm bizctl
process] [the biztype 5 exit msg is sending. notice biz 20]
[ CNEM INFO  2022-01-04 15:42:13.000472 ][Administrator] [8][Cnem module
proc] [Enter]
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[ CADM INFO  2022-01-04 15:42:13. 000474 ][Administrator] [2][cadm bizctl
process] [the biz start to exit biztype 8]

[ CNEM INFO  2022-01-04 15:42:13.000474 ][Administrator] [8][Cnem module
proc] [Cnem module stop]

[ CADM INFO  2022-01-04 15:42:13. 000476 ][Administrator] [2][cadm bizctl
process] [the biztype 8 exit msg is sending. notice biz 120]

[ CEPS INFO  2022-01-04 15:42:13.000476 ][Administrator] [7][hostcheck
pro] [ceps module stop start]

[ NETC  INFO  2022-01-04 15:42:13. 000478 ][Administrator] [8]4[xcs SSLFree
begin] [pstConInf—>psSs1=2b010b0]

[ CADM INFO  2022-01-04 15:42:13. 000480 ][Administrator] [2][cadm bizctl
process] [the notice has been send to src biz 3—EXIT WAIT]//F~H )/ Es0EH
[ NETC WARN  2022-01-04 15:42:13.000481 ][Administrator] [8][Socket close
failed] [fd:2324, errorcode is 10035]

[ ROUTE INFO  2022-01-04 15:42:13.000483 ][Administrator] [8][Route
Recovery] [start]

[ ROUTE INFO  2022-01-04 15:42:13.000495 ][Administrator] [8][Route
Recovery] [Finish]

o WRMBAF T4
[ CNEM  WARN  2022-01-04 15:47:32. 000364 ][Administrator] [3][Cnem handle
packet from gateway] [CMDtype is KICKOUT]//Z =Wt 215 25 i FH P 2k )i SR
[ CNEM  ERROR 2022-01-04 15:47:32. 000366 ][Administrator] [3][Cnem handle
packet from gateway] [NEM_CMD_ KICKOUT]
[ CNEM INFO  2022-01-04 15:47:32.000367 ][Administrator] [3][Cnem send status
msg to self ok]
[ CNEM INFO  2022-01-04 15:47:32. 000368 ][Administrator] [8][Cnem module
proc] [Enter]
[ CNEM INFO  2022-01-04 15:47:32.000370 ][Administrator] [8][Cnem AsyncMsg
BizNem Proc] [Enter]
[ CNEM INFO  2022-01-04 15:47:32.000371 ][Administrator] [8][Cnem run][Enter]
[ CNEM INFO  2022-01-04 15:47:32.000387 ][Administrator] [8][Cnem run][the
current status 145 and msgtype 13]
[ CNEM  ERROR 2022-01-04 15:47:32.000388 ][Administrator] [8][Cnem receive or
send packet failed][goto ERR Handle]
[ NETC INFO  2022-01-04 15:47:32.000390 ][Administrator] [8]4[xcs SSLFree
begin] [pstConInf->psSs1=2b010b0]
[ ROUTE INFO  2022-01-04 15:47:32.000391 ][Administrator] [8][Route
Recovery] [start]
[ ROUTE INFO  2022-01-04 15:47:32.000404 ][Administrator] [8][Route
Recovery] [Finish]

o TRUMENS, EIERM, BHEFR
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[ CNEM  ERROR 2022-01-04 16:01:48.000444 ][Administrator] [8][Cnem err
handle] [nem module reconnect fail]

[ CADM INFO 2022-01-04 16:01:48.000444 ][Administrator] [2][Emergency
Msg] [biztype:5 msgtype:11 msgcode:0xb0002]

[ CEPS INFO  2022-01-04 16:01:48. 000493 ][Administrator] [7][eps proc][CEPS
HostCheck Proc start type 10]

[ CEPS INFO 2022-01-04 16:01:49.000713 ][Administrator] [7][cacheclean
logout] [eps start logout cache clean check end]

[ CADM INFO  2022-01-04 16:01:49. 000714 ][Administrator] [2][Normal

Msg] [biztype is 8 ,msgtype is 5 ,msgcode is 0x50002]

[ CADM INFO 2022-01-04 16:01:49.000714 ][Administrator]

[5] [CSDK Send Thread] [uiMsgSourceMark:0x4000000 —>

uiMsgDestMark: 0x2000000] [uiModuleID: 0x8000000] [uiMsgType: 0x2000500] [uiConnetType:
0x1000000] [uiMsgLength:0x0]

[ CAUTH INFO  2022-01-04 16:01:49.000718 ][Administrator] [2][CAUTH Module
Proc][in to CAUTH Module Proc]

[ CAUTH WARN 2022-01-04 16:01:49.000719 ][Administrator] [2][Service cert
failed] [pstCAuthCtx—>uiServiceCertCheck =0]

[ CADM INFO  2022-01-04 16:01:49. 000720 ][Administrator] [2][CAUTH Auth
SendToGateway] [no need to set certinfo]

[ CADM INFO  2022-01-04 16:01:49. 000721 ][Administrator] [2][CAUTH Auth
SendToGateway] [proxy info :0, user name:, proxy type:0]

[ NETC WARN  2022-01-04 16:01:54. 000722 ][Administrator] [2][SSL Connect
failed] [reason:ssl time out, reconnect]

[ NETC ~ WARN  2022-01-04 16:01:59. 000723 ][Administrator] [2][SSL Connect
failed] [reason:ssl time out, reconnect]

[ NETC  WARN  2022-01-04 16:02:04. 000724 ][Administrator] [2][SSL Connect
failed] [reason:ssl time out, reconnect] //3%7~EiZEHENT

[ NETC  ERROR 2022-01-04 16:02:04. 000725 ][Administrator] [2][SSL Connect
failed] [reason:reach max reconnect time Addr: 10.19.12. 120, Port: 5678] //iAZ|E
R R

o JH BN SSL VPN BiL, SRR H
[ CADM  INFO  2022-01-06 13:36:53. 000070 ][Administrator] [4][Proxy
info] [ConnectType is <1>, Proxy type is <0>]//1 &7~ SSL VPN, 0 F/RIo/CH
[ CADM INFO 2022-01-06 13:36:53.000071 ][Administrator] [4][Proxy info][proxy
is :0, user name is , proxy type is 0]
[ PREF INFO 2022-01-06 13:36:53.000072 ][Administrator] [2][SetPrefSiteFlag]
[ PREF  INFO  2022-01-06 13:36:53. 000073 ][Administrator] [2][Site pref
proc] [Enter]
[ PREF INFO 2022-01-06 13:36:53.000074 ][Administrator] [2][Site Pref
Preprocess Sitelnfo] [aucGatewayIP:10. 19. 12. 120] [uiGatewayPort:6528]
[ PREF  INFO  2022-01-06 13:36:53. 000075 ][Administrator] [2]Number of sites 1
[ PREF  INFO  2022-01-06 13:36:53. 000077 ][Administrator] [2][Default getway
Index in configuration file is 0]

-
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[ PREF INFO 2022-01-06 13:36:53.000078 ][Administrator] [2][Default getway
Index is 0]

[ PREF INFO 2022-01-06 13:36:53.000096 ][Administrator] [39][Site pref thread

enter][Site order is 0]

[ PREF INFO 2022-01-06 13:36:53.000097 ][Administrator]
RequestPack] [pstFirstConnRequest—>ucDomain] [10. 19. 12. 120]

[ PREF INFO 2022-01-06 13:36:53.000098 ][Administrator]
[39] [SITE FirstConn RequestPack over]

[39] [Park

[39] [cauth] [get the
[39] [Addr info][ip

[39] [cauth] [get the

[39] [cauth] [get the
[39] [Addr info][ip

[39] [SITE FirstConn

[ CAUTH INFO  2022-01-06 13:36:53.000099 ][Administrator]

[ CAUTH INFO  2022-01-06 13:36:53. 000099 ][Administrator]
gateway ip is 10.19.12. 120 and port is 6528 from domain name]
[ CAUTH INFO  2022-01-06 13:36:53. 000099 ][Administrator]
address is valid]

[ CAUTH INFO  2022-01-06 13:36:53. 000099 ][Administrator]
gateway ip is 10.19.12.120 and port is 6528 from domain name]
[ CAUTH INFO  2022-01-06 13:36:53. 000100 ][Administrator]

[ CAUTH INFO  2022-01-06 13:36:53.000100 ][Administrator]
gateway ip is 10.19.12.120 and port is 6528 from domain name]
[ CAUTH INFO  2022-01-06 13:36:53. 000100 ][Administrator]
address is valid]

[ PREF  INFO  2022-01-06 13:36:53. 000100 ][Administrator]
SendAndRecv] [aucDomainName: 10. 19. 12. 120:6528]

[ PREF  INFO  2022-01-06 13:36:53. 000100 ][Administrator]

SendAndRecv] [aucDstDomain: 10. 19. 12. 120:6528]

[ PREF INFO  2022-01-06 13:36:53. 000101 ][Administrator]
SendAndRecv][!!!111111!
[ PREF INFO  2022-01-06 13:36:53. 000101 ][Administrator]

SendAndRecv] [conn—>aucHostName:10. 19. 12. 120]

[ PREF INFO 2022-01-06 13:36:53.000101 ][Administrator]
[39] [NETC Socket Connect] Begin!

[ NETC INFO 2022-01-06 13:36:53.000102 ][Administrator]
Create] [Success]// SSL #2Fpi2h

[ NETC INFO  2022-01-06 13:36:54. 000704 ][Administrator]
Create] [connect] [connectSSL == —1]
[ NETC WARN  2022-01-06 13:36:54.000705 ][Administrator]

Create] [SSL ERROR WANT READ continue][retry 19999]

[ NETC INFO  2022-01-06 13:36:54.000706 ][Administrator]
Create] [SSLConnect errno: 1, state: error, connectSSL:—1]

[ NETC  WARN  2022-01-06 13:36:54.000706 ][Administrator]
failed] [ErrorCode:19] [reason:Verify first error, self signed
certificate chain]

[ NETC WARN 2022-01-06 13:36:54.000706 ][Administrator]
begin] [reason:connect ssl error connectfd, return number is
pstConInf—>psSs1=2b5b3e0]

[ CAUTH WARN 2022-01-06 13:36:54.000706 ][Administrator]
SendToGateway failed][reason:netc connect error, code 3]
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[ NETC INFO  2022-01-06 13:36:54. 000706 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=0]

[ NETC WARN  2022-01-06 13:36:54.000707 ][Administrator] [2][Socket close
failed] [fd:3668, errorcode is 10035]//iEFAZE M, 3 HE % &84

[ CADM INFO  2022-01-06 13:36:54. 000707 ][Administrator] [2][Normal

Msg] [biztype is 3 ,msgtype is 3 ,msgcode is 0x3000b]

[ CADM INFO  2022-01-06 13:36:54. 000708 ][Administrator]

[5] [CSDK Send Thread] [uiMsgSourceMark:0x4000000 —>

uiMsgDestMark : 0x2000000] [uiModuleID:0x3000000] [uiMsgType: 0xB000300] [uiConnetType:
0x1000000] [uiMsgLength:0x0]

[ CADM INFO  2022-01-06 13:37:15.000450 ][Administrator] [4][Proxy

info] [ConnectType is <1>, Proxy type is <0>]

[ CADM INFO  2022-01-06 13:37:15.000450 ][Administrator] [4][Proxy info][proxy
is :0, user name is , proxy type is 0]

[ PREF  INFO  2022-01-06 13:37:15.000450 ][Administrator] [2][Link pref

proc] [Enter]

[ PREF  INFO  2022-01-06 13:37:15.000451 J[Administrator] [2][Link backup not
open] [Return choice sitel] //¥&HA A&

[ CAUTH INFO  2022-01-06 13:37:15.000551 J[Administrator] [2][Auth send][auth
package send to gateway successful]

[ CAUTH INFO  2022-01-06 13:37:15.000551 ][Administrator] [2][Master auth][send
auth message to gateway ok]

[ CAUTH INFO  2022-01-06 13:37:15.000551 ][Administrator] [2][Auth login
process] [auth master ok]//ZEIAIERLTH

[ CAUTH INFO  2022-01-06 13:37:15.000552 ][Administrator] [2][Auth

receive] [auth type 0]

[ CAUTH INFO  2022-01-06 13:37:15.000552 ][Administrator] [2][auth master

exit] [authType = 0]

[ NETC INFO  2022-01-06 13:37:15. 000552 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=2b5b3e0]

[ CADM INFO  2022-01-06 13:37:15.000553 ][Administrator] [2][Normal

Msg] [biztype is 3 ,msgtype is 2 ,msgcode is 0x20000]

[ CADM INFO  2022-01-06 13:37:15.000553 ][Administrator]

[5] [CSDK Send Thread] [uiMsgSourceMark:0x4000000 —>

uiMsgDestMark: 0x2000000] [uiModuleID:0x3000000] [uiMsgType: 0x200] [uiConnetType:0x10
00000] [uiMsgLength:0x0]

[ CADM INFO  2022-01-06 13:37:15.000554 ][Administrator] [4][SSL Start Nem][in
to SSL_StartNem]// )i FHM 258 REAR 5%

[ VNIC INFO  2022-01-06 13:37:15.000556 ][Administrator] [8][Start

VNIC] [begin] //J& F LN R

[ WIC INFO 2022-01-06 13:37:15.000557 ][Administrator] [8][Find the

VNIC] [success]

[ VNIC INFO  2022-01-06 13:37:15.000564 ][Administrator] [8][Nic Open][begin]
[ WIC INFO  2022-01-06 13:37:15.000570 ][Administrator] [8][Get VNIC

name ] [name : 4 $h % 4% |

-
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[ VNIC INFO 2022-01-06 13:37:15.000571 ][Administrator] [8][VNIC Start][open
cmd is interface set interface “ANHWiZEHE” admin=ENABLED]

[ CNEM INFO  2022-01-06 13:37:15.000603 ][Administrator] [8][Cnem send status
msg to self ok]

[ CNEM  INFO  2022-01-06 13:37:15.000604 ][Administrator] [8][Cnem Start OK]//
W54 F& Ja FH 5 Rk

[ NETC INFO  2022-01-06 13:37:15. 000608 ][Administrator] [8][NETC SSL

Create] [pstConInf—>aucHostName] [10. 19. 12. 120]

[ NETC  INFO  2022-01-06 13:37:15. 000608 ][Administrator] [8][NETC SSL

Create] [g gatewayDomain] [10. 19. 12. 120]

[ PREF INFO 2022-01-06 13:37:15.000608 ][Administrator]

[8] [GetPrefSiteFlag:0]

[ CAUTH INFO 2022-01-06 13:37:15.000608 ][Administrator]

[8] [CAUTH CheckIsDomain] [pucDomain is 10.19.12.120]

[ CAUTH INFO 2022-01-06 13:37:15.000609 ][Administrator]

[8] [CAUTH CheckIsDomain] [pucDomain is IP]

[ NETC  INFO  2022-01-06 13:37:15.000609 ][Administrator] [8][NETC SSL

Create] [connect]

[ NETC INFO  2022-01-06 13:37:15.000619 ][Administrator] [8][NETC SSL

Create] [connect] [connectSSL == 1]

[ NETC INFO  2022-01-06 13:37:15.000619 ][Administrator] [8][SSL

Create] [Success] //MZ&4" e G I G SSL & H2 2

[ CNEM INFO  2022-01-06 13:37:15.000620 ][Administrator] [8][Cnem SSL create
ok][3656]

[ CNEM INFO  2022-01-06 13:37:15.000620 ][Administrator] [8][Cnem SSL

create ][reason:channel bind success][sslChannelId<3656>]

[ CNEM INFO  2022-01-06 13:37:15.000620 ][Administrator] [8][Cnem send status
msg to self ok]

[ CNEM INFO  2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem module
proc] [Enter]

[ CNEM INFO 2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem AsyncMsg
BizNem Proc] [Enter]

[ CNEM INFO  2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem run][Enter]
[ CNEM INFO  2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem run][the
current status 20 and msgtype 1]

[ CNEM INFO  2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem send acl
request to gateway ok]///K&i%E ACL iE3RZEM I (FI SN %438 B.FHE HD

[ CNEM INFO  2022-01-06 13:37:15.000622 ][Administrator] [3][Cnem send status
msg to self ok]

[ CNEM INFO 2022-01-06 13:37:15.000626 ][Administrator] [8][Cnem send vip
request to gateway ok] //&i% VIP iE3RZ= VPN Xk

[ CNEM INFO  2022-01-06 13:37:15. 000628 ][Administrator] [3][Cnem handle
packet from gateway] [CMDtype is REQVIP]

[ CNEM INFO 2022-01-06 13:37:15.000628 ][Administrator] [3][Cnem parse new
netcfginfo] [Enter]

-
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[ CNEM INFO  2022-01-06 13:37:15.000628 ][Administrator] [3][Cnem parse new
netcfginfo] [DNS Server IP Nums is 1]//Mi%£MI5R1S 1 4> DNS Ak 4525 tthhl

[ CNEM INFO  2022-01-06 13:37:15.000628 ][Administrator] [3][Cnem parse vip
info from gateway ok] //M¥&MIZRE VIP {55

[ WIC INFO 2022-01-06 13:37:15.000632 ][Administrator] [8][Get VNIC

iofd] [handle is 2648]

[ WIC INFO 2022-01-06 13:37:15.000632 ][Administrator] [8][Get VNIC
Handle] [success]

[ WIC INFO 2022-01-06 13:37:15.000632 ][Administrator] [8][Active

VNIC] [begin]

[ WIC INFO 2022-01-06 13:37:15.000632 ][Administrator] [8][Active

VNIC] [success]

[ WIC INFO 2022-01-06 13:37:15.000633 ][Administrator] [8][Set IP and
MASK] [begin]

[ WIC INFO 2022-01-06 13:37:15.000633 ][Administrator] [8][VNIC IP is

10. 19. 15. 36] //mE#L 1P Hutkf5 8

[ WIC INFO 2022-01-06 13:37:15.000633 ][Administrator] [8][VNIC mask is
255. 255. 255. 0] // MU\ TP bk H#ERS (5 B

[ WNIC INFO 2022-01-06 13:37:15.000675 ][Administrator] [8][Set IP and
MASK] [success]//# B RELN I IP Hik(E R

[ WIC INFO 2022-01-06 13:37:15.000676 ][Administrator] [8][Set DNS Server
IP] [begin]

[ WNIC INFO 2022-01-06 13:37:15.000745 ][Administrator] [8][VNIC Init][set
DNS success]//% BRI DNS (2 B

[ ROUTE INFO  2022-01-06 13:37:19.000059 ][Administrator] [41][Route

set] [Begin]: [70]

[ ROUTE INFO  2022-01-06 13:37:19.000059 ][Administrator] [41][Route

set] [Before set route print the routetable:]//y3 N\ VPN &% M2 BT ER#% 3%

[ ROUTE INFO  2022-01-06 13:37:19.000060 ][Administrator] [41][Route print
begin

[ ROUTE INFO  2022-01-06 13:37:19. 000068 ][Administrator] [41][Get best route
info] [Ip :10.19. 28. 254 Mask :0x00000000 Nic index :10]

[ ROUTE INFO  2022-01-06 13:37:19. 000068 ][Administrator] [41][gateWay

info] [Ip :10.19.12. 120 ]

[ ROUTE INFO  2022-01-06 13:37:19.000069 ][Administrator] [41][BroadCast Route
Judge ok] [DestIP : 0xff0f130a]

[ ROUTE INFO  2022-01-06 13:37:19.000069 ][Administrator] [41][Cleanup VNIC
related route] [Success]//JEiGRRIH A EFLM -+ B B

[ ROUTE INFO  2022-01-06 13:37:19.000084 ][Administrator] [41][manul inner
route info][Dest:0x2e0c130a Mask:0xffffffff NextHop:0x240f130a IfIndex:13]

[ ROUTE ERROR 2022-01-06 13:37:19. 000096 ][Administrator] [41][Delete route
Failed] [ErrorCode:0]

[ ROUTE ERROR 2022-01-06 13:37:19.000097 ][Administrator] [41][Delete Unsafe
Route Failed][Line :787]

[ ROUTE INFO  2022-01-06 13:37:19.000097 ][Administrator] [41][BroadCast Route
Judge ok] [DestIP : 0xff0f130a]

-
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[ ROUTE INFO  2022-01-06 13:37:19. 000097 ][Administrator] [41][BroadCast Route

Judge ok] [DestIP : 0xfflcl30a]
[ ROUTE INFO 2022-01-06 13:37:19.000097 ][Administrator] [41][BroadCast Route

Judge ok] [DestIP : 0xff3flfac]
[ ROUTE INFO 2022-01-06 13:37:19.000110 ][Administrator] [41][Set manual mode

route] [Success]
[ ROUTE INFO  2022-01-06 13:37:19.000110 ][Administrator] [41][After set

route] [Routetable:]//7EN VPN B& /5 FTEN & %
[ ROUTE INFO 2022-01-06 13:37:19.000110 ][Administrator] [41][Route print

begin

o BRATEM T, UniVPN Hits% INFO. WARN. ERROR =LA H &, 0SB40 5% DEBUG 24 5
HE, HTEMB UniVPN BCE XF “sysconfig. ini”
[GLOBAL]
ClientName = SecoClient
ClientVersion = 7.0.9.1

ClientCustomized = false
ClientLoglLevel = 1 / /&M~ 0, DEBUG 25 H a0 5%

1.5.41 UniVPN #1 SecoClient 2% gE[E]R11E A

AN, NS PC 72LE SecoClient, “%¢%& UniVPN B2kl FHE1%K SecoClient. LIS EIZ,
SecoClient ZRMEFshEIEL SecoClient, EH UniVPN & ) v HH 30 a) Bt

1.5.42 3TH UniVPN B PC E R4

1. AHALRT 1inux RGWRFFVUE S HI G FE, 2FHVPN RS LEEE, TEKRREH
TPk EBCE A (Vete/profile)

o Error found when loading fetc/profile:
Jjetc/profile: line 36: syntax error: unexpacted end of file

As a result the session will not be configured correctly.

You should fix the problem as soon as feasible.

I
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2+ H VPN ERBI G, WREIEINREEE SR (B, RN Ed) , RS
BUN K A MR . 22 M5 LI ] AR 28 B O

1.5.43 VPN BRI LA AW, AMNAFEN VPN EEERE R
LA 18] 23 [ 23R

"L, EHEHET ARG ER, NMES P EM R UniVPN 2 P a2 57 VPN 825, rlREs
BTy VPN 1 7] A MR 4

R TR WM P RS B 5 7R B B K EE U7 17 A, 7 B ECE B AL P Hb ki i NAT
i,

1.5.44 MacOS &%t P {EH UniVPN E37 VPN EEETTEIH LA

g, anfa]fiEak

SEPRE A FE T, Mac 0S RGiAl Windows ZR4iAE DNS i /i HIAFEZEF . £ Mac 0S 7 HELEE
37 VPN BRI AU iR A MR, AL VPN &8 G Bk AW A IS, o] FElc E — AN R
N dns ARS5 28 .

1.5.45 FAEPine B EM R LLin O
FE, B gRE R e i 3 SO VE LN i A .
Windows *F 4§

promote service i Wi 1 29190 i FE 2R, i LB 40
CSDK WS Wrii 1 19060

Ul Y5 W73 1 29192

linux Al MacOS “F4:

promote service A7 29191

W I 19060

Ul Y5 W73 1 29192

1.6 UniVPN #% 5 SSL VPN #f&-V600R21C10

AREFTAL UniVPN & i 70 8 N B K85 % 4 V600R21C10 A UL G At 355 SSL VPN [ i i
AbFE 5 3o

1.6.1 #TFF UniVPN B HHEN & &

e DAEEPWIEEET, TR TSR
. JEARHT VPN . VPN R 2558 AT A ik Bl ik
. FALH TP B !

1.6.1.1 4. BELBEFIRKIEAIEIT, TeEBEBITIZIERF!

g HR
II9F UniVPN I, RGEEE “ O/ ez, ARefisirziEr! 7 .

TS T T
of of Of
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O ==

et

EEEErRIETEET. AEREmEER!

=

RERE

& OV UniVPN fEi84T .

KeE SR

KA CAHM UniVPN iB1TFEF, IR RS E PRSI Security Assisant Agent. exe R

[ 25 5% ]
I S EERS — m| ®
IR EmC) EEWV)
HE 538 MARSICE B An EEEE RE
- 17% 49% 0% 0%
E= &= CPU & B k=1
REF (16)
> @ Google Chrome (9) 0.3% 1783 ME  OMB/A: 0 Mbps
) Leagsoft VPN (32 fin) 0% 95MB  OMB/A: 0 Mbps
0 Leagsoft VPN (32 fin) 0% 127MB  OMB/f: 0 Mbps
) Leagsoft VPN (32 fif) 0% 238MB  OMB/F: 0 Mbps
> @ Microsoft Edge (7) 0% 1721 MB  O0OMB/F: 0 Mbps
» [ Security Assistant Agent 04% 133 MB 0.1 MB/A: 0 Mbps
> [@7 Setup/Uninstall (32 {if) 0% 398MB  OMB/f: 0 Mbps
> T Windows ¥ESES 0% 200MB OMB/F: 0 Mbps
> T Windows ¥EEES 0% 171MB OMB/F: 0 Mbps
> T Windows HEEES 0% 17.2MB OMB/f: 0 Mbps
> | Windows HEEES 0% 13.1MB  OMB/F 0 Mbps
> WI WPS Office (32 i) 0% B81.3MB  O0MB/F: 0 Mbps
2 O WY Wark (32 £ (111 0.9% 5742 MR 0MRMAL 0.1 Mhns}
() EEEEED) EEESE

RN TR R B A BR 22 5] http://www.leagsoft.com RS HZk: 400-6288-116

78


http://www.leagsoft.com/

LeagSoft UniVPN ZZ i
YEIERE 1 BPEAEE: SSLVPN

1.612E&H: AR VPN &EHE, VPN BRS5=5IRETTIRE)IA

bl i)
HERE VPN OCHT, RGHEE “ ISk VPN RS, VPN ARS8 Al e ICILRIE”
O == X

I FEEIVPNEE . VPNEES R o it L ETE

TR5E

A geR A
5. UniVPN | VPN [ ¢ ) 4% AN AT Ik
6. UniVPN _F VPN IS TP Hhuhik aloom 10 HE 5 4%
7. UniVPN A1 VPN [ 56 R AR E o
8. i A RSS2 EM R (T 192. 168. 253. 188) , UniVPN AW BACHEIL S A MIH)
VPN 3%,
Kb D IR
o JRA 1 [ AL KRR T
3. fE UniVPN FT{EfZ& 5 | Ping VPN MSCH) TP Huhl, ik 2 &S alik.
4. WRBEHATIE, TERCE UniVPN 2] VPN WSCHIEE . an Bt alik, REZ A AN B
FH R DR O, 15 5 N0 R —Fh B A
o K 2 [y in) g AL SRR T
IHK AT UniVPN _EBCE [ VPN e TP Huhik. ¥ H 2 75 5 VPN XSS d & 1 — 2.
o JR[A 3 [y i) AL SRR T
H B F1 UniVPN BCEE [ VPN W HAERRAAT FW V500R005C20SPC500. FW V60OR007C20SPC300
(SPC301/SPC 302 fRAFEAM)  V600R021C10, MILEAIZJGHIRA . A2 BIHIRA, #
UniVPN JEARLE
o JR[A 4 BN SRR INE
R A 2 v A A I A AR 45 4% IR
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Internet ZEI ? *

#M =2 RO mm [ZE | T A
o =aE nerneriE, mronE

EERLANEZS X
EEAMSENEEMELE
SRS
FEIND)...
- STEELESTTAE. SRRESINAS, EETSTES.
I VPN(P)...
PR =SR]
NWEFHEEEERERSS, SEEEE. EE(S) D ﬁmﬁmﬁm(g
AR
KERsE
- 3 LAN BEA SRS R REARTHESE VEN E8X)
LAN BEFUAZRSES. WTESEE, B2 @
E AR, _ HEHEE): 92.168.253.188| B=Om: |&0&0 | =30
DTt R e E R EREEE)
P B

RS2, UniVPN R HECENESE, T,

O x@mas X
R | EARGEE g

N Ermm] mene ||| L [192.168.253.188

VPN | - ! eEe iR IBDSD

EfTHIEDE:

TAARE: 3=H Itest

e

Brg: =i Ilnnnnn

EEHLIPHE

RS —

L [ms ) »=

1.6.1.3 B m ARSI, TAPRE 16 &
&R
FE Uni VPN B de Ul , fEmFEMISChiiN 16 kMCHBhE LR, #dr “dm” , Rgih
uﬁ
o KPR, KBRS 16 27 .
O == X

SR = 2 AR AR R165E

H5E

ARERE A
FEZ P i B S T, EAREMOCC AN 116 %%, k3] 1 ERORKA RN CE
KSR

RN TR R B A BR 22 5] http://www.leagsoft.com RS HZk: 400-6288-116 80


http://www.leagsoft.com/

LeagSoft UniVPN ZZ i
YEIERE 1 BPEAEE: SSLVPN

RS B 16 4505, AN PRk SR P S
1.6.1.4 BiRBIm KB, T E#FhE

EJE L5
76 UniVPN 5410, RS VPN BEERRINT 16 MERME, Hid “+7 , RAEE “CiE3R
KEH, TiEHE” .

O z= X
BT R EEHE. HELMN!

THE
A e BR A
FER i S, ERRCE AN T 16 2%, TAF T oK ISR B AL
AbE L IR

RN E RN 16 25, AEASTHE

1.62 XKABARPZ/ZBRAAERNHINES

: ARA{S A VPN RS 2845 !

. NIERIGC!

: HPIEERHCEE EIR, iEH)EEIK!

284 2 JE B 2R I !

F MG A R !

SR [l A o !

Y RTE A SRR BRE A, 1 D) ) AT S B 15 50U E

F oo ofF [k

.o

IR (DR DR DR IR DR

133 ]?F ]?.F

1.6.2.1 &% : 71587 VPN RS5E51EH !

bl &3
FH A8 UniVPN @3 SSL VPN B&iE 5 5% SSL VPN KEFU GRS, R W MR .
O == X

TEEE: FA{ERIVPNERSSEIET!
BRESE B RTETTAliE eIl iAE Bpin i 1T RS RN
TR EE NESE LM FN RS AERRTE RS ES

EHpigd EUES)E

| ows || mw

.
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] ge R B

UniVPN SR/ DIAE KB HLI 9 B 3 [ CA GIETS .

KSR

FOH R A LU AN T

sy “WE”, EEk “VPN RS 2 A S .
TEH P e EH OB SR O 0 BRI L, AT DR B 7V
8 Uni VPN F 28, AR IE S
FPAETCIEAR 0RO R 5 B B SR RAE DL N, HEF S A b 5 vk
FIHERASE R, —ARSIEPREE RN B, 55— CA UE A 7E UniVPN BT e AL
b WRAPFEACHIEB RS, W UAHBERHNRSGEHEESR. WREAEIET RS, 1L
ff I XCA BAFHIEIE S .
UniVPN sk SSL VPN B i B s N SChS, BB ¢ 2= [m) UniVPN HEE X4 1ET5, R %2 UniVPN
Y CA UEF AT AU R L S 2 E S, REaA S R IEBRBANEREE T .
WEF R HIE 71532 W] 48 A XCA $4E & &l A b1

1.6.2.2 IAUESRIY !

&R
FE UniVPN B3 5, WA A MELLGE, Bd “&x” , RAHE “NERK! 7 .
O == ¥

I ThIESK M !

i 5E

A eeR A
H P 28R, H P IS P 8ie .

FEFAN R T A IERR AR

INIFIE AR 5 T SSL VPN 2 N7 5% .

RN A i B X 254 P R o

SSL VPN B 5% g5 A T WL EIRA (HRP_S) , 1M SSL VPN AL RFFE ik 45 F & B4k,
IMIEIFCR A AD/LDAP AR %528 MIE, MRS a8 DECE A BB T 8 s Rnais o=

6

i .

A .

7. BRI EEIEAE AR S Al metric fH (BRA%D i 1024,
S

L. B, RAEHPAMELESIES, A2, DESRA T ERE.
[HUAWEI-aaaldisplay local-access—user username user001
2023-04-13 08:58:05. 793 +08:00

The contents of local access user(s):

Password

State
Service—type—mask
Access—limit
Access—limit—max
Accessed—num
Block—time—left
Original—password
Password-set—time

s skekekkskekskekskskekokekokokek

: block

.V

: Yes

. 4294967295

: 0

: 2 Min(s)

: No

: 2023-02-23 20:01:17+08:00
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Password—expired : Yes

Password-expire—time : 2023-03-15 20:01:17+08:00
Account—expire—time : —

Local Access User ID : 17

Service—scheme —
UCL group(s) o =
2. T AL OCRMEEE TIMIEE, WA e, £5950E 7 IEMFIAES.

B mxes P ER sslvpntest *
FFIEE © FIME
MR GE0/0/1 v | EEOIR =0 443 <1024-50000- T 443

BT ATERIEFEENR, FETEReSE. FEReEE

ong =itz @=E ®
CERBHERRER
ZE=n o 0 AEEFNEASMIF LS ERARSAEIZFIVPNEFRLTIZER.
PNEEE (® RSA sM2
FHEEH huawei1 univpn test_local.cer v .
FAPME
WEAR @ FF+Eg M

[ wms deraul - I
DNSERERE @ ® EMDONSBES

3. ME M BCE, AT SSL VPN A .

----------------

ERTENAFESER. KERe-1280FF, BEByMasH
F. AEFE, IEFE. FEFERNEL, W: Passwor

d@Epasswordsss=,
b= Y (OO —
BE=m 4 351 VPN
FE=SE EwE -
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4. F AR A TR 2T 55 .

B mxms FsEs o] -
EREEBIRE 120 <60-600=%)
S R IPHaES of -
Ep— rESTES o)
N o)
EEEs
BAEEEEES 2EEEn M
Pl RAIRRE
Gz THe CREF | Q me EEER
e IPFE ik e
1 1 i sl e =z -
10 4l e e e D £
5. SSL VPN ASCREGUARIMHA M . HEEAC BB, iR SSL VPN B R MR AL T WML EARES
(HRP_MD)
6. & AD/LDAP k554, EFEM I HIEMERGEM T “HIXERLABHCEN” , wRE,
WEEEER .
[ [ s [ |
smed | o | me [ =2 | | 23
e | EREEsIET | coMr | SRS
R (\\m&f/)aaﬁﬁ& |m [me | swtEs | =BT
RFEREWL):
huswel002 | |@hw.:orﬂ v|

BFEREWindows 2000 LB (W):
|HW\ | il |

[ srmng. || smem. |

[ Rt Py

e FIEIE(O):

MG

THE

[ AP TaiEd
[ el
[] AT iEhn S e

RFIiHA
® iR

O TR EE: ‘ZUTEEE 88 38 B |

Come [ mw || maw || mm |

7. KBRS 25 i metric (EETS AT 1024, WH AT 1024, iHESO0 M Y metric
Ho
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sugon@sugon-os:~/5MHS route -n
A 1P g& &
T EES FREE & Hs 5B #E8 EO

.18.11.254 0.0.0.0 UG 13392 © 0 enplsO
0.0.0.0 255.255.255.0 U 100 (] © enplsO
10.18.11.254 255.255.255.255 UGH 0 0 enplso
0.0.0.0 255,255,0.0 U 0 0 enpls®
sugon@sugon-os:~/5 HS$ sudo route del default gw 10.18.11.254
sugon@sugon - os:~/5M$ sudo route add -net 0.0.0.0 gw 10.18.11.254 netmask 0.0.6.0 metric © enpls®
su?on@suggn os:~/§§§ﬁ$ route -n

ZES F RS n& BH= 518 ﬁﬁﬁ #0

10.18.11.254 0.0.0.0 UG 0 0 enpls@

10.18.11.254 255.255.255.255 UGH 100
052.0.0 255.255.0.0 U 1000

® enpls®
0 enplsoO

0

0.0.0.0 255.255.255.0 U 100 0 enplso
]
(5}

sugon@sugon-o0s:~

1.6.2.3 AP EEHELE LR, BHEER!

REHR
£ UniVPN Bl A AL, B “8x7 , RAEE M ERdEs b
PR, EREER 7

O == X
B PEEH AR LR . EiREE!

f#5E

A geR A
1. 24707 SSL VPN 7E2EF P40 L4808 31 R 30U S M e 2 1) e K 9 R B P 3 B BR
2. RSB T ALK S ThEE, HiZF O 8FELKEH Cisd FIR.
A3 B
o JRIA 1 [ E AL R TT
BFEMMOE, 8 “W2 > SSL VPN > SSL VPN” , BRI SE L FR,
B OZEMMN R RIER P B BB A G AR, RAEH, AR E .
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— — ‘
GEO/DM v | =EOIR) B0 443 <1024-50000= THE 443
B mErE B ATFRIAFEENE, SEFRESSN. FEssE
#E Q@
2 mEE FREEl
FIES SRR NSMIE S SN ARSAERNIVPNE R EER.
LMAESE (® RSA SM2
FHEIEE Nucrei | Uk e noalcer AAE
FFME
NESR @ Br-E8 v
AEE default A
10.19.86.10 ]
DNSEESE univpn.test
EFEEsEH
SiEEREE 1 <1-1440=43h BRAA5
SERFERARS [ @]
“asfEER 1440 =60-2880=73 BEiiA91440
’ EAHERFH «1-100= l

o RN 2 )R] UE L SRR TT i
BEIZH T B AR H IS, IR IR ARSI K, Al A iz A i i KAE 2k
HH

1.6.2.4 MEIRRBEIKRY
AR

7E UniVPN SR 51, AR P BMEL LS, i “8x7 , RGEE “MKy RE3NL
Ij&' ” A

O == ¥

PeiEReT FE Bah sk !

T#5E

H]RE IR A
1. YAETERI ML bbbt Ay 1P okt & H 52
2. 2 Ui RN X R S B U O PR AR R AU I

KPR
1. ¥TJF CLI #=#l4G, #EEIMNR service K, F44T display network—extension [ip]iE4%&r
B W25 e bbb (P B B A 2 BEE . W SR e bkt B s, ARIEML S TR, 1E 1 st
b b bk % H .

<HUAWEI>display ip pool name test
2023-04-21 16:41:26. 551 +08:00
Pool—name . test
[ R
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Pool-No : 0
Lease : 1 Days 0 Hours 0 Minutes

Domain—name D=
DNS—serverQ D=
NBNS-server( D -
Netbios—type D -

Position : Local

Status : Unlocked

Gateway—0 =

Network D -

Mask D=

VPN instance o

Logging : Disable

Conflicted address recycle interval: -

Address Statistic: Total 1100 Used :0
Idle 1100 Expired :0
Conflict :0 Disabled :0

Section ID: 0
Start End Total Used Idle(Expired) Conflict Disabled

100.1. 1.1 100. 1. 1. 100 100 0 100 (0) 0 0

<HUAWET>
2. BB RGN EIERC 43S 75 L 23 BRI, 8 RE DL 5 B 1 22 80 BT 203
WK AT T RS AT LR BRAFERM R, ARKIATUN SR BHASE ip =@ &
AR R 2T AT DUERBE . 5 ICIRIERBE, T8 A S AR RIS SRR 2 iR R .

IC: \Windows\System32>netsh.exe interface set interface "Local Area Connection" admin=DISABLED

C:\Windows\System32>netsh.exe interface set interface "Local Area Connection" admin=ENABLED

192.168.0.1 1

C: \Windows\System32>
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f; Network Connections - 0
i b & « Net.. > NetworkC... v C Search Network Connections o)
Qroanize w Nicahla thic natwark devica Niaanacs thic cannection Rename this connection » g: v El o
“1. Local Area Connection Properties
‘ Connection
Networking  Sharing ble unplugged
ws Adanter V9
Co |nternet Protocol Version 4 (TCP/IPv4) Properties X
General %

You can get IP settings assigned automatically if your network supports

Th  this capabiity. Otherwise, you need to ask your network administrator
TS for the appropriate IP settings.
5
R (O Obtain an IP address automatically
N © Use the following IP address:
(  Peddes 192.168. 1 .101]
R Subnetmask: 255.255.255. 0
L] Default gateway: 192 . 168 .0 . i3
[' Obtain DNS server address automatically
| © Use the following DNS server addresses:
Preferred DNS server:
Alternate DNS server: i
‘ () validate settings upon exit Advaniad...
(&) oo
2 items ' rneurscew = g

1.6.2.5 EHlELY!
E R
£ UniVPN B A0, MNP SRSEEUE, Hdi <887, RES% “EHHhERK! 7 .

— ]
27 C\Users\june\AppData\Roaming\SecoClient\bulletin1.htm| - ¢ | B2gx. P~ | &ve
CE—— x |1

EMHBEIATETIRLSER. RUgeaFEDo—L3E!

L ZRA BhimAR s R
ERSRTERTELZARE, TEsmbtEss, Fixfiidsat=RsaEn0.
MSTSC

WREERA

HESMM S A /T T BN A DIRE, B AT & ZAaRARIER .
SUSER

AR 1 BTUAS: 2 SR BB 10 T S 7~ R Bk e o
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1.6.2.6 %1% [l AL 2R !
BTl &3 %)
F UniVPN B A, MRS GRELUE, Ak 857, RGEE “BuR 503
B

4

& X
& {E IR [E1FDBH

i |
G-

TSI A& 40s, HEkIEAE I a) 23 5 & i 5 2R S UG I

Kb D IR
1B H UniVPN, ZRJ5HHTHTJF UniVPN.

1.6.2.7 YHNEEA SRR PO BEE A, 15 D)2 0] SEREiE A =05 E il

MEHBR
7E UniVPN E 7, WA LRMEELE, B “Ex%7 , RGEE “YnEEA K ud
i, WU B T ERE R S ERT .
O == X

| SANEE T EREREES, FHiMREREREEEAEE!

5

AR
ZImfESR S SSL VPN IR, 20K UDP PRINRSC, PRI SRR IE I m AT V. R el s
B KR, B PREREE ] DU BRI R, BEi% UDP BEREANE, PREBEIE IR
A
SIS
1. UniVPN B “ BN 05, (FNImm I Inik . PRIEREIETCVA @A, Wi T b Bk
gkE.
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HEIPIER 1 HIFEAME : SSLVPN
O =i X
SHEE ol
E *
EHFEE:
AR L
[1111 % wO: 443 * @
fiEtE, :
|'H&Ef§$ﬁ]#§i‘i - ®
AELRET,
iR i T,
BIEEE
B 1277

2. HEERL KBS 24 0RNG, ST 1 Zm5 VPN G 2 8] 27 UDP o is B % i A4 Vi
3. KB K EEANE & B AFAE NAT &% WRAELE, T%EF%T SSL VPN ) TCP 11 UDP 3 1 43 il ik
NAT BB H 22455 WE AT 6T UDP 3 145 NAT BRSFE, Global 3 1 Inside ¥ 140 —%K o

1.6.3 XAIMER AN ERHINES

1.6.3.1 HAZ B PIEH
AR
TE e YT FAE B UGE S R, 76 UniVPN 26 i, 1R P ETn, o T (0
i E
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EEE: | 1019.12.121:443

E%:Imf _ﬂ.ﬁﬂ

P

| % l

T ge R
AR PR “FHME” "EEE “Digital Signature” (BFESH) .

S [
R | PR
BT 5 <A -

=i B

ﬁfﬁ% june, cn, on, ©n, ©I, cn
[-]444R FSA (1024 Bits)
TERAERREE de ce 32 o8 48 0d Sa 46. ..

A% Digital Signature, Key ...
ape Cert Type S5L BERigB{RSuE, eI, .
Hetscape Comment xea certificate

EE%% Subject Type=End Entity. ..

Key Encipherment, Data Encipherment (b0)

-

Digital 5ignature,

[FEEEE. . | [EREEEc..
TR SHESEE

EE

KSR
FOFTRAE RPN B T AT

(1] A
IR IRSS B SR TR R T2 A RE TR, B P i AN s o R 26 44 Re JIETH
L
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HEIPIER 1 HIFEAME : SSLVPN

IR AR S5 48 SCRF B TR BETWIIESS, (HR % P iR R B r 2 B 1S, W RER RS 4T
BT ERRNE: BANA B

FE B FE b REXFAHFEREARIER NI
USG6000 V500R005C20SPC500 A A it As | ASSCHF
USG9500 V500R005C20SPC500 J% LA RRAR | NS
USG6000E V600R007C20SPC300 ¢ LAJE A | ANSCHF

(SPC301/SPC 302 A& 4M)
Eudemon200E-N V500R005C20SPC500 K LAJGhRAS | 24

Eudemon200E-G V600RO07C20SPC300 M LG A | A k:
(SPC301/SPC 302 iR A& 4

Eudemon1000E-N | VS00R005C20SPC500 Jz UG A | ANSCHE

Eudemon1000E-G | V60OR0O07C20SPC300 % LAJG A | A3 e
(SPC301/SPC 302 iR A& 4

Eudemon8000E-X | V500R005C20SPC500 Jz LUJG A | ANSCHE

SeMG9811 V500R005C20SPC500 M PAJE A | AN
NGFW Module V500R005C20SPC500 M PAJE A | AN
USG12000 V600R021C10 J% LA il A I
USGE000F V600R021C10 K LA i A< SCHF
Eudemon9000E-X | VBOOR021C10 J LA fi A< SCH
Eudemon9000E-F | VBOOR021C10 J LA fi A< SCH
Eudemonl1000E-F | VB0OR021C10 % LAfEhii A F&a
1632 1% EHRAEBRIEIES, B R A EMED !
ME R

FE UniVPN B g 5, @ HEH e, B “&x7 , RGhdrn BRI IERRIEEE, EiR
PG ERIESS L 7
O == 3

I A PEREETRE . FRESERESR!

75

] Be IR A

Lo FHPESS, AN E 5 K R U D2 ity CA IE TS IR AR IE P25 44 UK

9. LRI FIE PR, WEEWAHEER.

3. B KGR &I RGN A, B X, ATER PR A ZOHEE 2 A .

4. HPUETHE DT K EEBCE R CRL GIEP MEH41I3) 8L 0CSP (FEZUEIRE I MH.
B
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LA “BUE” B RN KRR 5 7 o CAIEP I “aikess” 7 B

—3,
i

B eS| iEaEs

g EBES

¥indows RFEBREE, FRISWEEEH-

ks ===

I fils#:  JSCIN_CSF

HEEAM 2021y 12f 07 B ooz 1207
T EE— SRR

THHFERIFEER

it HAA ()

2. MBI UES, R EAX NI
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W
B i3EEE | EPRE |

g EBER
Windows BHPHBEE, REREZEHR -

Tk s =53
fAg . JSCIQ CSF

Ha U aoztf o128 7 F ooeel  12f T
? FEH—SEE A EAIFLER -

fift ERAA 2)
TRAFEAENER

3. R AR IR DX E A A5 EA, DA AR A E H P E TS A S 2 14

RN TR R B A BR 22 5] http://www.leagsoft.com RS HZk: 400-6288-116 94


http://www.leagsoft.com/

LeagSoft UniVPN ZZ i
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W [5m]
B i3EEE | EPRE |

an uBiER
Windows RREBRER, Tkt -

ke ===

fAg . JSCIQ CSF

Ha U aoztf o128 7 F ooeel  12f T
“? FEH—SEE A EAIFLER -

fift ERAA 2)
TRAFEAENER

4. FETBE KA ASECE T CRL BE OCSP, fIE, HUNIZECE, WEHUR.
1.6.3.3 $27~: TAUESLTY!

5B
TE RN IR FHE BEEE S BL T, 76 UniVPN B3 AH, EFR e, sfd “83%”,
ARG “AERK” .

O == X
I A E Sk M !
TRTE
Al ge B
1 M SGERIE “ v B” BEA LN, SEH &R 3 &M IEB IR T
HiRMAH P AEE.

2. UM LR T A IERAE .
3. INIFICR 5 ] SSL VPN B2 A5 .
4. SSL VPN B FHiE & AT AHLEARA (HRP_S) , T SSL VPN A HR7E £ 4% B8 4k,
5. ET5A &
B
L BFW &, BREERMSGEBIE “HA B iE, MAHPERS T AEFBR S
PELFR AT LA

.
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B mxEs Rl ER sslvpntest
s
FIET B GEO0/0/1 v | <HEOIR BO | 443 <1024-50000> TE 443
B ATRIFAFERERR, SETaEsEN. [FEsssH
A, e HE @
CEREEREE G
IS PEEEE ASME S SR ERRSAEFNVPNEFRLEER.
NEEE (® RSA SM2
A huawei1 univpn_test_local.cer -
BFAE
NES= @ EBHkE v
EFECALES JSCIQ_CSFert 68 v
Arewre | [E== A
AIEEE fl&ZZ-CN (Common name)
TR f#EE-0U (Organizational unit)
F%E-C (E-mail address)
f=pvese—ig] §F5E-0 (Organization) Fh: 2007/01/01 00:00:00(EFEGSTRESTE)
EXESIEETE STEE-L (Locality) =h: 2007/01/01 00:00-00(EFEFIRERTE)
EE flZEE-S (State or province)
fiEE-C (Country)

=EI-CN (Common name)
=EI-0U (Organizational unit)
=E0-E (E-mail address)

2. AR SGZ A E TINIESE, WRAIRE, —£EIE T I IR,

B mxEs FFEER sslvpntest
s
R B GE0ION v |-[EOIR B0 443 <1024-50000= EiE 443
B ATRIRFEEN:, SEAESSER. FESesN
2, fatEl 40
EREEEED
MFSES SRS ASMS LS ERARSAES SNVPNE R EER.
LMEEE (@) RSA SMm2
EHEIEH i | unhpo B ool oe v
FFAE
WEST @ IERHkER -
EFRCATES JSCIQ_CSFcrt ¥ h
Elgier--=a= ERE v
= default > ||
ErmiEBmsRt
EReEEaTE &= 1970/01/01 00:00:00 EAGES: 2007/01/01 00:00:00(EMESSTRERTE)
EREELEE = 2099/01/01 00:00:00 ENET: 2007/01/01 00:00:00(FEFESSTRERTE)
=z
e

3. e FBCE, REJHH 7 SSL VPN #: A5,
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BEE test

L I1 FEEEEREERREEE

EEAEHRAEER, EERE-1280EE, BEELTEE
=z FE=H /| Exft FHEFEEPRE0%, i: Passwor

di@Epassword3s=E,
oS SSL VPN
FrEZ=2E EEE -

4. EEEECE BN, LR SSL VPN BSR4 T XN IDIRA (HRP D
5. kR HIHET, EH AR HIES.
1. fH windows + REEFTIF “iz47T” XUEHE,

S in X

o Windows IRIEIRREA ISR, AIRFTTHERRRRE.
ITffEE. REER Internet HHE,

£ | v
$ zreEmRaEEs.

2. HIN certmgr. msc, HLHfE, FIFUE A BLAY
=5 &7 x

=) Windows MHRIERATEARIERR, B TFHERTRTER.
i SOEEL Internet R,

FIFF(O): | certmgr.msci "

G sReEERAELTE,

3. EFE ANIOUEF” , EEEH R MR, BEIEAE .
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HEIPIER

1 HIFEAME : SSLVPN

B cortmgr - (5% - SEEAVRAVER] - o x
TR EEA EBV) EEH)
e nFE 4L XE=HE
G - A e - man ~
v j;)\w Tl gl e
A
) ) s o
5 g ﬁg&:ﬁiﬁm . i
’ S ) &
> [ SIERERmEI i j.i':.l o
| Active Di :
z g;r!{;w\r‘edorym)ﬁﬂ% Y N O I
S -
s O FEEERES & Frimgeirs Vw3
s O] S=AEEEmEl ol ey ol
5 [ SEEA ! Iy et
> O BPRRGEEREE | 40 ey
> [ Local NonRemovable Cert|| Tl Essrisk: L]
> [ Tl e Lol | iy L
> [0 EREEREER " W prees
= W] ©

o B

= EEE EEEE

4, MRS, BEIERAR)E, B “fE” RENEE A

*

g EBES

sE: ATE_CIF

I BEEM 2019/9/1 3 2021/91 I

T frE— SRR,

AR (S)

5. A ROY S IE PR CMHRR T , ARYE SRS N R AT RO e

[ FRIEREEAETE
[ Active Directory FIF7I&

Tl

>

>

>

>

> [0 BEEERE

> [0 FISEANES

s [ ETHBEREET .

> EEEA k- -

> [ BPESRBTTNES o T

» [ Local NonRemovable Cert sk

> [ EE S Talodi ol lompil

s mEEREEEE :.-w--
e

< > (-

FI7H0)

FEESK >

B
SHIC)

EiER)
FEEI(H)

& certmgr - BES - ZEIAEAVNANEH] - [m] X
P EEN EEV) EEH)
e | nE LB XEE|HE
Sl e - wen ~
v 3 A Tl 1 e
O a8 Tolrman e
O ESEORTHRA | 7 o
O uiEE T e

ime
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6. BT ORI IR A eSS, EETITAR UniVPN 2% i iAdiE .

1.64EFZRINEWSZHIMNFE

1.6.4.1 if7ElAMBLERE, ping AMIEIRK
Ve 5154
SSL VPN 45 Hisly, Vil NIRRT, Ping LR K. AR B % He NAT BRAHIER 2 .

B C:\Windows\system32\cmd.exe

] e R

MEEARSEILA E ARG, NAT Wb PR S RSO 7 b 364, ARSI B ;10 VPN $ R 75 B0 AN
WA B2, G 4. R, VPN AS B i A R GoiH AE RN 5] & IR ZE R EL NAT sk,
EBIEER SR N, XANER B B,
JsLibZl

1. 7EREE R U0 R PR PO AR B B IE R, Pt USRI By . PR IE A%
RO “HREUE AR N, B kS EEITR Local F Untrust (R ALT Untrust [X
) B SN, SRR UCER & TP ARG 2K5TEh UDP, 311 443, HIEMAE T, UniVPN 245G
DL “ P dmpi” 5 VPN We @37 SSL VPN B¥il; b i s 7 2ROy, UniVPN 2384 4
F “nSfEiist” 5 VPN B e 7 VPN P%iE .

2. WAV X AMEEE T 24 SSL VPN W%, 7F UniVPN F 3 @ S RE D RETT LAFIE P i 3]
i 37 fe BRI AR & VPN [ E,  JZb ZEIR .

-
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HEIPIER 1 HIFEAME : SSLVPN
O Fass x
s e, BB
L2TR/IPSec B NG
Issl *
SRS e
R L \
[11.44 % WO [443 * @
BEiEE
[EmEs M NO)

~ gnEz (D)
rExEgE (D

BiE—: EEEEEEE

| wE
1.642 BRMINE, FTiEABIAKM
il & i3
SSL VPN $&'5 iliTly, {HAETCIEVT M ARG S T, 4 W Ping AN .
T gE R

1 BRI SR R 25 3™ e e B 1 7 20 g e i e e it P A
2. BRIRARIAL

R IR
L Y R i e A O T TR AR, 2 a IS R RS, ANAE VS Rl 48 2 1 VPN
W BB}, & VPN fgIE, JimHEMEBL (AR , AS7E VPN .
2. X R A RIS vpn FH P
1.6.43 2% BHEEITZ, HEHEFR!

NG5 HR
UniVPN B3 8T), af7—Bif e, REGEE “EHont T, HEFEx! 7.
O == ht

IEHER T, FEHTR!

i85

Al RESR A
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1. B E bl .
2. M FELEACIS TR)ER I T 28

KPR
3. B VPN IG, EF “ifE > RGHE” , AP KRS, e s 8 2T 7ok
N LB E .

4. K A e 22 R I TR, LA R (R B T RE R 75 P
1.6.4.4 $27R: JoIRIENL VPN 3%, VPN BRS5ESAIRETCIARIIA

R HIR
UniVPN B %J5, ThSHem: JCEEEST VPN %8, VPN RS 25 n] e IVE Ik,
O == X

FEBIVPNEE . VPNEES R oL ET*

185E
A e bR A
BRSO E f1 1% i -5 R S s FE s S AN R 3 2
KeEP R

1. M\ V60OROO7C20SPCL00 JF4fi, SRAAIHHL T 15 2 21 RE R UL ¢ () 55 a8 50, LT R0l o ¢
N2 4k H e fd s in 25 8%, i 10781, 2. 327. 1231 M H 2 JG WA UniVPN A fE 1F 3 &
S AL O o

X 10781, 2. 327. 1231 ZHIHIRRA, FIZEM SCMHHAT v—gateway ssl weak—encryption enable
i A1 BE B 0L 5 55 I 2 Bk

2. 5 W AN ] 2 ¥4y i B 50 ) ) s v, Bk, o H BT BN R 4R

lopen gmssl lib C:\Program Files (x86)\UniVPN\serviceclient\libgmssl-1_1-x64.dll, failed, reason: 126
[[SSL Create failed][load library 2 failed]

— R T E D L] A ) i S 8L, W] R 3K Visual C++ Redistributable for Visual Studio2015
FB 2R TRt i)
WORCE T HEHE: https://www. microsoft. com/zh—CN/download/details. aspx?id=48145&from wecom=1.

1.6.4.5 LI\ AD 38/5, SSL VPN F FR3EN—ERRTE)fE B e iask

D& HR
L4 NN AD 35, SSL VPN F P N —BU () JE s H ik, AN AD 35, AN 2 t Bl 2
ESRINTAE SR SN

o Pk EREFEBIHI T FLICk.
fEE S EAE ) N Aal kS anh

n channel logbuffer log lewvel inf ional
all logs which level 1is not less than 6 will be output the logbuffer.

log

fe lon & contents : en
max buffer 10240
buffer 1
nel name : logbuffer

: lees

out. (User Na cs
9, Obverse Bytes=1110, R

d. {User Name=csf, V

ey R SRRy
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[HUAHEI]1nf0 center source n channel logbuffer log level inf ional
L all logs which level is not less than 6 will be output the logbuffer.

e—léq

- L = contents : enabled
max buffer 10240

buffer 1 s
Channel , Channel name : logbuffer
Dropped mes )
Overwritter
Current

user logged out. (User Name=cs
9, Obverse Bytes=1118, Reverse Pa

User login succ d. (User Name=csf, V

W—bohid 234 268435648 s(2
1_”_‘(Dtype is KICKOU'U

E@ﬁkiﬁkm%ﬁﬁ%ﬂﬁm Eﬁﬁ)ﬂ%ﬁ?ﬂzzw, LAM A7 2 g CUT REO 4.

HRF_M<HUAVEI-diagnose> debugging swm error
Sep 14 2020 13:15:40-03: 00 FGSTHAOO-01 CM/7/DEBUG
[UCH-MSG] M3G Recv From: (taskName=LAM, Code=ESAP_SRV_NSG_CUT_REQ. Src=0, Dst=—1, Slot=0)Webkuth:0x0 Vrf:0Reason:29 Vlan:0 VPI/VCI:0/0 AccessType: 0TimsoutMeg:0 Mac:0000-0000-0000 IPV6: IP:10.0.91.26.
Sep 14 2020 13:15:49-03:00 FGSTHAOO-01 CM/7/DEBUG

] e R
B EIARBLS, KRBTy ks ERNECE T SSL VPN F AD M5 8 Sk IhRE (Z23% ADSSO £
W AD RS eHE) S,
2L NN AD 385, SSL VPN F P 2 NGS5 75 BLEFE AD $8d% | 28 8- T UGE CBUEF AD 354 il 28
2 wxzaeH ), MBS, SSL VPN H e kds E28, SSL VPN F 8. 24 ADSSO
] AD d % AR SR 22 4 H & (N2 SSL VPN K-S R4 IP Mk fx N R . ) 5, Kzs
H ERIEAG K5, %kﬁ%éf*ﬁ%ﬁaéﬁ EHUCHEILH P L&, e mfizi T, F—1H
Fo (R ANK SR E — AR IP) S PRIRLERG kh% B2k, 25—& SSL VPN ﬁﬁ)ﬂﬁiﬁ:ﬁ, SSL
VPN P NIEIE R JETE T KR B2k, 5 e B K fddT ADSSO Rk & H ERFEH - 2.
{HB KA Eiddg e, B KBS ADSSO Kik 24 H BB P L4, SE2Z el E
2% [ SSL VPN HH 5 T4k
A3 B
L. iERIADT kb FREECE T AD B S S IhAE (2238 ADSSO 75 AD RSS2 24 H &) ThfRE,
WS, WEHATESE . WIRIRARCE AD B S IRE, B RBCROR S TR .
2. TERH K BSEHCE IR NAT SRS o
3. EPXF SSL VPN FH 7 i sRmdas il 25 78 N IE B i e B U NAT SRR . BCE S, SSL VPN H i
WA A2 2 WA B B AD sl as Lo HE, HAP IR 1P Hilb A2 SSL
VPN $£ 5 3R15 I e 400 1P Hhhik, & B ks N B 11 TP ko SRR KBS AEAT ADSSO K I% 1) % 4
HEBH P LR, ANk il B AEZL 1) SSL VPN P B Rk

c. IEFE SFEME > NAT SEE& > NAT SRm&” .

d. B “HriE” , ECE YR NAT SREK
215 SSL VPN FH P i el bl 4 10. 2. 0. 0/16, AD Jadzs i 28 i Huhl A 10. 10. 10. 3.
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