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7. 05 CLI %G, #F AAA YAESALE, display this BHEIZIMNEBZEFE “new-user
deny-authentication” FE, WHRAFLE, AT “undo new—-user” MR AH A IIFETIHACE -

[sysname]aaa

[sysname—aaa]domain default

Info: The domain default is for common users.

[sysname—aaa—domain—default]dis this

2021-04-12 15:05:35. 600 +8:00

#

domain default

service—scheme webServerSchemel530599131778

service—type internetaccess ssl-vpn

internet-access mode single—sign—on

reference user current—domain

new—user deny—authentication

#

return

[sysname—aaa—domain default]
8. ¥ AD/LDAP k554, BAEMPFHIBEHERGEMH T “HIRERLIBEEN" , WmHEEH,
prik= At
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9. KA RSS2 H metric 2T RT 1024, WEE KT 1024, iHEBHON MK H K] metric
fH.

u?on@ruégn os:~/5MHS route -n

s F R $#E & Hs 5|8 #H EO

10.18.11.254 0.0.0.0 UG 0 @ enplso

0.0.0.0 255.255.255.60 u 0 0 enplsO

10.18.11.254 255‘255.255.255 UGH 0 @ enplsO

0.0.0.0 1£55,0.0 U 0 0 enplso

S & sudo route del default gw 10.18.11.254

S ES sudo route add -net 0.0.0.0 gw 10.18.11.254 netmask 0.0.0.0 metric © enpls®

su?on@su%n-os gﬁ‘; route -n
2.3

A 1P
5

F M iE HS £ #=0

0.0.0.0 UG 0 enpls@
255.255.255.8 u 0 enpls®
255.255.255.255 UGH 0 enpls®
255.255.0.0 u 0 enplse
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) il HEm
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BT AREAFETME, SEARTERER - IRETeER]

default v | BBl
—NONE - -
default b
s BN
@

7 B RERERO SS SRR TS

HiFRE®ROS @ 443 +1-19999>
BARAPE 10 =1-40=
BAFERE 1 J-s5-

T BUREA S S SRR SRRERPTE

TR — R STERR BRI SR

o RN 2 [y R RE L SRR o
REIZH T s KR H R, AR I RS kI K, A iz P i i KA 28
H o

{E7% SSL VPN

SSL VPNERF
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. ek
. ErEE
8 REEER
S MAGIATE
B} iEHitE
v B mEEH
= LOGOEH

* PR ETEER

Rt AT
s
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A
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AR @
AU

DNSEES 8
EEDNSIESE @

FIEDNSHRE 2 1

HRiEREROS®
BAEPH
EAFERAP

test

A f=A
FHEREPM v | 1111 © RO | 6528 | <1024-50000-g443 @
BT AREAPERME, EEREEEHER. FETHR

default v | ikl

— NONE - v

default hd

@

iEF: EhER SR OSSR EAI TS

443 <1-40009>

5 <1-40=

10 <1-55=

T BUAAAN S S A ERESRRERPTE
SR — ISR BRER

1.4.2.4 MERRBENIERM
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£ UniVPN Bc i, MM BAEE L, B “837, KRGEEE “My RENRN! 7.

O == X
I AR IR Bahd !
TR5E
G5

L AT M 4 R bkt Py TP Mkt LR 5€ .

2. REPL OG5 e & 7 bty TP 23 B 5 RO IR SS 23R, (HUIESCAR AC B RS A R & .
buEiib

1. #7JF CLI =G, #HHBIINK service ML, $44T display network—extension [ip]fg§42r

WL e bbb I EC B A 2 FCE Ol SR Huhb vt L ECSE, RRIEL S R, & Y b

A HLIE I ECH .

[sysname-sslvpn-service] display network—extension VG Network Extension Information

Network
Extension State: enable Keep Alive State:
enable Keep Alive Interval: 120 (seconds)
Log State: disable Point to Point
State: disable VIP Method:
net pool assign default net pool: 3.3.3.100 Route Mode:
manual Intranet IP/Mask: 3.3.3.0/255.255.255.0 Intranet IP/Mask:
192. 168. 1. 0/255. 255. 255. 0
Virtual IP Pool: NO.
Start—IP End-1P Mask Alias

1
3.3.3.100 3. 3.3.200 255. 255. 255. 0 3.3.3.100

End

[sysname—sslvpn—service] display network—extension ip Client IP
Allocation
NO. User IP Time of fetching IP

1
usur002 3.3.3.101 2021-04-16 09:31:56

Virtual Gateway:sslvpn

2. INIEIREC E RADIUS RSS2 AUE, HIMZY & b 1P sl o) fic 75 2CHC B N 75 AR 55 23 3R L
(network—extension external-server) , IXH| 75 E AIAIFIEADE RADIUS A ZE .

[sysname-sslvpn-service] display network—extension VG Network Extension Information

Network
Extension State: enable Keep Alive State:
enable Keep Alive Interval: 120 (seconds)
Log State: disable Point to Point
State: disable VIP Method:
external server assign default net pool: 3.3.3.100 Route
Mode: manual Intranet IP/Mask: 3.3.3.0/255.255. 255. 0 Intranet
IP/Mask: 192. 168. 1. 0/255. 255. 255. 0

————End[sysname—sslvpn-service]
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[sysname—aaa] authorization—scheme radius [sysname—aaa—author-radius] dis this 2021-04-16
10:05:35.720 +8:00 # authorization—scheme radius authorization—mode radius # return
[sysname—aaa—author-radius] domain default Info: The domain default is for common users
[sysname—aaa—domain—default] dis this 2021-04-12 15:15:35.360 +8:00 # domain default
authentication—scheme admin radius authorization—scheme radius service—scheme

webServerSchemel1530599131778  radius—server radius  service—type internetaccess ssl-vpn

internet—access mode single-sign-on reference user current—domain # return [sysname-aaa—domain

default]
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bEiE i, TE YR R E A E E .
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KEEHIW N, PR BETE AT DL S . A RS, Ui % UDP BERR AN, PRI FRIE JCE ST .
b3 B
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e S
O =i X

suEE R

|4 %
S

I

ARG Mt :

[1111 % g0 443 * @
RSB
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EEEE T |
R gl
BELE

EIH i
2. HEE KR AN, RS BUT T &5 VPN N SGZ [8]E 37 UDP PRd e (1 e it -

3. KB KIEINE R AFAE NAT %248, WRAFELE, TFEXS SSL VPN [ TCP A1 UDP ¥ 11143 1) 5 NAT
Wbt H 22 4 SRS AT s % UDP 3 it NAT MRS, Global 3 FUR1 Inside 3 A4 —3,

143 XAIERBARAERHNHNES
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P iy
FEREANM SR FIER UGERITE LT, 72 UniVPN B i, s ks, JoiE4k 2By i

A ES .

BRS 224t | 10.19.12.121:443

| 23 l

GRS
AR H PR “HHME” "EEE “Digital Signature” (BIFE4) .

RS | iEEEE
BRE): [<EiE> -

=l ] =]

’EFE% june, en, °n, ©n, ©n, ©n
E3A (1024 Bits)

de cc 32 cf 45 0d Sa 46, ..

m

EEIHTRTT

A+ Digital Signature, Kew ...
Hetscape Cert Type S5L HF RS {HIEuE, SMI. ..
Hetscape Comment xeca certificate
Ezﬂ?{]ﬁ Subject Type=End Entity. .. =

Digital Signature,| Key Encipherment, Data Encipherment (b0)

[mEEN ®. .. | [ EHEZEC.. .|
THIEhIEREERESER

fHE

KbER TR
HOIE A A .
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2 FH P NFE 1 #fE AL SSLVPN
O FasE
R ——
L2TR/IPSec EEREE: e
_ issl *
SRS EiRizE:
I
i AT R
[1111 % w0 443 * @
REigiEs::
[EiErE= = ®
FgpEz (D
rEEgE (D)
B e |
1442 EFFBINE, TERRAN
b Eip%
SSL VPN $&5 iiTh, 1HRTeikvsin A M & T, 4 W Ping AN,
"l gE IR A

REFUN SR 284 L B 1 0 20 B Fh A B4 % F AR =

Web FCE P25 R, WIS nr iy a] oy 9 X B8 R Hh s A AR I B, 284 Fe % ph B ) Dy 20 2 %
1 (network—extension mode split) ; WIRFIRHFIEAAE—ANHEZNMEL, WY R RN
F T HAER, (network—extension mode manual ). ZF CLT 3=l & N 4T network—extension mode full,
Al E MY R Ay AR, MY R B o) B e AR U A 2 AR S
F P85 SSL VPN Z G Foi& i il A .
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iy N v 127
2 P RN AR 1 R4 EE: SSLVPN
s
SSLVPNER & P ERERIITTE, > MSSL it SEHL T RAREETIPEIFIRIL: hiE, AP SanEE
BRI R A i
R R |
REFSR |
= SSLEE
i R B ®©
E o i o)
* PSR EERSER 120 <10-3600-4)
v O ZigEe IS IPHHEEE 10.19.55.121-10.19.55.125/255.255.0.0 SRR MR
* EfAE ?uz‘ojw E?’%ﬁrw’ﬁzé‘a\zg 255.256.0
e ] 10.10.1.1-10.10.1.254/24
2 REEAA s el
i 2P B A R S SHA AT  TFEMEAT BIERE-FFIRH, TNERITN -
Aa MACIAE
B iEfdE AR IE
v B Ams s A TR A DETERE ASRETIEEE L Y
« BRG] s, A nten
=
. REEEs Co#e T 0 C Rl
IPEIER FRIES ]
EHER 8@ 50 -

b3 B
PR 25 R % A O TS e AR s, i s FH Y e a3, AXAE VT A48 32 19 VPN Py X R G
Ff, 7& VPN FgiE, 5 *HF(A&M),KiWW%%O
1443 E&. EEaHl Tk, EZR!
MR R
UniVPN F3R L, 1247 —BifR], RgGEE “Eyiomt] Nk, EEHTx! 7 .
O == ot

mHEE T, BEHER!

f#5E

a] G8 R B

1. ARG T,

2. FHPTELZALRT RIERT T 2R,
R ID IR

L. B3 VPN MK, %% “iis > RgHE” , REKESRERE, fethEE AT T H®
HLH R BB E .

2. AT RN S 2 TR A I ) P u&ﬂ%ﬁﬁ%%L%w%EEﬁFo

1.4.4.4 $27~: FoiEEESL VPN 3E3E, VPN BRS5E8 1] SEENBA

MR R

UniVPN B35, #R5HEn: TCEEEST VPN &R, VPN RSS2 AT feiE 2k .
O == X

FEEIVPNEE . VPNIRE SR RAEENE

5

AR BR A
HBLHILS, KWLt 3% s 0 -5 0 S st F o 348 A 2 2
KbER TR
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i F P NTR R 1 HfEALFE: SSLVPN

1. 1 ML V600RO07C20SPC100 FF4fi, A 1- L T 2% 218 5 iz 40U OC 1) 55 0085 5005, b Is RE40L I 56
fn B R R NS B, A 10781, 2. 327. 1231 M H 2 JEHRASH] UniVPN A R IE &
FREUR .

XFF 10781, 2. 327. 1231 Z HTHIMAS, BIAEM MFAT v—gateway ssl weak—encryption enable
A8 R KEAPLIN 5 55 0 2% Bk

2. 35 SN AR 6] 525 35 1 B A P 161 %5 vk, IR, A H BT EN I RN

lopen gmssl lib C:\Program Files (x86)%\UniVFNyserviceclient\libgmssl-1_1-x64.dll, failed, reason: 126
[[SSL Create failed] [load library 2 failed]

— e T E D R 2 {4 W) JB S 8, W] %K Visual C++ Redistributable for Visual Studio2015
TN BRI ]
e J78EHE: https://www. microsoft. com/zh—CN/download/details. aspx?id=48145&from wecom=1.,
1445 &M AD 85, SSL VPN A FIEAN—ERRTEI/E RE L%
PR R
AN AD 35, SSL VPN PN — B B)J5 S b a2, i AN AD 35, TUAN 2 L4 45
HARMBEIM R W .

o [ikiE EREEFIMF F&ILK.
EF FEFH P NIRRT
HEF_M[HUAWEI] display aaa offline-record username user—oame

2020-09-02 11:46:34, 218 -03:00

Tzer name o test001@domainl
Domain name . domainl

Uzer MAC =

Uzer access type . RELVEN

Uzer IP address o 10.0.91.89

Uzer IFVE address ey

Tzexr ID . 65915

Uzer login time : 202040902 11: 44 27
User offline time . 20200902 11:46: 21
Uzer offline reason . Usex reguest to offline
Uszer name to server ¢ test0O01

fEg s EAE P N EGL SRR R AT R .
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e 1 NIR R

1 iffEAbTE. SSLVPN

HRP S[HUAWEI] display aaa offline-record username wser—oame

User name o test001@domainl
Domain name  domainl

User MAC =

Uzer accesz type . 35LVFPN

User IP address »10..0.91. 89

User IPVE address Lo

Uszer ID . BBSI1L

202009402 11:44:28
¢ 2020/09/02 11:46:21

Tzer login time
User offline time
Tzer offline reazon . Delete backup user
© test001

FHP T 2 DAL A 45 X S 0 25 T 2k
] [BO05S0] [655 reate event base] [eventbase notifyserver notify send ok

114 RO

USE-'].’ name to Server
e UniVPN & /it H &R
| E EBUG  2020-09-02 12:45:0 334 | |B

5:08,000334 )

anck 198
SOCKi&90)

£ 4

{ ---‘.

NEM INKC 202 02 12:45:15.0004 [BOOS [65 [Cnem send status msg to self ok]
o TERIKEE FREWHIHE, R HA&ZHT, LAM BB =41 CUT_REO FH{F.
o 4 2080 1015t 2 s 1 e

ne vd |

[UCH-MSG] MSG Recv From: (taskName=LAM, Code=ESAP SRY_NSG¢_CUT_REQ. Src=0, Dst=—1, Slot=0)WebAuth:0xz0 Vrf:OReason:29 ¥lan: 0 VPL/¥CI: 070 AccessType: 0TimeowtMsg: 0 Mac:0000-0000-0000 IPVE: IP:10.0.91.28.
Sep 14 2020 13:15:49-03; 00 FGSTHADO-01 CN/7/DEBUG:

BN ES
I RIS, KRR BB k% EIRECE 7 SSL VPN Fil AD Ff 5 85k Thie (223% ADSSO &
) AD RS eHE) T3,
LN AD 3805, SSL VPN F 3 NG 5 75 B4 AD S35 25 3E T IE (UL AD $8d% | 2% &
Rz HE , NIF#EL /G, SSL VPN TR k% B2k, SSL VPN A P &SI, 24 ADSSO
] AD d 3 H 2 KA 22 4 H & (P2 SSL VPN Ik S RUEHL 1P Mk N R. ) Ja, KesH
BRIEE Y KBS, B kSR E 2 EH B P L&, W figs T, R—NHF

(A=A XT B[R] — AN K0, TP 2 IR AE R ki 28, 35— U2 SSL VPN I B it #2, SSL VPN

P VRIS G ERG KB B2k, 58 UG B KBS AT ADSSO Rz 4 H B EH P B4k
HPTKIEASCRE Eikyse, B KIEMENT ADSSO Kk 2 e HEWKH - &R, ¥ icatfs
) SSL VPN FH F % N k.

R ID IR
1. IEHINBG K FRRACE T AD BB S ThAE (2224 ADSSO A if) AD RS #s A H E) TRk,
WRR, HHPATEEE R, WS ARE AD 8 S8R I6E, WK R AR S FH: TR
2. TR KHEHD B YR NAT SRR .
3. EPXF SSL VPN H i R 3ad% Ik 55 A UE B Pa I B2 06 NAT 5m& . FCE S, SSL VPN - Al
BRSSP 2 [BIBA B Ho. AD s 8% A2 HE, P 1P HihEANE & SSL VPN
YRS IRIB I REA0L TP Hukik, T2 B KBS P X 11 TP Hbchk. IXARERT K EERRHT ADSSO Kk 24 HE
B BRIy, Ak mi A AEL ) SSLOVPN T 26

a. JEPE “HERE > NAT SEEE > NAT SRER” .
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b. Ry “FTEE” , BLEUE NAT S .
15 SSL VPN FH P i g 4Bl bl 24 10. 2. 0. 0/16, AD iji}"ﬂﬁ%ﬂ%;ﬂﬁimhtjj 10. 10. 10. 3.

IhE 421
=t SANT
£y
iR e T
NATZER (&) NAT NATG4 MNATEE
AR R B -
FIEIER fEisiEAT A v
Ef#iRE
Bokar S EREEER R v
Sl ® BrEzEE a0
B S R v | R
FEit @ 10.2.0.0116 X
Blfaht @ 10.10.103 =
BE®@ R RS
SR EREHER
B bt R ® HEOHt
';Tiﬂﬁéﬁ%ﬁﬁ%&ﬁﬂﬂ$—ﬁswﬁﬂéﬂﬁﬁ%&ﬂﬁmﬁiéﬁ,E&&NMMEM
s

T AREREIRFRENATINS , SERETeHR. EREs s

1.4.4.6 ¥i3% SSL VPN W4&+R R AT 1510 M ES i Jﬂ)ﬂaﬁiﬁﬁl‘n Fhe o B

PG HIR

WNER, MY ENECE “ Fahig il , £ R AR BEIZR o R B

“10. 253.

1.0/24” o HP NEIFEWL TG, JoikvrmbEiE B 10. 2563, 1. 0/24.

O FEEEE
@ ssLmE

© sty

O R&rR

© magnms

AR RR A

el | Eﬂjﬂuﬁﬂf@ﬂﬁﬁ%ﬁ}uﬁ% MSSLVFNR%{D&B!EMPMM I THMEET PR SHEERE. AT
IEihiarIPEE R R R —

BREFSTE
s @
(R @ 120 |<10-3600-71
FIA P e 182 168,202 1-192 168 202.254/255 255 255.0 SiTAIE 37/\|ij.&
1T AAEE SR
10.10.1.1-10.10.1 254/255 255.255.0
| 10.10.1.1-10.10.1.254124
e FiRRMED -

?gg%ﬁ#ﬁﬁﬂﬂﬁﬁ?ﬁ%@ﬁﬁ)ﬁﬂfﬂ HEFHHAT . EOFEMBE—FAFTRH, TR

=l ik il Pl R R Sl %

EIRER A T B e P ek e R T EE, i ARE TR
AbAFEnEE ﬁgﬁ?‘
C#f2 O hiks C Rl
PRI L
PFIE GEG 10.253.1.0 | wmm
FRHES 24 5
172.16.13.0 @
iR ARIAFEAMNAT R, EEREZZH0 . BEZ250
B E G0
’ i

ML RIS, KR AL 0% B0AT 70 283 1 A B0 1 X B e el 3 2

AbER IR

PRI AT route PRINT iy 40 & A A7 £ BUFT I M BRI BE o A RANEAE BT SR B8P 3R,
U RAFAEVE IR R BRI SCRE AT
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2 FH P NFE 1 #fE AL SSLVPN

CiWsersh¥KK> route PRINT

IPvilE B 3

EINEEE
ZhiA =k FaERB M x #0 B
0.0.0.0 0.0.0.0  10.174.104.1 10. 174, 105. 158 25
10,174, 104.0 256. 255. 252. 0 et 10, 174, 105, 158 281
10. 174, 105. 168 255, 255, 252, 255 TEHiE L 10. 174. 105. 158 281
10. 174. 105. 265  255. 255. 252. 255 TEHiEE £ 10. 174, 105, 158 281

2. RN PRI AEM AT RGEE 7R, FrEMBE S EE R A R B
R, WERBCE 7B, FUEE MBS WAL “ Al Ui R NIRRT R SR
LUK,

3. WNEHIR, MPATERCE ©igdisa, HEE B a wEE “nl Ui AR ESIR” o
HNEH A TRCE T i, AR 28 e T Bl B AR 2 OTE R

O rns ABERIIE

@ ssLrE oz o ks CRis | Q isf REER =

© UsminE me | s | B | owE
gt Sdefault AR B

O Fsy R -

O seEnms AAEeE P =
R AR FammES - | [

e AN R S DR AT 1
%ﬁiﬁ'& EIERE—FFIRE, TNHEDT

B i il P e fed B 51l

. mm
C#E O ws -

PRl FRHED
172.16.13.0 255.255.255.0
o - |
H1m

E— o
4. TR PR HR T P

O nn mEERAE
@ ssLmE i T s CRis| O ERAREES | =i |
© LamEs - AB | B | ERlE . omE
default @ detaul B R Ef
O Fgy R -
(5 F=tet s o -
B AR Eahgrmist F (MR o

DighmE AR RRESRARTY . TF
%ﬁiﬁ?- = PEME—FF THE. TzEx

Eli_\

alihin P R 6 3%
i 2 |omE
C sz O Wik B

IPFAEE FHIRS

10.2531.0 255.255.255.0

172.16.13.0 255.255.255.0

1
H 2/2?:
5 JEECH
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2 FH P NFE 1 #fE AL SSLVPN

5. FE VBT TR A A, A BT AL B RV 0 A L R I, 2
P th R LE 30 ] 240 B

IPvAlE B &
HENREH
Fd B B 45 4% 18 ZES #0 ek
0.0.0.0 0.0.0.0 90, x.%x. % 90. x. x. = 281
0.0.0.0 0.0.0.0 it el 271
10.253.1.0 255. 255. 255. 0 i b 192. 168.202. 4 1
10. 253, 1. 255 255, 255. 255. 255 TEEERE & 192, 168, 202. 4 257

1.5 SSL VPN & Il & if)3E 0] FAQ-V500R005C20 #[
V600R007C20

2K BT/ Unid VPN 25 7 376 42 N D7 K 455 4 VE00R005C20 A V600R007C20 J7 LA Ji5 i A I fr) 5 TR,
¥ 2 i L FAQ.

1.5.1 SSL VPN #p{af SEI— MK = 22 AL [E] B & R

SSL VPN ZSLHEL— MK S Z AN FEIR B SR, FTERE AR
1. fEGIEH R, 2k “ R NERER. Zk5 557 .

=i PE X

F P E sslvpn g
i
FRiEF ~H Jdefault E4E]

e A BRHER A TR S SR

5 BRAREESEER LA PSS RIS IPEE T
FEREFRFANTFAR

e

2. mAATECE T
[sysname] user-manage user sslvpn

[sysname—localuser—sslvpn] multi-ip online enable

3. {ESSL VPN BRI R NITE “ R PNIKSES RN TR ThfE.
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i PR 1 #hkEALFE: SSLVPN
SSLVPNERE FIERR test1
| B’ Exms ﬁfj.‘:lj bt Hea
—— By FHRSIPMAE v ¢ 101912120 ¢ 300 | 5678 |=1024-50000=g%443
- 7 ARERSERFS REAEKLR- (HE LR
® =R HE® www_lc.com
« R TR A PAE
v O igEs FEFRCAER jsciq_csf.ert v | BEif]
. kT IERMERS @ R -
. EEEE AFITEFR FEF-CN (Common name) v
SRITEF R + B \ v
R AEERR BRAzR 8 (Count)
B MAGYKE AT default v
g DNSERS
B i EHONSHREE @
v B OEE HikDNSERS 2 1 ®
» LOGOES) BT EhEREROSSSHEERAFTS
* [ TTEE] HEREROS @ 443 =1-49999=
B 10 =1-40=
B ERPE <1-15=

T BUEAENSSMERESHMEARTS
T RSTEE AR R

4. rATHCE 77
[sysname] v-gateway testl
[sysname-testl] security

[sysname—test—security] public—user enable

1.5.2 EFERNE T AR RIEIR

1. B A IR S 2 e = =

2. VPN R G HRAE R P i N R AR U ROIE AR S 75 B A8 s AR 5548 7T DARC B M (e AU
P, a0 S A BT IEAR BE % 45 S RN VPN BRI (ERANTE M R B YRYa P, D& P i 2 Bl
HIHEFC,

1.5.3 SSL VPN JEHIAEME R EM1H =

1. &P CAUE P SCRHE RS 7, ERER, 7525 LMATA CAIEBEF .

2. R CAUEP AT DLEEE 2 AR A R R M CAUET, VASZFRAEARUE T2 & i H Pk 4%
No

3. HPUEREIE P &7 B DRk (40 “Fang Datong” ), {HANREALE” FI2iX P Apr ik
T

4. WM FN, IEPBASHEAIT &, TE AT H B & H & LT3 5 NE i CA
WEF.
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5. MEANEASE A NIE. IEBBREGAIET ABEAT FP IR, 7 BEAE R i 0] B s b 223 % 1
SiEty, P RIEP AR AL U, p12. . pem (FEHD) B, pfx Ko

6. EEE A UE B IR BOR IR SSL VPN HI S S 43 o WEFHERER 768 FHIE i I Bk
iE SSL VPN 7 Brfinbb, 325 & A BRIR 55 4% B UE SR A B 36 IE FH ' S 407

1.5.4 SSL VPN BE XA P MK IHHE

V100R001 fR A V500R001 ARASIIAS S #E .

V500R005C00 hig A R FEFU M ST SSL VPN FH P 2835 1) MAC #ibkiEAT0E. MAC TAUERT  H BIAE
T P s A AL AE 8 A L R NN 2%, BES AR K A & B NTEEfG [

1.5.5 SEumPr AER TS X HF SSL VPN I 55

USG9500 =yt b5 K 15 85 L VBOO0R001C50 iR AT 4537 FF SSL VPN B, FELbZ BTRIkA (i
V300R001 fRA) AN3ZHF SSL VPN IjRE

1.5.6 aAfaT{E A XCA FMEIZ ZUEB A Pt

. wAEXCA T A,
RX%E “setup xca— O 6 4.exe” , —HHE T 7, HRELHERID.

— e — = ———

||[..1 isetup xca-0.6.4.exe |
2. BT

a. il “OFes > B > xca > xca” BiTFEF

N ) FilfE 4
) Mirosoft Office b
_:..::3 D) ¥ ) Powerwaord 2006 4
P [T Shiva fccess Manager b
B wRe g 7] Mercury LoadRunner b
o) b 3 Reahic 3
) QuickTest Professional  »
u‘ Hmm @ Huaasi s
=7 E®.. €) fpenstl :
) ERMETFERRT  »

& . .- T

b. kP& “File > New DataBase” B @%dEJ%E.
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A P HENIRE 1 #hFsALEE: SSL VPN
X Certilicate and Key managemenkt
| File Import Help
igning requests | Cari

Open DataBase Chri+l I

Close DataBase GEAHE

Dumg DataBase Chri+D

Imiport oldido dimp GEA+HT

Lndelete items CEri+L

Qptians

Exit Al 4+F4

-

c. JEPREEESCARAF N B, BIIRAFAE “E:\ca\JSCIQ” v, JFEA Rk T a4 “JSCIQ”,
B “ORAE 1ML

. : — : sl

BEEQ: [ e ;]' + & cf [3- ]
I“. et
HERERGOR £ \ca\J3CI0 :T
o
H_I.I.'
pla
BB ER &S M0
]
et o
FRIw: s | #FE
BB [0 Divabazes (5 2db ) =l B i =
.-y S—
d. FEFH B IEHE P N B, IR “ok” 4.
20

Password Y=

Fleaze snter a pazeword, that will be wzed Lo sncrypl your privale keyz in the databaze-file

Fasmword L
Eepaat pussvord (@008

e |

MARIY:
IR IR, FRORET A e 75 EE B %0 .
3. RPEFEIRFTIF xca HilfE T
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1 iffEAbTE. SSLVPN

a. 8 xca KM, FHIXFTIFRF, EH “File > Open Datebase” .

% Certificate and Key management

Cpen DataBase

n:«se DateBase ChrisC
Dump Database Chris0
Irnperkaldidh domp  Chrisl
[Indelete ftems Chrig
Cmtions
Exit Alt+F4
-

b. FTF EIRORAFIIBE P, Haly “3T0F7 4%4H.

Dpen XCA Databace

-] e@mcFE-

i xj

Kazent

L4

I

wr

-
Haren

“

-
A SRS

{719, = b fd|

[:Du Databazas § % xdb ) 3 m I

c. N LUCREREN, BRI Z AT S, IR

ETE |

Password q.ss

Fleaze enter the paszword for unlocking the database

Fassrord [0 008 ] [

_gmea |

4. HIERIES .

a. it “Certificates” M “New Certificate” .

RN BCRH By B BR A 7] http://www.leagsoft.com 55 #2k: 400-6288-116
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¥ Ceertificate and Key managemsent

b. fE“Source” ] “Signing” M H PN “SHA 17, £F “Template” i+ “ [defaul t]CA”,
Fhi g4 “Apply” .

s and Key management

-
AR
DRI A4 B “SHA 17, SRJG A “Apply” 454H.
c. fE “Subject” FHEANLFK.

[
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¥ Certificate and Eey management

d. fE “Subject” W& N7, & “Generate a new key” RAEMFEEH, EFHMXEHEF, %4
SAHE AN “JSCIQ” , il “Create” %4

e. ffa il “OK” 4ZHH, MU T ARIET .

]
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X Certificate and Eey management - |ﬂ! ‘Ki

s Inoort_tob

Frivate Koys I Certificate zigning requests I Templates I Reworoation lizts I

Serial |mot After Trust stats - I
Z016-05-13 GHT| Always Trust Paw Cortaficats

Export |

5. HIYER A UET.
o HIMEM T IUET AR .
a. IEFE “Templates” , FFHidi “New template” FZ4IHI/EH UL+ .

% Certificate and Key management .ﬂmj.!
Ee_lnpott_tieh
Private Keys | Certificete signing requests | Certificates i Eavecation lists |
Hame | Type |
| Hew tLeaplate
Change Tesplate

b. &P “HTTPS client” , Hiii “0K” .

¥ Certificate and Key R

Preset Template walues

Hothing j

Hothing
Ch
HITFE client

— HITFS_=erwear

c. fEHIP BT, REHPFZH (HTEIMHPZAR, Kt “Common name” A¥HE) , I
E‘T—E “Ok” .
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o HIMEMH T UE
a. k¥ “Certificate > New Certificate” HI/EM ) IUER.

tifi wnid Ky management

b. £ “Signing” Fi%k# “Use this Certificate for for signing” NZ FETHIRUER “JSCIQ”,
LSRN “SHA-17 ,  “Template” Fik#E “user” , Hdy “Apply” #24H.

[
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AR
WAER AN “SHA 17, SR8 Apply &4 .
c. fE£ “subject” FRZE TR LLE B O T Z AR AR E I
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| ¥ Certificabe and Key manapement II; Kl

Create X509 Certificate &

Seures I l:l-uuilul Key Bzage | lliﬂﬂl-l

~ Bi i ngei ghed nama
Internsl nase | Drgaxisation  |TSCI0
Country code fem Orgss. wit  [JSCI9
State or Fravincs |jisngss Cramss nme |
Loeality Euapng E-llail addrass I
Iﬂn-unluu :I I add I Dalate I
Type | Cemtent |
~ Frivats kay
| Z| T vaed kays ves Wl--mml

d. A% B FTRR G AT R A
i. fF “subject” ff] “Internal name” "# A P 814 “wangt”
ii. 7£ “Common name” W AH "4 “wangt” .
iii. B4 FAM “Generate a new key” o
iv. ZEHHEXIEHER A “wangt” o
v. Hii “create” %4l
vi. Hii “ok” %4,
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v H P NTE 1 fE AL SSL VPN

11
Create x508 Certificate e

Sourca  Subject I Extansions | Eay Uzepe | Hetzeags |
- Distinguizhed name -

Talernal mabe |I-m|_-|. }'pni satien  [TSCIQ

Comiry aeds |¢n Owgas  whi L |.m:m

Siats ar Frovincs !_:liu.nn L'-'.--i‘m wangh |
Locality |aanzing E-Bail addrass

[ommsain 2o

™ New key k

Flaazs give » nens to the paw kay ad palect the depired keyrise
—Kaw wropariiaz
4. i

wangl] |

| Euysizs 1024 biv =] Bayirs [i50 7]

v ot | al
| ﬂFUHihﬂ"l:lﬂ | tpamarane |u'r'h:r“

e. LU AT LR B4 R AIES o

% Certilicate and ey management .I.IE.IEI
Efe Import Help

Private Esys | Cortificate signing requesis I Tenplates | Revocation lill.:]

Hew Certificate I

Export I

6. HIfEBZUETS.
a. 1k “Certificate > New Certificate” H{EH T E+,
inix

File Import Help

Friwate Keys I Certificate =igning requests I Templates I Bavocation 1ists|

Internal name # |Cc-mmc-:n name |Serial |not After |Trust state
m J3CI0 J5CIR 01 2018-05-13 GMT Always Trust

Hew Certificate ’

Export |

b. 7E “Signing” TFik#f “Use this Certificate for for signing” NZ WiHIARIE “JSCIQ”,
L RN “SHA-17 ,  “Template” Fik# “[default] HTTPS server” , iy “Apply”
Tﬂ%ﬂo
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I Certificate and Eey management ilil

Create x509 Certificate @;\

Source | Subject I Extensions I Key Uzagze Hetscapel

Signing request

I~ Sign. this Cerfaficate srgning request j

¥ Copy extenzions from the reguest Show request |

Signing

{" Create a self signed certificate with the serial |1

{ Uze thiz Certificate for for =igning I.]"SCIQ j
Signature algzorithm SHA 1 |
Template

Template for the mew certificate||[default] HITFS =erwer

Cancel 0K

MARY:
WG BEE N “SHA 17, A5 “Apply” %4,

c. fE “subject” ARZE T IR LUR IR BEAT B2 A
i. £ “Internal name” 4 AREFINIC IP “1.1. 1. 17 (WAUN BRI IP) .
ii. f£ “Common name” HHIAREIAMIE TP “1. 1. 1. 17 (AU 1P) .
iii. HlA N “Generate a new key” o
iv. FEFRHRXERERRA “1.1.1.17
v. Hii “create” &
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vi. Hiy “ok” %

TiTe 024 bit ‘ I

218,24, 167,26 (RSA)

d. SR AT BUE B R AIEF .

[
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I Certificate and Eey management

File | Import Help

Priwate Keysz I Certificate signing requestsz Certificates | Templates I Revocation lists

Internal name S | Common mame ISer
N e - Hew Certificate
[} J!.‘Q:é! 01 =
.
- Sk B1. 104 B1.104 o1 Export
J i) TZ2.130 T&.130 o1
Import
- e .25.131_1 25.131 o1
J‘"E’i!- 1.43 1.43 01 Show Details
J-'w‘_ 1.4 1.4 o1 =
- gl 167. 25 (16728 01 S
- =g 5131 25,131 01 Import PECS#12
f JAES® HSCA HECA 011
’E-]" 4 A Import PECS#T
. ol 1.1.1.1 EREE
Pl - M ekl i Plain View

- e 51. 42 51.42 o1

4 | -+

Databasze:E: heahuxf xdb

7. TR
o FHMUETF.
a. EHHIRUER “JSCIQ” , il “Export” .

i
Ble [mport  Help

Private Keys | Certificate signing requestz  Certificates I Templates I Revocation lists I

Internal name ! |Commen name | Serial |not After Trust state

Hew Cortificate

20180513 @T AMlways Trus

S vopt wanst [ 2009-05-15 QT Trust inhari | | Export |

b, FH AR XEHE
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ottt iy mommgement T

Certificate export ﬁ@

Fleaze enter the filensme for the certificate

Filenane |\JSCIQ. ort | |

DER iz & binery fermat of the Certificate

PEM iz & basefd encodad Cartificata

PECSET iz wn official Certificate exchange format

PRCS#12 15 an encrypted official KeyCortificate exchange format

Export Format [FEN =]

c. By BRI RERIZEHIE SR H S, RIF RS “ok” BT,

¥ Certilicate and Key management _?lil
Certificate export ,@

Flease enter the filename for the certificate, |

Filename [5:/data/TSCTQ. crt | BEFR A AgEE P ESRT — —__]

DEE iz a binary format of the Certificate

PEN iz a basefd encoded Certificate

FECS#T 15 an official Certificate exchange £ormat

FECS#IZ is an encrypted officiel Key-Certificate exchange format

Export Format fm ﬂ

Cancel i} 4 I
AR
CELY N RN T 2

d. BEEF, 7E “G:/ca” FHTLAE ] JSCIQ. crt WEF.
IE} Gilca

£t ~

AT PEFATE 2 W xcafBEEM doc
[EErr

i F-c - SR - P S o

L.
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o FHHIIEF.
a. & “Certificate” FHIUEP “wangt” , By “Export” .

¥ Certificate and Key management =1of x|
B Import Heip
Frivate Koys | Cortificate signing requests I Teaplates | Revocation lists |
Internal neme }l’.‘mn nae ISlri.ﬂ. |M!. Aftar ITHII"‘. tate
= Jow CartiFicats |

J=CI9 o 2018-05-13 GMT  Always Trust

aira-Ua-1a

M Truzt anhery

| Export | |

b, JEFEH T E TRAF H sk S IRAFRALIE N “PKCS #127 , il “ok”

¥ Certificate and K&y marnsgesnent _'uﬂ

Cerificate export ____\:'

Fleage enter the filenaas for the certificats,

Bidcasms [/ eniemmet g1z | TETFUETOLET DRI B 1l

IEE iz & binary format of the Certificabe
FEM iz u bazefid encoded Certificate
PECERT i3 am official Certificats exchamge format

FECE#12 iz an tad official Key-Cartificats sxchangs formal
Export Format
SEFRFEHRE A “PrCS
Wiz

_cuca | =]
o TEBMEIRTAE S, BEASEIE, BT “ok” .
= coticote and Key mansgeiei SRS I

Password %

Flesze enter the paziwerd te enerypt the FICSSIZ file

Pazswerd 1

Repaat pazswerd I

s

d. M, G:\ca FHILFH/IEPE wangt.
I['-f} @:ca

B - |
AR AES A McatERiTA,dor |

BT T Edwangt.p12 |

Ediscig.ert

R e L |

o FHKKIET.
a. EFE “Certificate” F&LLUEH “1.1.1.17 , Hidi “Export” .
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I Certificate and Eey management n

File | Import Help

=10 x|

Friwvate Keys I Certificate signing requests Certificates I Templates I Rewocation lists I

4

Internal name A | Common name ISer —

B}~ ‘Aw_ i ='i o1 Hew Certificate |
,L]gg!_ B1. 104 B1. 104 o1 Export |
- Sl T2 130 12,130 o1
- s .25.131_1 25.131 a1 Inport |
- JiEs 1.43 1.43 o1 Show Datails |
- JiEe 1.4 1.4 01
- g8 167,28 167, 28 ot Dalsete |
- g 5 131 25 131 o1 Import FPECE#12 |

B E® HsCA HSCh oL

=8 =) CIg i Import PECSH#T |

Lo el 111 1141 —
£ = A4 oz Plain View |
- e 51,42 51.42 01

‘ Databaze:E:'\cahxxf xdb

2
b, EEH PR RA H 3, RAFERESE )y “PKCS #1277, Hidr “ok” .
=10y ]

File

Import Help

Friwate Keys I

Certificate signing requests

Certificates I Templates I Eewocation lists |

e - OIS — x|
AR -
/X2 ¢ Cettificate export M |
::_‘g : Flease enter the filename for the certificate. 4'
= ] |
}ﬂ q Filename [E:/fcafcerti?.1.1.1p12 _I
G- f“ﬁ'— ! IER is a binary format of the Certificate
X J‘w : PEM is a bazef4 encoded Certificate 4'
M PECS#T iz an official Certificate exchanze format |
M“ i PECS#1Z iz an encrypted official Key—Certificate exchange format
Export Format IPIO:S #1Z j
cocat_| .
J | al T

Databaze:E:cahuxf xdb

c. {EFRHAIXSIEAE S, #AGOEEIAT, BRI “ok” .

TR BRI A A B A T http://www.leagsoft.com R4 #4k: 400-6288-116

47



LeagSoft UniVPN % /' it
i F P NTR R 1 HfEALFE: SSLVPN

il > X Certificate and Key management 2=l

Password %

Fleaze enter the password to encrypt the PECS#1Z file

Paszword |

Repeat password |

Cancel | 0K

d. W, “E:\ca\cert” FHHFH/UEP 1.1.1.1.pl2,
) i BR

55 B0 SR e g, AE MUK B VR R AL IE R i IE 5, £E Macos A Linux REEH FIEA5 )
I 3 DR - BN AUR B IE TS 1 OU B CN 7B, Windows R4 bRl . RITE Macos Al Linux &%,
FIPUER AR ON 2 OU HMEL 5 iR 95 2 i ELAUARIFIR . FHPEAS A AT LIRSS P v o 45 000 A
o

1.5.7 UniVPN ZE MBI TE L EEEEANIR

24 UniVPN, 7584 S H AAUR .
IZ4T UniVPN, AT EEEH AR, M@ H T

1.5.8 SSL VPN FEPintk S ING, RinedXFEITEXNKAE
i

SCRF, iE TR BT
L by 2 o (0 B AR e 7 o 2 i B B, AR SR R BRI
2. fEFHIM “EeEed” wW B S R

MART:]
HA2Y4 UniVPN 25 7 s 5 56 b o 56 .42 88 57, VPN B2 (K N5 4 BEAS I35 1D .
BRI G, 22 ol rh b 24 B 1 VPN 3, 5 A g FH 3 2 S .
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1.5.9 At AZERIEIREM LFE ActiveX 21

235 ] P B TR Y RZ I NS 28 5 s R U (8 1] SSL VPN ML 45, 75 B R F 23 ActiveX #5104
AREIEF A o« ZRIRABT KEF ActiveX AT ELEM S, BT ERAT 1% .
MANNIRATFGE, ActiveX ¥R EMUR AT, WFR BEHRATE R &M A% ActiveX #24F.

® V600R007C00: [4 USG6630E/6650E. USG6680E. USG6712E/6716E Atk i 75 i1 & ¥ G2 R i Bk |
£ ActiveX R W&o

® VG600R007C20: XfF V600R0O07C20SPC300 Z Hihi A%, B USG6391E/6610E/6620E. USG6630E/6650E
USG6680E A1 USG6712E/6716E ~ I3k B 75 b 7 38 G $2 10 L A% ActiveX R K. X T
V600R0O07C20SPC300 f JEZEh A, B s AR i A #E L FE A _FA% ActiveX B F R %%

® V500R005C20: X USG9500 7 F 7 HH G & Al H ik _L A% ActiveX ¥ F 2 # 4%

1.5.10 FEFUAMI X AR SSAREIFNEETUM X FH FLEALE T EC BRI 484 R B
REXB MRS

AR SR RIS AE R UL S AR S5 AL I L RE UM S P AL R EC B 17 B A, D R DL I S P A
G E s AR S

1.5.11 SSL VPN &% R=MEEHRIRA TELX IR ERERBRATARX
Al

SSL VPN [ MHZ83" EHR 55 SR (i = At ch 2o BIER (Fahig) B, 7 B i R 42 %
.

JE PRI i, Bl K A MR AR T 2 i e AR 3 20 SEH LR B P P sk s e s b kg 7
R AT R P 58 R

Server
192.168.2.1/24

Internet

aumm SSL VPNE O Sever
19216811524 10.1.1.0/24
B N7 K RS SRE ) TP Hudik Ay 6. 6. 6. 1/24 CREFU-EY TP #udik) , B& i)~ —Bkithht A
192. 168. 1. 2.
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1.5.11.7 FohiZHAELR

2% A fré FA P A2 B FR 3% BARE

FE HAEL  network—extension RAZEFE (10.1.1.0/24) HimEIEANE Al PLEIR 15 1A

mode manual

network—extension
manual-route
10.1.1.0

255. 255.255.0
LTk A
I, WA Z0iFE e H
5] i) Intranet R
B,

IPwv4 Eoute Table

UMK 6.6.6.1, 33N SSL VPN f%i. % LAN. Internet Fll
Internet 1 LAN B8 HARFFAAS

b

Active Koutes:

Network Destination Netmazk Gateway Interface Metzric
0.0.0.0 0.0.0.0 192.168.1.2 192.168.1.2 10 ffihiglInternetfI3E H
f. 6. 6. 1 255, 265, 266, 265 On-link fi. 6. 6. 1 257
10.1.1.0 255, 255, 255. 0 On—1link 6.6.6.1 1 Sh il Ak F A5 B
10.1. 1. 255 255, 255, 265, 255 On-link B, 6. 6. 1 257
192.168.2.0 255. 255. 255.0 192.168.1.2 192. 168.1. 2 11 FAhml SRR S
1.5.11.8 HEHEHIEN
BE e FA A= B % BARE
B
/B network—extension BRI B 1 TP sk B O BN = 7 R Be U 1A] LAN Fil 4
A mode split B 1P #bdhk, FI P Uil Internet. HIT2] MM, AREVT A
B LAN ()8 tHERFEANAR , F T3R8 T BAT 1] LAN.  Internet.

IFw4 Route Table

Active Routes:

Network Destination Netmaslk Gateway
0.0.0.0 0.0.0.0 On-1link
. B, 6.0 255, 255, 256, 0 On—link
6. B, 6.1 255, 255, 255, 255 On—link
6. B. B, 255 255, 255, 255, 255 On—Tlink
192.168.2.0 255, 2b5. 255. 0 192.168.1.2

Interface
6.6.6.1

f. B, B, 1

6. 6. 6.1

f. 6. 6. 1
192.168.1.2

e Ak A R A B B

£ i[5 5k P B
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1.5.11.9 £EAHZEN
B W FA 7 A R % R BNRS
B
B
oy
4> network—extension JUFRTAE B H RO IP MbEE S SO IR P R EEUT A
#  mode full IP Mk, XEME AR EH P R ERZEA SSL - A, ASGEV) i
£E] VPN [%i . iR PR IEAES] 192. 168. 2.0 (A LAN Al Internet.
B LAN) It BT e 11, (HF7 ki T
i RIEBHIFE N 1. Hik, F192.168. 2. 0 fH#HA
A
IPv4 Route Table
Active Routes:
Wetwork Deztination Hetmask Gateway Interface Metric
0.0.0.0 0.0.0.0 On—link 6.6.6.1 1 Frini e Ak PR A i o
6.6.6.0 255. 255. 255. 0 On-link 6.6.6.1 257 b Ak PR RS f
6.6 6.1 255. 255. 255. 255 On-link . 6. 6.1 257 S g i Ak P A B
6. 6. 6. 255 255. 255. 255, 255 On-link 6.6.6.1 257 Frinin Ak P F A i o
192.168.2.0 255. 255. 255. 0 192.168.1.2 192.168.1.2 11 f7 i Ak PR 5
192_168.2.0 255. 265 255. 0 On-link 6661 1 Frinim e Ak P A 3 B
192. 168. 2. 255 255. 255. 255. 255 On-link 6.6.6.1 257 F iR Ak P A i B

SSL VPN RIS RIRS IRAA =M mEUC SN T

o (EFh AR, AU E SR EMLE T, JFH AT LUEIE SSL VPN [ K UL 23 i & s )
B, RIS P A ELIER R )t AT AR LR AT 7 [ R LT

® e RN, PR LAN Ui KSR R, PO LAN SR BEC . (H2 BRI HQ 1
P T DAL R 40000 45 T G #0518, IX A2 A4 SSLOVPN 2% k2 T IR VT 1], REAE HQ Hp
Mo EACEL AR S5 4%, b A ISR AL IR R 17 1] o

o fEARMEIT, PradiENm (BRI, AR, HQ 7-M) #RilEid SSL VPN I HE UMM 2% G i %
B, XU N AEIZAR T R HQ TR AT LAY AL, PR R BB TevA s ) CELIER X ]
CATE BB R SR BB AR 55 4%, R BB IE 50 o

(1 i%BA
B ERBPEERG L, HENBHERS T ANBHBESEER, PSR FREEAN
e

1.5.12 SSL VPN 2 & X #FXWEFIAUE

SCHFe SSLOVPN SCHFANR PSR F-IAALE
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1. RADTUS MR F-IAIE: B K851 RADTUS AR 4548 FL &, S SSL VPN FH PV #EAT S AIE . YGIERT,
B8 7 BOUEF P 2RI AS PIN 5, SR PN B AT AE I o 20 A8 S0 IE AL AT LA 64 06 1 i i i
& R R BN S 20

2. UEBHRERIAE: FFIUEE I uE 5 AR H ) UE BUIR 55 A IR S A R .

1.5.13 {EHZE PRk SERTEZEREMMF, WMATHR

ZRRAR UniVPN S0 IRENAE I 5 H#E RAA A, "R FECIEAEREMM R, B2 A
i) UniVPN fi# k.

1.5.14 SSL VPN BWFLE a5 S A DL SRR &I HE

@ # FH debugging sslvpn-user all v-gateway—name user—name iy FKEHRAHE, It
A Al AT I BT M 55 17 im0 5%

1.5.15 SSL VPN 3ZEN/G ping RIMIEIR K, anfayfiiR

SSL VPN #: A\ J& Ping WM ZEIR K, AIREJRAIWIR .

o [l KEERCE M A NS, VA AT untrust B local [ UDP HH3FN 443 3 L1 HIHR ST

2R F PO A i =015 i) SSL VPN BB HUU OCHT, SR UDP BIRsCRN 443 3 1, PR RR EEAER K8
B 22 A SN LUBAT untrust F) local ) UDP PSR 443 i LI fRFRSC. 15 SSL VPN JE LM 5%
TENM, AMEH NAT 568, 7T 2E7E NAT W4 LI E UDP B3R 443 b 1) NAT RS

o [hKELHCE T HITPS-Flood Mk, HBMEIAG.

AT display anti-ddos defend information system iy 28 & &1 I8 HTTPS-Flood Biiifiia
K HBE, 7TLAZ2 4T anti—ddos https—flood source—detect alert-rate alert-rate fiy
A FHTHC B R E

1.5.16 SSL VPN F1F P EIERY < EX

FPAEAE T Web ARBE. i VA R AN SL ML 506, P & BEL A P AR A SRR P ER
M. RAEMAMEY LS, FP SN A& B, A RAAEEL T IR A 2L 5
B

Web Jti A A SSL VPN H P LRt s Bk, —AbRBIEH PR “/ELH P MEE, H—ii
7E SSL VPN [y “Mafz=” A HE, WFKE.
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sty N v 7.
Zdi S HENTR 1 WFEAEFE: SSLVPN
> 95 DSVPN APEE RS
i @i [T HEE TG
ven FIPLESSRIE | AP APl ETRE(NE) TTREME) | AR
HERE
- iz user001 gmtest 2022001104 16:11:02 10.18.11.125 101924141 0.002 0000 ZHAE
GEASIE
Dbz D 2RENDE S5 2 ME CRE[C B AAE REgEn
FAPE(E7E) P 1PihE Wiz AR wine BREEREEE EERKERHREE R TEEE A (KB) O
user001 /% idefauit 10.19.24.141 AHBATE SSL VPN unknown 2022-01-04 16:11:048R 00/\E10255h358,
TR Ik
T AT & V5
N Ny PR 4= 1 . A N
o TEERMNE basic B F#AT display onlineuser iyt a] LA E .

o HFARGME AT display user—manage online—user i3t IEE .
TER P AR P B R TP S A P8, FUR[RIFE SSLVPN MR 7R 2 F P B2 vh I F P —#,
FH P # el om ] S 2.

1.5.17 SSL VPN A &I S

FEAUPI S ERIA A 4 default R AREMIER, .8 ASTT LS ) Py A ] B 5
USG6000 VI R ASERIN A 4 default S48 AT LAYS A AR B, A VL AT S V5 A, X
PSS
JI 8 s SSLOVPN JESMSS, R/ P A IONATAT [ E A, Sk R T default £
.
2R SSL VPN #1548 FH IVAIEIC & 1 AR 55 283 BL, AL RGN E T R T
L WRAMAFAEF AR, AU A3 7 44 F - 1SR4 2L
2. WRALAER A, WIEA 215 R BB eI
a. ARHECEHH ik
BN 55 & FAZ R IR SCHAT 2K
b. HCE B LT
ARVEFRI SR PR g, RIA L.
IINEEE B P e gl rp . SRR BRAR S 2 K P I SC AT 2K
SIS R ANESINEAH T 2 53R BB AR fi € 1 (541 2

1518 SSL VPN ASE/EANATET A e iR

PAT AT P20 BRI B A T P SOBOR A 1
Lo BEXT R e st ikt s i) A BRSO TR RC & “ S VIR AR SR -
2. BCE ARG e/ M.

1.5.19 SSL VPN A F#EN G TFIAEE R (Ean{a] iR
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FEANIA] A, B P dE IS SSLOVPN 2N A 5 3RAS — AN KEADL TP Mk, R4 A Z BN TP kA py
Hﬁ%%%s?ﬁo WIER SSL VPN 5 P9 R IR 25 28 34T 17 SRR R4, IR R 75 EE IR 3R 2 H A 1 F
o
R GY I NRrii M/
1. BAERGHE, AR 1P HhbAH Ik S X Mok R o

a. R “UEE > HE > RGEHE” .

b. &4k “USERS/5/NESRV” TkMIHE, (Ml T.

M P &3 SSL VPN, EHMZY Y, idxHE:

%2000-04-02 01:35:41 USG6300 %%01USERS/5/NESRV (1) : 1d=USG6320 time="2000-04-02 01:35:40”
fw=USG6300 pri=5 vsys=root vpn=gateway user="huawei001” src=11.11.11.2 dst=11.11.11.1
duration=0s rcvd=0Obyte (s) sent=Obyte(s) type=vpn service=1 msg="Network Extension: Service
startup, the virtual IP address is 13.13.13.102.”

FH %853 SSL VPN, KR FETh, dsxH&E:

%2000-04-02 01:35:59 USG6300 %%01USERS/5/NESRV (1) : 1d=USG6320 time="2000-04-02 01:35:40”
fw=USG6300 pri=5 vsys=root vpn=gateway user="huawei001” src=11.11.11.2 dst=11.11.11.1
duration=18s rcvd=0byte (s) sent=715byte(s) type=vpn service=1 msg="Network Extension: Service
shutdown, the virtual IP address is 13.13.13.102.”

2. ANEEDIKCHEAETTALE T UGESENS, 405 CEF%F SSL VPN i i P 0B 45 98 0 RO T 4o
DAIIE” FRVAE S, U204 07 A i 1 i ) 1
' HUAWEI = @ ®

Huawg (203 = el bt Fat5
T EEERE ZBAZIX
L Mo Bosv| CRE  =E | ko4l - | @zEm=Em
5 FicEEn =5 A BELEN | HNRSRM | EEE B it Bttt s

=S A=
8 AT [@  2021/05/15 16:46:50 local frust

+ ®EHE B 20210515 16:4643  local trust

1.5.20 SSL VPN ARZ5E5IAMEIA = T AU A M anay

JIR 55 A NES 5T BRI 1 EAFEA TR IR 55 2P 75 7
2 AL
BA MR BB LR

TR BRI A A B A T http://www.leagsoft.com R4 #4k: 400-6288-116 54



LeagSoft UniVPN % /' iiii
i F P NTR R 1 HfEALFE: SSLVPN

#

domain icf. local
authentication—achems admin ldap
authorization—scheme local
zervice—acheme webServericheme
ldap-=zerver ldap=serverd
zervice-type internetaccezzs z=zl-wpn l2tp
internet—accezz mode pazsword
reference uzer current—domain

#

B test001@ict. local fAAER, FZAGRMAT T,

H ' test001@icf. local 4f%E virtual—-ip Hisik, XK.

7 test001@icf. local 4FEHt H & XM, Mz,

P test001@ict. local ASHFT)E M B HACH I w5 H o A, iz,

P test001@icf. local A& 1R EAC G0 B H € UM, Adrrhiz .

I/ test001@ict. local FEINIENRSS & LATE M BRI AI e H E XAt Az,

I/ test001@ict. local FEINIENRSS & LATE AR SR A e H & XAt AmdizAt.

P test001@ict. local ANFETE, AT

P test001@icf. local TEINUEMRSS %% LRTJE P B g e 5 A e A, iz,

P test001@icf. local TEINUEMRSS %% LRTJE B A4 e 5 E e A, iz,

I EMA icf. local WM, WIREHAMAEAIEMRAH icf. local, WarH default HE M.
PR35 2R 4R AN

RSS2 AR B QR .

#
domain icf.local
athentication—acheme admin_ ldap
aunthorization—acheme ldap
zervice—scheme webSerwverSchems
ldap—zerver ldapserverZ
zervice—type internetaccess zzl-wpn 1Ztp
internet—accezz mode pazaword
reference user current—domain

#

B test001@icf. local FELER, FEAGRMWIF .

H ' test001@icf. local 4F% virtual-ip #ubik, AARL.

P test001@icf. local gh5E - H e LM, Az,

P test001@icf. local AR M EBACHI EHH E XA, iz,

P test001@ict. local A fT )& 11290 5E B H o U, ANdrdizfi .

F P test001@icf. local EINUEARS %5 L BT M E g e 3 H @ A, Az
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P test001@ict. local FEINUEARSS % EFTJE B IAIEACH S e B B e A, Az
ZH P test001@ict. local AAEAERT, FZBUMMIANT .

P test001@icf. local fEINUEMRSS &% FAT B XA e K B e LA t, izt
P test001@icf. local TEINUEMRSS %% L RTJE BRI 4 e 5 F e A, iz,

1.5.21 UniVPN BIHERE FE

PC & imHIREFE
1. A UniVPN (K362 B Fr.

BrERmE
EE (4]
HiFEdE
fEREEE
iR
BEEEhE R
2FiLE
#EEA 3
B
2. R HREIRET .
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O wiepm ®

0 IniVPNE PRl oGk E. EEEEE-

EIREEE TIREEIES (RSTRS: FERS . BIERRREES . B
5. BHES . FRHOREE: FrOAERRLES)  REEEEIRER R
e TN

IEE R =R R HR R

i&‘]ngg
[ Bl l | HEE
3. MRYESR 4 N b RURT $ F 25 1
4. Bl ‘Wi, S HERA A .
O FesisEs »

RS

! Chlsersic\AppDatalRoaming UniVPMyog\5e202208161536571 ﬁ.zip| | Al l

5. Bk “PYE” ST E

UniVPN AE BRS80S CEE A5 FAE 2., 1 SR IO 6% (4 it ARA (R LA RS B 52 2™
FEORTF o

e crror_detail. txt: 1E3H T FINHNMPIXS =A% R Ve D IR SE, LU BT & P i
HIRA S5

netcard info. txt: 3% UniVPN FITZE PC M K15 B .

operate system info. txt: it.3% UniVPN FTfE PC B R GtE R .

proxy info. txt: 103k UniVPN FIT7E PC HIARFRAR S5 2815 B

route info. txt: ic3% UniVPN FT7E PC I HI{E B

UniVPN_UniVPNCS 0. log: itis% UniVPN V&L E P~ 2L H B S, F1anFH P8 sk sl Ih sl R g
VPN P18 37 IR B S E R
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e UniVPN UniVPNUI 0. log: 16% UniVPN FCE A=A HEE R, Fln VPN EEN & A e
YT AR H B R
UniVPN Un1VPNPromoteSerV1ce 0. 1log: UniVPN RS HEFE, TR UniVPN [EHIEAT .
A 24 UniVPN 7E H IR 3 SC PR RS 00 TR A8 OB i S, AN PRI B ) Uni VPN
W T AR R B AR A — R . 7E Windows 4E R G A iSCE I JE 45 2. dmp,  7E
MAC #4E R 40 I A B R 15 XA 5 2% %, cores

1.5.22 SSL VPN & iM% HEAmpLe

TEPIZE R A e I, 2 B O3 7 AR H 5, g 7 SSL VNS R H &, B
Bl 2 5 21 51 PR F

A P85 SSLOVPN R, et H &

%2000-04-02 01:27:17 sysname %%01USERS/4/USRPWDERR (1) : id=sysname time="2000-04-02
01:27:13” fw=sysname pri=4 vsys=root vpn=gateway user= huawei001” src=11.11.11.2
dst=0.0.0.0 duration=3s rcvd=0Obyte(s) sent=0byte(s) type=vpn service=b msg="Session:
A P85 SSL VPN Bedl, idstH &

%2000-04-02 01:35:34 sysname %%01USERS/5/LOGINSUC(1) : id=sysname time="2000-04-02
01:35:33” fw=sysname pri=5 vsys=root vpn=gateway user= huawei001” src=11.11.11.2
dst=0.0.0.0 duration=0s rcvd=0Obyte(s) sent=0Obyte(s) type=vpn service=5 msg="Session:
huawei001 logged in.”

JFERS SSLOVPN, idstH &

%2000-04-02 01:36:00 sysname %%01USERS/5/LOGOUT (1) : id=sysname time="2000-04-02
01:35:59” fw=sysname pri=5 vsys=root vpn=gateway user= huawei001” src=11.11.11.2
dst=0.0. 0. 0 duration=26s rcvd=0byte (s) sent=715byte(s) type=vpn service=5 msg="Session:
huawei001 logged out.”

FH %55k SSLOVPN, 5 I d e ali ), e H &

%2000-04-02 01:35:41 sysname %%01USERS/5/NESRV (1) : id=sysname time="2000-04-02
01:35:40” fw=sysname pri=5 vsys=root vpn=gateway user= huawei001” src=11.11.11.2
dst=11.11. 11. 1 duration=0s rcvd=0byte (s) sent=0byte(s) type=vpn service=1 msg="Network
Extension StartUp, The virtual IP adddress is 13.13.13.102.”

&3¢ SSL VPN, SKREIRZY ReRiY), idsk H &

%2000-04-02 01:35:59 sysname %%01USERS/5/NESRV (1) : id=sysname time="2000-04-02
01:35:40” fw=sysname pri=b vsys=root vpn=gateway user="huawei001” src=11.11.11.2
dst=11.11.11. 1 duration=18s rcvd=0Obyte(s) sent=715byte(s) type=vpn service=1
msg="Network Extension: The virtual IP adddress is 13.13.13.102.”

FH P& 5% SSLVPN, BHCE e, idsxHE.

%2000-04-02 01:35:21 sysname %%01USERS/5/CHGPWDKICK (1) : id=sysname time="2000-04-02
01:35:20” fw=sysname pri=b vsys=root vpn=gateway user="huawei001” src=11.11.11.2
dst=0.0.0.0 duration=36s rcvd=0Obyte(s) sent=636byte(s) type=vpn service=5 msg="User
huawei001 was forcibly logged out, for the password was successfully modified.”

MR BERAMST RE, $EE Rk TIE, idxHE,

%2000-04-02 01:36:00 sysname %%01USERS/5/LOGOUT (1) : id=sysname time="2000-04-02
01:35:59” fw=sysname pri=5 vsys=root vpn=gateway user= huawei001” src=11.11.11.2
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dst=0. 0. 0. 0 duration=26s rcvd=0byte(s) sent=715byte(s) type=vpn service=5 msg="Session:
huawei001 logged out with virtual IP address 13.13.13.102.”
MRS T, dxHE.

%2000-04-02 02:10:00 sysname %%01USERS/5/EXPIREUSER (1) : id=sysname time="2000-04-02
01:09:59” fw=sysname pri=b vsys=root vpn=gateway user="huawei001” src=11.11.11.2
dst=0.0.0.0 duration=26s rcvd=0byte(s) sent=715byte(s) type=vpn service=5 msg="User
huawei001 was forcibly logged out for the user ages.”

A SSL VPN H P 5 i BRI H &

[sysname] v-gateway test

[sysname—test] service

R TFEMEY RHEREE, fRIRE P i@t WNash S5 0 AR S 48 @7 TCP i8R, PR
Al g— %G HE . 78 TCP BRI ERS, SFEMSMIAERIRZ I HEEE, XESm
HihH EEEWEE.

[sysname—test—service] network—extension log enable //IF B MY B H ETT <

1.5.23 SSL VPN HENZI REHETEFIA P T

EEOUAE (K. B MR MY R LB B, BN SC AL P S om I
T

BRI R B, AR AL P A 2B T 4R

B DI BR BRSO 9 IR B, 12 REAU R S I AN B LA S TP ki b 2R 7 4
By N2k, AMIXAW B AL 1P Mk FZR I A28 R 4R

1.5.24 SSL VPN Ml S54R3CHyiiE] X 2 B EAFEE

SSL VPN £ % Web AQHE, SCAFIL=. k. Wy el MIk5s . Web AABE, UL, wi O

I =S50 N R E A I I8 [E] 9% R & local—>trust. Trust 3 RBh KRG N W 1 B2
10 7 ) 22 4 [X 38

SSL VPN F /7 38t 2 47 ol 55 7 il 4ol N IR B2 005, 7 ks DL P B A TP HiikbA o H i
bR, B —ADBNRZ AR TP bk )R B . XA HEE D TR 22 A X, = M

gy R\ FREMNREZEX . £2H 0G50, RERHBITRAES DN HED, N5 EG XL
R VBT AE IR 22 4 IXSCRR AR R 22 438 BT KRR HE I 289 el S5 1 H 1Y TP ik 25 4R i
B O RTTE I 22 2 IXIRAE B 12 4 X 85

1.5.25 SSL VPN B3R Z [FRe& 1 i0]fr A A M # O ik 1 TE TS

"L

BN RN, LAY, SSL VPN 415 2 F: B hE b, R LA A 2 45 10 P9 R 432 11 St
B REATE B, (HRLRE A Ry A ST e B BN, FEIEE AR 2L
o ) Y 6 TR P b A
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XT?E HLA05E VPN SEBII8 3, SSL VPN $k5 Ja JeTA Uy i i 3 DO B AT 3 . I
FLI I AR B ORIV B 1, B I I AT RE VPN S PAY 432 11 JE

1.5.26 MHIH= SSL VPN BRLLfic F 7] L2140 B Xt

SSL VPN ) —# 7 BC B LA Buildrun 73URoR, 340800 i B ORAFEB0dE o B, An bl R SR ek
AL /Ot AR PS S o N /)%fl REAN SR AL S BRI RO ffy (b L/ P 25, XS
BARE P EAL, HEERBEL DR

XML T, SSL VPN E’Jﬁﬂﬁﬂuifﬂ%%, L5 SSL VPN A as i -/ 4L 6
#Eat. megbEm /M. meaRgie /R4S MERMA T, SSL VPN M sz B ik
/R

1.5.27 SSL VPN @& X2 IPv6

R H.

1.5.28 SSL VPN #3437 #5i sa 22 AU 1H L

HET, FERA S AZA LLUR TR

Trident WHZ: & WL 8s4A 1E

Gecko WHZ: LI #%H Mozilla Firefox

Webkit WAZ: % WL %284 Apple Safari (Win/Mac/iPhone/iPad) . i 2% 3

Blink W#%: & W% 284 Chrome. Opera

Edge W 1%: WL EAs A Edge

B A TR A R Z 2 “XH” BER “2%7 , HP— A WIE Trident, 2851
o= AN Al A% . — A At P AZ Y i« S YA, T Trident PIAZIULR “ 32 A,
FH 0] LK [R[47) 46

um

o

360 &N es (Trident+Blink)
360 PZE N WA (Trident+Blink)
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EH) 2 AW e (Trident+Blink)

i b 2% (Trident+Webkit)

R 2 Wl gs (Trident+Blink)

) N G 28 (Trident+Webkit)

UC % %8 (Trident+Blink)

HAT, B kR0 SSL VPN Rt (Web—link. 316 S RN ENUAG ) ANSCHETE IE W%
(B Trident PIKZ) MMM 8% | 223 ActiveX #B1FIZ4T, HEN MR NIZE A L.

1.5.29 SSL VPN & F454HI N FSEE

OAZRSE. P MERSE. ERP. -

. 155 EIESIN RS
Webft#@=1----<HTIP: FTP. Telnet. SIP. SNMP. TFTP. "
prg L=t S <SMBY SMTP. .. “NFS2) DHCP. DNS.. ‘
R - {TCP} UDP f
L1 = <IP > R

Web ARBE: 5l NI Web B

A Pi NN RGeS AR R TR
i VR R ViR X TCP N FH AR 45 i O 5 0 o
W&y e Uil NIATE I TP 55U,

1.5.30 SSL VPN @B X #HA® VPN ZEFiRikS

f5A) R U SSL VPN AWASKRE, Dbk, AT R VPN 2 P SSL VBN [ IR
il

1.5.31 SVN FABH AtiE SSL VPN 454 [X 5]
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SSL VPN & SSL VPN T3 FW HLE! SVN &
Ui

JREADAA SR LN T2 License | A% License R, ¥4 | % License fRHfi|, BRINEI%
fas il TSR B 14
TR ARG R RN | SR AIHE, A A 5561
xR BIERMRLET

WAL B FFZHANIE ANXHF SCRE, SR 3 PO
WIIERIFAL S 2 AHF SCRE
SCREZAMNIE, SCFE R
i o 4 1) SR AIHF SCRE
LRGSR | SR AHE
2511 Web % 3% AIHF SCHF

HHYRAE L b I AIHF SCRE
PR A 56 A FE SCRE

LIPS BT I AHF SCRE
e PS AIHF SCHF

F P 4i5E F P BE R FAE T (AR ASHF Bl % A
F P 8iE 7 =X A E P 4 SCREBI e B P A4 B R TP

1.5.32 OSPF 2B T an{a] & % SSL VPN Ml £& Hb it RO 2% 3 R kit st ) 2%

A

R ™ E B

o MY kit
network—extension
network—extension
network—extension
network—extension
network—extension
network—extension

netpool
netpool
netpool
netpool
netpool
netpool

10.
10.
10.
10.
10.
10.

o [l kEEE MRS AL HIcHE

o [k FCOEENEEKE: ip route-static 0.0.0.0 0.0.0.0 10.23.175. 249

o NINASHMLAE, KBS BB 10. 23. 249. 254

JiC & I8 I OSPF ] PN R A2 # L & AT PR 285 R b ik s X B 8% B R 7 50 R
# L E B S LY e bt 2 i

ip route-static 10.23.40.1 255.255.248.0 10.23. 175. 249

23.
23.
23.
23.
23.
23.
10.

23. 249. 253

40.1 10. 23. 47. 254 255. 255. 248.0

116.1 10. 23. 117. 254 255. 255. 254. 0
144.1 10. 23. 145. 254 255. 255. 254. 0
228.1 10.23. 231. 254 255. 255. 252. 0
232.1 10. 23. 239. 254 255. 255. 248. 0
244.1 10. 23. 247. 254 255. 255. 252. 0
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ip route—static 10.23.116.1 255. 255. 254. 0 10. 23. 175. 249
ip route—static 10.23.144.1 255. 255.254. 0 10. 23. 175. 249
ip route—-static 10.23.228.1 255.255.252. 0 10. 23. 175. 249
ip route—static 10.23.232.1 255. 255. 248. 0 10. 23. 175. 249
ip route—static 10.23.244.1 255. 255.252. 0 10. 23. 175. 249

# MLEMBERTESIR, Hf e bk ar Ry R M ICERCRE Oy o vr, IR 1P Mk w259

J bk P B

ip ip—prefix prefix—a index 10 permit 10.23.40.1 21

ip ip—prefix prefix—a index 20 permit 10.23.116.1 23

ip ip—prefix prefix—a index 30 permit 10.23.144.1 23

ip ip—prefix prefix—a index 40 permit 10.23.228.1 22

ip ip—prefix prefix—a index 50 permit 10.23.232.1 21

ip ip—prefix prefix—a index 60 permit 10.23.244.1 22

# BLE 4N sslvpn [ route—policy, HATm5H 1, LA AR
route—policy sslvpn permit node 1
if-match ip—prefix prefix—a

# MCE AN sslvpn ) route—policy, H5 R 54 100, VLACEINHEA.
route—policy sslvpn deny node 100

# MCE ospf FIANFESEEH .

ospf 23 router—id 10. 23. 249. 253
bandwidth-reference 100000

import-route static route—policy sslvpn

area 0.0.0.23

#

fic I8 OSPF [a] 7MW & A Loopback bk FH A 777540 o SSL VPN REFAM <8 F ik Loopback
ik,

# Bt E Loopback Huik.
interface Loopback 10

ip address X. X.X. X 32

# MCE ospf FIANFSEEH .

ospf 23 router—id 10. 23. 249. 253
bandwidth-reference 100000

import—route static route—policy sslvpn
area 0.0.0. 23

network X.X.X.X 0.0.0.0

# MCE SSL VPN FE LM 5 fdi H itk Loopback Hiuhik .
v—gateway ssl vpn ip address X. X.X. X
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1.5.33 SSL VPN =& X HWH#R & a7

ASHF o XEPASCRFA L SSL VPN e 5 XL B H D R EL I, 1 A 4 RIS XUHL £ 857
AR T ECE 7 SSL VPN Ifig, SSL VPNyREWM A i “HE E & RAH, A E—H5
B “PCEMNBE” , SEBUR T B4 E SSL VPN R E I AU .

BB E AR R T AT IR AT T A HRP_M AT I8 & % &

Me B M BLEAR 2 fr AT RN FT AT A HRP_S RTZRAIIR & e o

1.5.34 SSL VPN BEZHFMHAZFEZEH

Y HF. EBKEE SSL VPN F PR &G B S Bl &0 B4 B KBS B, TEXWUES L R,
SSL VPN H P AL, THEHk T

1.5.35 SSL VPN AP —REBEXZHFNMAIEER

IS

1.5.36 UniVPN 2 & X FFFHl&in

o

UniConnect %% i S £ 223 E 10S &R48 (10. 0 X LA FARA) Fl Android &4t (5.0 K&LL A
SIS
I REIAE A, 15 2 R RGN = AL

1.5.37 SSL VPN an{a] SEE A P48 E 483 R R $ul it ik

1 “AeR > HP” B “HP > HPAERIR” FaE “OSm” . RIE NP e
1P ik
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&0 SS5L VPN
SSL VPNER & BERERIE
R mxmE Cae oms C BiE[ O B BEER
géémﬁ e o ERELE el
v =8 2, liuyao
o RETE default R R Ed
2. idefault
= _ o =
. TS MRS X o -.
- 1 GO
* EEEE AP leagsoft bl -
SRR TG .
S MAGIATE RAgAEE
B it — BAGEHN |  EE
v [ EEEs R = Ef
* LOGO:EH @ hwyt — = [
- TR 2, it 1 Ef
2 xcs : K¢
2, liuyao i Ef
s - @
==

1.5.38 SSL VPN 43 FREL | P #uik4>F £

W28 47 Fe b 5% K 4L 1P ik 23 e AR AR S s i

B RGRE L8y ReREAL 1P I, IR 2 0 Be 2 b )L 1P

AR E P Lg Y R RESIL TP BRI, P A N T R 2 23 Bie 21 et ik it b RE DL TP

H AR E M2t R RSN TP Huhkybiy, F AN B P RN EE 7 gy Rl 1P i, i
Frf e BiE B CgbE B 1P,

X80 B s 2L B Ja AL SR e N2 J UL TP kbt P AR RE UL TP AREAUAR 5%
W 244" e b 95 v T B A ik b 73 S TP Muhik.

PR 2T AL TP kit b, SRz Bt o i) TP Rk S A P 240 F P BT
UATEER SE VAL A P IR IR O, AN AE 2R

Festohbih 5 P HRIRERT, AWRIRE 1 B e kR 7 AL P

1.5.39 SSL VPN BWpLe s iFiK B E

. B A A B AR E S RN, B TR R A

[ NETC INFO  2022-01-04 14:06:36. 000399 ][Administrator] [2][SSL
Create] [SSLConnect errno: 1, state: error, connectSSL:—1]

ERYNTTRER R A A BR A F) http://www.leagsoft.com [R5 #4k: 400-6288-116 65



LeagSoft UniVPN %%} Uit
2 FH P NFE 1 HfEALFE: SSLVPN

[ NETC ~ WARN  2022-01-04 14:06:36. 000400 ][Administrator] [2][SSL Create

failed] [ErrorCode:20] [reason:Verify first error, unable to get local issuer

certificate]

[ NETC  WARN  2022-01-04 14:06:36. 000400 ][Administrator] [2]3[xcs SSLFree

begin] [reason:connect ssl error connectfd, return number is -1
pstConInf->psSs1=3792750]

[ CAUTH WARN  2022-01-04 14:06:36.000514 ][Administrator] [2][CAUTH Auth

SendToGateway failed][reason:netc connect error, code 1]

[ NETC INFO  2022-01-04 14:06:36.000517 ][Administrator] [2]4[xcs SSLFree

begin] [pstConInf->psSs1=0]

[ NETC  WARN  2022-01-04 14:06:36.000517 ][Administrator] [2][Socket close

failed] [fd: 7404, errorcode is 10035] // FTi~iEBEIE 5K

[ CAUTH WARN  2022-01-04 14:06:36.000518 ][Administrator] [2][Master auth

failed] [reason:send auth pack to gateway error]

[ CAUTH ERROR 2022-01-04 14:06:36.000519 ][Administrator] [2][Auth login process

failed] [auth master error]

[ CADM  INFO  2022-01-04 14:06:36. 000520 ] [Administrator] [2] [Normal Msg] [biztype

is 3 ,msgtype is 3 ,msgcode is 0x3000b]

o HPEZ, BINIERA/FEWBER, Fn CNIERK” .

[ CAUTH 1INFO  2022-01-04 13:35:35.000058 ][Administrator] [2][Auth send][auth
package send to gateway successful]

[ CAUTH INFO  2022-01-04 13:35:35.000058 ][Administrator] [2][Master auth][send
auth message to gateway ok]

[ CAUTH INFO  2022-01-04 13:35:35.000059 ][Administrator] [2][Auth login
process] [auth master ok]

[ CAUTH INFO  2022-01-04 13:35:35.000059 ][Administrator] [2][Auth receive]l[auth
type 0]

[ CAUTH INFO  2022-01-04 13:35:35.000059 ][Administrator] [2]JuiModule = 0

iSRe jCode= -5 puiCRejCode = 196609 //HI 1 I\iIE 5k

[ CAUTH INFO  2022-01-04 13:35:35.000059 ][Administrator] [2][Auth recv][auth
master failed][reason = 196609]

[ CAUTH INFO  2022-01-04 13:35:35.000060 ][Administrator] [2][auth master

exit] [authType = 0]

[ NETC INFO  2022-01-04 13:35:35.000060 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=3792750]

[ CADM  INFO  2022-01-04 13:35:35. 000060 ] [Administrator] [2] [Normal Msg] [biztype
is 3 ,msgtype is 3 ,msgcode is 0x30001]

o JHPES, BUNHIPIKSHEBUE, # “IUERI” .

[ CAUTH INFO  2022-01-04 14:14:48.000939 ][Administrator] [2][Auth send] [auth
package send to gateway successful]

[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Master auth][send
auth message to gateway ok]

[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth login
process] [auth master ok]
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[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth receive][auth
type 0]

[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2]uiModule = 0

iSRe jCode= ~16 puiCRejCode = 196609 //FK7mHH K-S 48

[ CAUTH 1INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][Auth recv][auth
master failed][reason = 196609]

[ CAUTH INFO 2022-01-04 14:14:48.000941 ][Administrator] [2][auth master
exit][authType = 0]

[ NETC INFO  2022-01-04 14:14:48.000941 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=37668b0]

[ CADM  INFO  2022-01-04 14:14:48. 000941 ] [Administrator] [2] [Normal Msg] [biztype
is 3 ,msgtype is 3 ,msgcode is 0x30001]

o M ERE, BN BEEMEY R, $2n “IAERMK”
[ CAUTH INFO  2022-01-04 14:14:48.000939 ][Administrator] [2][Auth send][auth
package send to gateway successful]
[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Master auth][send
auth message to gateway ok]
[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth login
process] [auth master ok]
[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth receive][auth
type 0]
[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2]uiModule = 0
iSRe jCode= —16 puiCRejCode = 196609 //ZF7~H K-S 4 81
[ CAUTH INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][Auth recv][auth
master failed][reason = 196609]
[ CAUTH INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][auth master
exit][authType = 0]
[ NETC INFO  2022-01-04 14:14:48.000941 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=37668b0]
[ CADM  INFO  2022-01-04 14:14:48.000941 ] [Administrator] [2] [Normal Msg] [biztype
is 3 ,msgtype is 3 ,msgcode is 0x30001]

o AUy E AR H B
[ CAUTH INFO  2022-01-04 15:42:13.000259 ][Administrator] [2][Auth send][auth
package send to gateway successful]
[ NETC INFO  2022-01-04 15:42:13. 000468 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=2b17840]
[ CADM INFO  2022-01-04 15:42:13.000469 ][Administrator] [2][cadm bizctl
process] lentry bizctl proc srcbiz 3 and bizctl 40]
[ CADM INFO  2022-01-04 15:42:13.000470 ][Administrator] [2][cadm bizctl
process] [the biz start to exit biztype 5]
[ CADM INFO  2022-01-04 15:42:13. 000471 J[Administrator] [2][cadm bizctl
process] [the biztype 5 exit msg is sending. notice biz 20]
[ CNEM INFO  2022-01-04 15:42:13.000472 ][Administrator] [8][Cnem module
proc] [Enter]
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[ CADM INFO  2022-01-04 15:42:13. 000474 ][Administrator] [2][cadm bizctl
process] [the biz start to exit biztype 8]

[ CNEM INFO  2022-01-04 15:42:13.000474 ][Administrator] [8][Cnem module
proc] [Cnem module stop]

[ CADM INFO  2022-01-04 15:42:13.000476 ][Administrator] [2][cadm bizctl
process] [the biztype 8 exit msg is sending. notice biz 120]

[ CEPS INFO 2022-01-04 15:42:13. 000476 ] [Administrator] [7][hostcheck pro][ceps
module stop start]

[ NETC INFO  2022-01-04 15:42:13. 000478 ][Administrator] [8]4[xcs SSLFree
begin] [pstConInf—>psSs1=2b010b0]

[ CADM INFO  2022-01-04 15:42:13.000480 ][Administrator] [2][cadm bizctl
process] [the notice has been send to src biz 3—EXIT WAIT]//ZF-F P EshiEH
[ NETC WARN  2022-01-04 15:42:13.000481 ][Administrator] [8][Socket close
failed] [fd: 2324, errorcode is 10035]

[ ROUTE INFO  2022-01-04 15:42:13. 000483 ][Administrator] [8][Route
Recovery] [start]

[ ROUTE INFO  2022-01-04 15:42:13. 000495 ][Administrator] [8][Route
Recovery] [Finish]

o WA N
[ CNEM WARN 2022-01-04 15:47:32.000364 ][Administrator] [3][Cnem handle packet
from gateway] [CMDtype is KICKOUT]//Z/=W B &5 F P T 2 i) >R
[ CNEM ERROR 2022-01-04 15:47:32.000366 ][Administrator] [3][Cnem handle packet
from gateway] [NEM_CMD KICKOUT]
[CNEM INFO 2022-01-04 15:47:32.000367 ] [Administrator] [3][Cnem send status msg
to self ok]
[ CNEM INFO  2022-01-04 15:47:32.000368 ][Administrator] [8][Cnem module
proc] [Enter]
[CNEM INFO 2022-01-04 15:47:32. 000370 ] [Administrator] [8] [Cnem AsyncMsg BizNem
Proc] [Enter]
[ CNEM INFO  2022-01-04 15:47:32.000371 ][Administrator] [8][Cnem run][Enter]
[ CNEM INFO 2022-01-04 15:47:32.000387 ][Administrator] [8][Cnem run][the
current status 145 and msgtype 13]
[ CNEM  ERROR 2022-01-04 15:47:32. 000388 ] [Administrator] [8][Cnem receive or send
packet failed][goto ERR Handle]
[ NETC INFO  2022-01-04 15:47:32.000390 ][Administrator] [8]4[xcs SSLFree
begin] [pstConInf->psSs1=2b010b0]
[ ROUTE INFO  2022-01-04 15:47:32.000391 ][Administrator] [8][Route
Recovery] [start]
[ ROUTE INFO  2022-01-04 15:47:32.000404 ][Administrator] [8][Route
Recovery] [Finish]

o (RIGHINS, HERM, BHER
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[ CNEM  ERROR 2022-01-04 16:01:48. 000444 ] [Administrator] [8] [Cnem err handle] [nem
module reconnect fail]

[ CADM INFO 2022-01-04 16:01:48.000444 ][Administrator] [2][Emergency

Msg] [biztype:5 msgtype:11 msgcode:0xb0002]

[ CEPS INFO  2022-01-04 16:01:48.000493 ][Administrator] [7][eps proc] [CEPS
HostCheck Proc start type 10]

[ CEPS INFO  2022-01-04 16:01:49.000713 ][Administrator] [7][cacheclean
logout] [eps start logout cache clean check end]

[ CADM  INFO  2022-01-04 16:01:49. 000714 ] [Administrator] [2] [Normal Msg] [biztype
is 8 ,msgtype is 5 ,msgcode is 0x50002]

[ CADM INFO 2022-01-04 16:01:49.000714 ][Administrator]

[5] [CSDK_Send Thread] [uiMsgSourceMark:0x4000000 —>

uiMsgDestMark: 0x2000000] [uiModuleID:0x8000000] [uiMsgType: 0x2000500] [uiConnetType:
0x1000000] [uiMsgLength:0x0]

[ CAUTH INFO  2022-01-04 16:01:49. 000718 ][Administrator] [2][CAUTH Module
Proc][in to CAUTH Module Proc]

[ CAUTH WARN  2022-01-04 16:01:49.000719 ][Administrator] [2][Service cert
failed] [pstCAuthCtx—>uiServiceCertCheck =0]

[ CADM INFO 2022-01-04 16:01:49.000720 ][Administrator] [2][CAUTH Auth
SendToGateway] [no need to set certinfo]

[ CADM INFO 2022-01-04 16:01:49.000721 ][Administrator] [2][CAUTH Auth
SendToGateway] [proxy info :0, user name:, proxy type:0]

[ NETC WARN  2022-01-04 16:01:54.000722 ][Administrator] [2][SSL Connect
failed] [reason:ss] time out, reconnect]

[ NETC WARN  2022-01-04 16:01:59.000723 ][Administrator] [2][SSL Connect
failed] [reason:ssl time out, reconnect]

[ NETC WARN  2022-01-04 16:02:04. 000724 ][Administrator] [2][SSL Connect
failed] [reason:ssl time out, reconnect] //3K7~HIEHEKF

[ NETC  ERROR 2022-01-04 16:02:04. 000725 ][Administrator] [2][SSL Connect
failed] [reason:reach max reconnect time Addr: 10.19. 12. 120, Port: 5678] //ikZ|E %
RE IR

o JH B SSL VPN 3, eI H &
[ CADM INFO 2022-01-06 13:36:53.000070 ][Administrator] [4][Proxy
info] [ConnectType is <1>, Proxy type is <0>]//1 7~ SSL VPN, 0 #RIQH
[ CADM INFO 2022-01-06 13:36:53.000071 ][Administrator] [4][Proxy info][proxy
is :0, user name is , proxy type is 0]
[ PREF  INFO  2022-01-06 13:36:53.000072 ][Administrator] [2][SetPrefSiteFlag]
[ PREF  INFO  2022-01-06 13:36:53. 000073 ][Administrator] [2][Site pref
proc] [Enter]
[ PREF INFO 2022-01-06 13:36:53. 000074 ] [Administrator] [2] [Site Pref Preprocess
SitelInfo] [aucGatewayIP:10. 19. 12. 120] [uiGatewayPort :6528]
[ PREF INFO  2022-01-06 13:36:53.000075 ][Administrator] [2]Number of sites 1
[ PREF INFO 2022-01-06 13:36:53. 000077 ] [Administrator] [2] [Default getway Index
in configuration file is 0]
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[ PREF INFO 2022-01-06 13:36:53. 000078 ] [Administrator] [2] [Default getway Index
is 0]

[ PREF INFO  2022-01-06 13:36:53.000096 ][Administrator] [39][Site pref thread
enter] [Site order is 0]

[ PREF  INFO  2022-01-06 13:36:53. 000097 ][Administrator] [39][Park
RequestPack] [pstFirstConnRequest—>ucDomain] [10. 19. 12. 120]

[ PREF  INFO  2022-01-06 13:36:53.000098 ][Administrator]

[39] [SITE FirstConn RequestPack over]

[ CAUTH 1INFO  2022-01-06 13:36:53.000099 ][Administrator]

[ CAUTH INFO  2022-01-06 13:36:53.000099 ][Administrator] [39][cauth][get the
gateway ip is 10.19.12.120 and port is 6528 from domain name]

[ CAUTH INFO  2022-01-06 13:36:53.000099 ][Administrator] [39][Addr info]l[ip
address is valid]

[ CAUTH INFO  2022-01-06 13:36:53.000099 ][Administrator] [39][cauth][get the
gateway ip is 10.19.12.120 and port is 6528 from domain name]

[ CAUTH INFO  2022-01-06 13:36:53.000100 ][Administrator]

[ CAUTH INFO  2022-01-06 13:36:53.000100 ][Administrator] [39][cauth][get the
gateway ip is 10.19.12.120 and port is 6528 from domain name]

[ CAUTH INFO  2022-01-06 13:36:53.000100 ][Administrator] [39][Addr info]l[ip
address is valid]

[ PREF  INFO  2022-01-06 13:36:53. 000100 ][Administrator] [39][SITE FirstConn
SendAndRecv] [aucDomainName: 10. 19. 12. 120:6528]

[ PREF  INFO  2022-01-06 13:36:53. 000100 ][Administrator] [39][SITE FirstConn
SendAndRecv] [aucDstDomain: 10. 19. 12. 120:6528]

[ PREF  INFO  2022-01-06 13:36:53. 000101 ][Administrator] [39][SITE FirstConn

[ PREF INFO 2022-01-06 13:36:53.000101 ][Administrator] [39][SITE FirstConn
SendAndRecv] [conn—>aucHostName: 10. 19. 12. 120]

[ PREF INFO 2022-01-06 13:36:53.000101 ][Administrator]

[39] [NETC Socket Connect] Begin!

[ NETC INFO  2022-01-06 13:36:53. 000102 ][Administrator] [39][SSL

Create] [Success]// SSL #&2F k3

[ NETC INFO  2022-01-06 13:36:54. 000704 ][Administrator] [2][NETC SSL
Create] [connect] [connectSSL == -1]

[ NETC WARN 2022-01-06 13:36:54. 000705 ][Administrator] [2][SSL

Create] [SSL_ERROR WANT READ continue][retry 19999]

[ NETC INFO 2022-01-06 13:36:54.000706 ][Administrator] [2][SSL

Create] [SSLConnect errno: 1, state: error, connectSSL:—1]

[ NETC WARN 2022-01-06 13:36:54. 000706 ][Administrator] [2][SSL Create
failed] [ErrorCode:19] [reason:Verify first error, self signed certificate in
certificate chain]

[ NETC  WARN  2022-01-06 13:36:54. 000706 ][Administrator] [2]3[xcs SSLFree
begin] [reason:connect ssl error connectfd, return number is -1
pstConlnf—>psSs1=2b5b3e0]

[ CAUTH WARN  2022-01-06 13:36:54. 000706 ][Administrator] [2][CAUTH Auth
SendToGateway failed][reason:netc connect error, code 3]

O
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[ NETC  INFO  2022-01-06 13:36:54. 000706 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=0]

[ NETC WARN  2022-01-06 13:36:54. 000707 ][Administrator] [2][Socket close
failed] [£d:3668, errorcode is 10035]//IFPIEG M, #HIE 2 %

[ CADM  INFO  2022-01-06 13:36:54. 000707 ] [Administrator] [2] [Normal Msg] [biztype
is 3 ,msgtype is 3 ,msgcode is 0x3000b]

[ CADM INFO  2022-01-06 13:36:54.000708 ][Administrator]

[5] [CSDK_Send Thread] [uiMsgSourceMark:0x4000000 —>

uiMsgDestMark: 0x2000000] [uiModuleID:0x3000000] [uiMsgType: 0xB000300] [uiConnetType:
0x1000000] [uiMsgLength:0x0]

[ CADM INFO  2022-01-06 13:37:15.000450 ][Administrator] [4][Proxy

info] [ConnectType is <1>, Proxy type is <0>]

[ CADM INFO  2022-01-06 13:37:15.000450 ][Administrator] [4][Proxy info][proxy
is :0, user name is , proxy type is 0]

[ PREF  INFO  2022-01-06 13:37:15.000450 ][Administrator] [2][Link pref

proc] [Enter]

[ PREF  INFO  2022-01-06 13:37:15.000451 ][Administrator] [2][Link backup not
open] [Return choice site] //¥&A )8 BEM& 1

[ CAUTH 1INFO  2022-01-06 13:37:15.000551 ][Administrator] [2][Auth send][auth
package send to gateway successful]

[ CAUTH INFO  2022-01-06 13:37:15.000551 ][Administrator] [2][Master auth][send
auth message to gateway ok]

[ CAUTH 1INFO  2022-01-06 13:37:15.000551 ][Administrator] [2][Auth login
process] [auth master ok]//ZFAUEKTN

[ CAUTH INFO  2022-01-06 13:37:15.000552 ][Administrator] [2][Auth receive]l[auth
type 0]

[ CAUTH INFO  2022-01-06 13:37:15.000552 ][Administrator] [2][auth master

exit] [authType = 0]

[ NETC  INFO  2022-01-06 13:37:15. 000552 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=2b5b3e0]

[ CADM  INFO  2022-01-06 13:37:15. 000553 ] [Administrator] [2] [Normal Msg] [biztype
is 3 ,msgtype is 2 ,msgcode is 0x20000]

[ CADM INFO  2022-01-06 13:37:15.000553 ][Administrator]

[5] [CSDK Send Thread] [uiMsgSourceMark:0x4000000 —>

uiMsgDestMark: 0x2000000] [uiModuleID:0x3000000] [uiMsgType:0x200] [uiConnetType:0x10
00000] [uiMsgLength: 0x0]

[ CADM INFO  2022-01-06 13:37:15. 000554 ] [Administrator] [4][SSL Start Nem] [in to
SSL_StartNem]//Ja F M54 fe Ak 55

[ VNIC INFO 2022-01-06 13:37:15. 000556 ] [Administrator] [8][Start VNIC][begin]
// Je& RN R~

[ VNIC INFO  2022-01-06 13:37:15.000557 ][Administrator] [8][Find the

VNIC] [success]

[ VWNIC INFO  2022-01-06 13:37:15.000564 ][Administrator] [8][Nic Open][begin]
[ VNIC INFO 2022-01-06 13:37:15. 000570 ] [Administrator] [8][Get VNIC name] [name:
AH R ]

O
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[ VWNIC INFO  2022-01-06 13:37:15. 000571 ] [Administrator] [8][VNIC Start] [open cmd
is interface set interface “ZAHiiZE+:” admin=ENABLED]

[ CNEM  INFO  2022-01-06 13:37:15. 000603 ] [Administrator] [8] [Cnem send status msg
to self ok]

[ CNEM INFO  2022-01-06 13:37:15.000604 ][Administrator] [8][Cnem Start OK]//
W 284 f2 3 FH 5E

[ NETC  INFO  2022-01-06 13:37:15. 000608 ][Administrator] [8][NETC SSL

Create] [pstConInf->aucHostName] [10. 19. 12. 120]

[ NETC  INFO  2022-01-06 13:37:15. 000608 ][Administrator] [8][NETC SSL

Create] [g gatewayDomain] [10.19. 12. 120]

[ PREF  INFO  2022-01-06 13:37:15.000608 ] [Administrator] [8][GetPrefSiteFlag:0]
[ CAUTH INFO 2022-01-06 13:37:15.000608 ][Administrator]

[8] [CAUTH CheckIsDomain] [pucDomain is 10.19.12.120]

[ CAUTH INFO 2022-01-06 13:37:15.000609 ][Administrator]

[8] [CAUTH CheckIsDomain][pucDomain is IP]

[ NETC  INFO  2022-01-06 13:37:15.000609 ][Administrator] [8][NETC SSL

Create] [connect]

[ NETC  INFO  2022-01-06 13:37:15.000619 ][Administrator] [8][NETC SSL

Create] [connect] [connectSSL == 1]

[ NETC INFO  2022-01-06 13:37:15. 000619 ][Administrator] [8][SSL Create] [Success]
/ /WA i g 3 B X D 1) SSL IR R )

[ CNEM INFO  2022-01-06 13:37:15.000620 ][Administrator] [8][Cnem SSL create
ok][3656]

[ CNEM INFO  2022-01-06 13:37:15.000620 ][Administrator] [8][Cnem SSL

create ][reason:channel bind success][sslChannelId<3656>]

[ CNEM  INFO  2022-01-06 13:37:15. 000620 ] [Administrator] [8] [Cnem send status msg
to self ok]

[ CNEM INFO  2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem module

proc] [Enter]

[CNEM INFO 2022-01-06 13:37:15. 000621 ] [Administrator] [8] [Cnem AsyncMsg BizNem
Proc] [Enter]

[ CNEM INFO 2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem run][Enter]
[ CNEM INFO  2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem run][the
current status 20 and msgtype 1]

[ CNEM INFO  2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem send acl
request to gateway ok]//&i% ACL K2/ ¢ (FIl SVN ¥ 4442 BLE g D

[ CNEM  INFO  2022-01-06 13:37:15.000622 ] [Administrator] [3] [Cnem send status msg
to self ok]

[ CNEM INFO  2022-01-06 13:37:15.000626 ][Administrator] [8][Cnem send vip
request to gateway ok] ///&i% VIP 13K Z: VPN X%

[ CNEM INFO 2022-01-06 13:37:15.000628 ][Administrator] [3][Cnem handle packet
from gateway] [CMDtype is REQVIP]

[ CNEM INFO 2022-01-06 13:37:15.000628 ][Administrator] [3][Cnem parse new
netcfginfo] [Enter]

[ CNEM INFO 2022-01-06 13:37:15.000628 ][Administrator] [3][Cnem parse new
netcfginfo] [DNS Server IP Nums is 1]//Mi%£MIFRTE 1 4> DNS AR5 28 bk

O
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[ CNEM INFO  2022-01-06 13:37:15.000628 ] [Administrator] [3][Cnem parse vip info
from gateway ok] //MiE#&MIZKAE VIP {5 E

[ WIC INFO 2022-01-06 13:37:15.000632 ][Administrator] [8][Get VNIC

iofd] [handle is 2648]

[ WIC INFO 2022-01-06 13:37:15.000632 ][Administrator] [8][Get VNIC

Handle] [success]

[ WIC INFO 2022-01-06 13:37:15.000632 ] [Administrator] [8] [Active VNIC] [begin]
[ WIC INFO 2022-01-06 13:37:15.000632 ][Administrator] [8][Active

VNIC] [success]

[ WIC INFO 2022-01-06 13:37:15.000633 ][Administrator] [8][Set IP and

MASK] [begin]

[ WIC INFO 2022-01-06 13:37:15.000633 ][Administrator] [8][VNIC IP is

10. 19. 15. 36] //RE# 1P Hutk(E 2

[ WIC INFO 2022-01-06 13:37:15.000633 ][Administrator] [8][VNIC mask is

255. 255. 255. 0] // B HL TP HbhEHERD(E S

[ WIC INFO 2022-01-06 13:37:15.000675 ][Administrator] [8][Set IP and

MASK] [success]// B ELMK 1P Hibk(E S

[ WIC INFO 2022-01-06 13:37:15.000676 ][Administrator] [8][Set DNS Server
IP] [begin]

[ VWNIC INFO 2022-01-06 13:37:15. 000745 ][Administrator] [8][VNIC Init][set DNS
success]// BB EMMF DNS /55

[ ROUTE INFO 2022-01-06 13:37:19.000059 ][Administrator] [41][Route

set] [Begin]: [70]

[ ROUTE INFO 2022-01-06 13:37:19. 000059 ][Administrator] [41][Route set][Before
set route print the routetable:]//y# A\ VPN &% Z Bl 4T EN S B3R

[ ROUTE INFO  2022-01-06 13:37:19. 000060 ][Administrator] [41][Route print
begin

[ ROUTE INFO  2022-01-06 13:37:19.000068 ][Administrator] [41][Get best route
info] [Ip :10.19.28. 254 Mask :0x00000000 Nic index :10]

[ ROUTE INFO 2022-01-06 13:37:19. 000068 ][Administrator] [41][gateWay

info] [Ip :10.19.12. 120 ]

[ ROUTE INFO 2022-01-06 13:37:19.000069 ][Administrator] [41][BroadCast Route
Judge ok] [DestIP : 0xff0f130a]

[ ROUTE INFO  2022-01-06 13:37:19. 000069 ][Administrator] [41][Cleanup VNIC
related route][Success]//HeiB xR IH K LMK B4 H

[ ROUTE INFO 2022-01-06 13:37:19.000084 ][Administrator] [41][manul inner route
info] [Dest:0x2e0c130a Mask:Oxffffffff NextHop:0x240f130a Iflndex:13]

[ ROUTE ERROR 2022-01-06 13:37:19. 000096 ][Administrator] [41][Delete route
Failed] [ErrorCode:0]

[ ROUTE ERROR 2022-01-06 13:37:19. 000097 ] [Administrator] [41][Delete Unsafe Route
Failed] [Line :787]

[ ROUTE INFO 2022-01-06 13:37:19.000097 ][Administrator] [41][BroadCast Route
Judge ok] [DestIP : 0xff0f130a]

[ ROUTE INFO  2022-01-06 13:37:19.000097 ][Administrator] [41][BroadCast Route
Judge ok] [DestIP : Oxfflcl30a]

O
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[ ROUTE INFO 2022-01-06 13:37:19.000097 ][Administrator] [41][BroadCast Route

Judge ok] [DestIP : 0xff3flfac]
[ ROUTE INFO 2022-01-06 13:37:19.000110 ][Administrator] [41][Set manual mode

route] [Success]
[ ROUTE INFO  2022-01-06 13:37:19.000110 ][Administrator] [41][After set

route] [Routetable:]//JEN VPN B H1 )51 ER % 3%
[ ROUTE INFO 2022-01-06 13:37:19.000110 ][Administrator] [41][Route print

begin

o TRAIEM T, UniVPN Hids% INFO. WARN. ERROR =/MEAH &, W1 5Eid 5% DEBUG 2% 7l i) H
+, T EAZ I UniVPN BLE SCHF “sysconfig. ini”
[GLOBAL]
ClientName = SecoClient
ClientVersion = 7.0.9.1

ClientCustomized = false
ClientLoglLevel = 1 /BN 0, DEBUG 2% %) H <1t 5

1.5.40 UniVPN #0 SecoClient 27 e [E1RT{F

ANBE, W PC f£7E SecoClient, 223 Uni VPN Bf <=4 FHEI 2k SecoClient . WIS EIEL SecoClient
JWE F 2 E1%K SecoClient, #EH UniVPN %5 7 g tH B ) R

1.5.41 ¥TFF UniVPN BT PC F#HLIRE

1. AHALH Tinux REWRIFPESIHBW T s, SFEVPN RS TLEEE, TERKREHE
WL E A (Jete/profile)

o Error found when loading jetc/profile:
jete/profile: line 36: syntax error: unexpected end of file

As a result the session will not be configured comectly.

You should fix the problem as soon as feasible.

I

2+ H VPN EREIE, WRHINESNEHARF#RENEI (Eie. Bl , aTRes
BUN AR A BB 24 HH DX A DU AT UK &R 82 0
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28y kN =] 1 &AL TE: SSL VPN
1.5.42 VPN BRS5s5 I LA IE) AW, AMAF#ES VPN EiEEES A
LA 18] 23 P 35 R

ML HEB T RGUREER, WIRERD TR H] Uni VPN 27 S S VPN E#Em, ATRES
PACEEE VPN T7 ) 22 W HIBLA .

fEpRJT S AR R S SRIBOIIE 5 75 ZE L B K BT ), 75 0 SRR PR FA R k£ NAT
Fet.

1.5.43 MacOS Z%: FH P {# B UniVPN 37 VPN &35 TEiHE A M

W, WIRRER

SERRE T FE S, Mac 0S RGiAI Windows ZRGELE DNS M A HIAAEZE . £ Mac 0S JH /7 H B2
N7 VPN LRI AT i) 2 B IR, EES7 VPN 5 TOiE VT M AR A IS, ol Fahid & — & AR A
M dns K455 %8

1.5.44 EFRAEFiREREMA R LIRO
FEI, B b gh e R v 1, 3 SOVFRA N I LA .
Windows “F &

promote service Wi 1 29190 NS S, i L iR IE SR E
CSDK Wil 1 19060

Ul W5 W 11 29192

linux 1 Mac0S “F- 4

promote service ¥ W73 1 29191

WS I 11 19060

Ul WP 5 1 29192

1.6 UniVPN #= SSL VPN #F=-V600R21C10

KRBT UniVPN 2 P (e 32 A\ k3% 15 4 V60OR21C10 Az LS5 AT 4% 5 SSL VPN [ il [
AEFR T 2

1.6.1 ¥TFF UniVPN BB IR

: DA R IEAEIEAT, NREFISIT IR !
: JGVEERST VPN %4z, VPN RS54 il e Joik 2k
: TR TP B4 !

1.6.1.1 E&: ELERPIRIEHAEEIT, TEBEITIZER!
i)”u%&#ﬁﬁ
FTTF UniVPN I, R “ O2f % PR IFEIEET, MREFHET %R 7

TS T T
u% u% o
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2 FH P NFE 1 #fE AL SSLVPN

O == P

EEEEFRIEEET, MEERTEER!

=

AT Re R A
i b CW4AT UniVPN 7Ei84T .
Rh 35 IR
KA EAH UniVPN IB1TFE R, IR BRSSP Security Assisant Agent. exe HFEE T
[ 25 5
o EEEES = X
IR EIO) EEV)
B 5 HEheicE BEm BR EEEE BS

- 17% 49% 0% 0%
=i ke CPU HE [ Pl
-

RIFE (16)

» @ Google Chrome (9) 0.3% 178.3 MB 0 MB/F2 0 Mbps
o Leagsoft VPN (32 {if) 0% 9.5 MB 0 MB/F: 0 Mbps
© Leagsoft VPN (32 fif) 0% 127MB  OMB/A#:  0Mbps
) Leagsoft VPN (32 f) 0% 238MB  OMB/F: 0 Mbps

» e Microsoft Edge (7) 0% 1721 MB 0 MB/F2 0 Mbps

> [] Security Assistant Agent 04%  13.3MB 0.1 MB/f: 0 Mbps

> [8 Setup/Uninstall (32 £) 0% 39.8MB  OMB/A#  0Mbps

v T Windows HEEEE 0% 20.0 MB 0 MB/F: 0 Mbps

> T Windows 3EEEES 0% 17.1 MBE 0 MB/FL: 0 Mbps

b T Windows HEETES 0% 172MB  OMB/E 0 Mbps

> T Windows HBEES 0% 131MB  OMB/F® 0 Mbps

> W7 WPS Office (32 ) 0% B1.3MB OMBF 0 Mbps

(-\ L WXWork (32 #7 (11) 09% 5742 MR OMBALE L DA Mhns) b

() EEEEED) EEEEE
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1.6.1.2 E&: JiAEIL VPN EHE, VPN IRSEFAIRETTIERNA

R FR
HERE VPN OGHT, R E “ ik VPN iERE, VPN RSB ATREICIEERIE Y
O == >

| FEEIVPNIEE . VPNERE S e L EE

fA5E

BN ES
5. UniVPN 2| VPN W % B A ATk .
6. UniVPN _L VPN WSCH TP Hbdik el 38 5 455 .
7. UniVPN A1 VPN [ KRRA AR E .
8. umimitACHE AR S 5% I (i 192. 168. 253. 188) , UniVPN A BB ACH L 5 A M ¥ VPN
B
ROEE D IR
o JRA 1 [ i) e AL SR T
3. f£ UniVPN FT{ERZ%3 | Ping VPN RG] TP Hihik, W&t 2 nlik.
4. WRBEHATIES, TEECE UniVPN 3] VPN RS . Rkt alik, REHZ A 2
FH R K& R, 15 N 0T —Ff R A
o JEIK 2 Byl e AL KR T
HRE UniVPN _FECE A VPN W5 TP Hudik. 3% 2 75 5 VPN W S fic & ) — %,
o JEPK 3 Bl e AL KR TT
H B A1 UniVPN BRZE ) VPN (NGB AE R AN FW V500R005C20SPC500. FW V600R007C20SPC300
(SPC301/SPC 302 fRAFRAN) . V600R021C10, MIEMIZJEHIRA . EA1Z AT As,
UniVPN HARLE.
o JR[A 4 BN SR INE
e A 2% v A 7 JE AR AR 45 4% TR
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i PR

1 iffEAbTE. SSLVPN

Internet FEIT ? X
= =2 BR RS B =%
) =amimeneimE, sxam

HEnSUSEEEE
FEI0(D)...
| s=mven).. |
HHERR)...
INEEHEEREAERES, R RS IFE(C)

EEMLANREE

LAN REFUAIESEE. DTHRSRE, 5= EEFGEE(L)
FEEEE R,

W= Bl REF(A)

BEMANEE
SHEE
SNEESESTAEE. EREERTIEE, EERETES.

SR EN)
(O EREMEEEE®S)

k(R

ERERE

7 LAN ERAERSSHEMIENETES VPN EE)X)

HEHHE): 92.168.253.188|ﬁ|]m: |3030 | =50

HT A AR IR RSSEE(E)

WHZE, UniVPN WRERENRHESE, .

O xm=as
HBRE: | ERRGE
VPNiER
e oz BT+ s Mt [192168.253 188
S— k SEE N =o [s0s0
FTHHRSE:
THHREE: == |test
EEAHE:
APE: lﬂﬁ |------
FEIIPHE
INIERE: —
—— =

1.6.1.3 I RARREI, mARSH] 16 %
B HIR

76 UniVPN BradE e i, TEmfEM SN 16 Mk LS, B “in” , RasE “H

KPR, BROKIRS 16 267
O == e

SaIbd= EAE s AR E 165!

A5

AT REBR A

FEZ P S T IE R S T R, @AM SR QTR T 16 2%, X3 T RO R EL

AbER IR

WSk ) 16 26 )5, ANFERARSEANIN I 3t it o
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i F P NTR R 1 HfEALFE: SSLVPN
1.6.1.4 BXBHEKHEB, TEHE
SR

fE UniVPN 5, 764 VPN B in 7 16 NMERACE, B “+7 , R45E%E “Cikfk
KEH, TiEHE”

O == X

I EEmEENE . mELm!

E

HREIR A

FER i B S, JERRCE QAN T 16 %, B3] T RO IR INERT B
KbER TR

EERERCE N 16 255, ATERSsE

1.6.2 XAM P&/ ZRFAERNENES

[F

. ANHEJ{Z K] VPN R 55 SeiiE 1 !

. ERI!

: APIESRHCER EIR, iEHEEIK!
. YR BRI !

s WA TR

s FRWUR [l AR I !

[ =

o

Fof

R mE I omE o o i

of of Of

1.6.2.1 Z&: A0[{5H) VPN RS 2FIEP !

L& HHiid
FH P8 Uni VPN @i SSL VPN B i & 5% SSL VPN JEFUMI OGS, R H I N s .
O == x
TLEE: FANSHIVPNES B!
B B BT R Al (R T B T R R
gﬁﬂ%gﬂ%%%ﬁ%i%ﬁﬁ%ﬁﬁ%ﬁﬁ%ﬁﬁﬁ%
ERMEE ESES
gz | | ma
Al e R A
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i F P NTR R 1 HfEALFE: SSLVPN

UniVPN bl Dy ik R OC B 43 19 CA UE+S

R IDIR

UM BR S EE LR T

o W “UE”, ik “VPNIRIEMRSEAE .

TEH e B OB S B ¢ B B SE I O, AT DR B v

e Y UniVPN Al REHLL N S A& E 1S o

FPAETCIEAR B R A 5 Bt B S B L N, HEF S A e 5 vk

FHEMAIEH, —ARGIEPREERIUMKE E, Y —4 CA IEFHAUEE UniVPN FrfE £ E.
WRAPFESVEHEIEB RS, WATURMHBEERNRGEHETE . WREEIET RS, TR

FH XCA 3R AR IE TS

UniVPN Ji it SSL VPN B#IE 5 5 U N O, B 4Pl 5¢ 2= m) UniVPN HEE A UEH, 2 UniVPN |
(1) CA EF A LR BB R I &R, RAMA S HRRNE PR IEEM S E T .

WEF A IV 73535 2 W A] 48 ] XCA #ilE ¥ S e -B A S iE .
1.6.2.2 TAIESRY!

R IR
7 UniVPN B3k 5, MNP 2 MEMLGE, i “8x%7 , RAaEE NERK! 7 .
O == X
I A E Sk !
1BTE
Al fe R &

1. AP A e G, A B P eeie .
2. M RGEE 1T A IEBR VR,
3. MIFIR B SSL VPN 2 A5t .
. REAU SR S B I 28 5 R AR A2
5. SSL VPN BT XML AIRZ (HRP_S) , 1M SSL VPN AN HRAE KR 4% E &3t 48,
6. TAIEICK FH AD/LDAP IR 2548 AIE, AR%S#s DECE M P B MG H T “ B IRE K D IME MRS .
7. BPUIAEEER S AR metric A (BRSO il 1024.
Lb ¥R IR
L. Bxs&, REHAAMEELSIER, A2 dl, DEESLTHERES.
[HUAWEI-aaaldisplay local-access—user username user001
2023-04-13 08:58:05. 793 +08:00
The contents of local access user(s):

S

Password 1 skkekskekskekekekekskekokoskskok

State : block

Service—type—mask .V

Access—limit . Yes

Access—1imit—max 1 4294967295

Accessed—num : 0

Block-time-left : 2 Min(s)
Original-password : No

Password-set—time : 2023-02-23 20:01:17+08:00
Password-expired . Yes

Password-expire—time : 2023-03-15 20:01:17+08:00
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1 iffEAbTE. SSLVPN

Account—expire—time : —
Local Access User ID : 17
Service—scheme =
UCL group(s)

0. RIS R ELSE TN, G, REIE T EH A,

B AREE FIF=ERR ssivpntest

BEs ks © FEIOpCihiE

FiET B GE0/0/ v [+HEOIR]

DNSERESE @

3. MEMECE, REEMT SSL VPN At .

----------------

d@ELpassworda#eE,
BAEE 00| s
BExER B 5L VPN
s [mm=

I HEhs= default - I

ED 442

BT ATEIAFERERR, EETESsER. FESeEE

2. e BE @
(ERERERAE
FSEIEH O LEEFHERSMAG BN FERRSATFIVPNEFRLEER.
SEEE ® RSA SM2
FHEH huawei1.univpn_test_local cer v |
FAFAE
INEST @ RF+Es il

EEFEHIAFEER, EERe-1200FR, BERBLAaRN
F. AEFE, IEFE. FEFERNEL, M: Passwor

<1024-50000= B3 443

| = |

-

4. RERSEH TR LS .
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2 FH P NFE 1 #fE AL SSLVPN
B axEs R a :
S EE 120 =60-600=F
= i IPHEHEE cf -
2 BEER s «©
BAEFER o)
B NERECEE SiEmET, v
It BEFRE
C&FE O R C R | Q HEaAEFEEER =2
& PR b =i5
1 i el & =
10 1 il ol LD Z
5. SSL VPN ANSZERGE - fHLHM . JHEEMC B B2, AR SSL VPN Bt 3 4 A0 T 8L R 2
(HRP_ M)

6. Bk AD/LDAP k%54, BEH P MEMERGIEH T “HIREFLIESEN” , WREH,
EPEEEH

=oen | ® | me | == | wm | zE
wee | _mesmmsmEre | come | mresm
e (I\wf/] mEvs | s | senas | 2EF
PP R
||’vuawei002 | |@hw.com V|

FAFEEEWindows 2000 LR 0W):
|HW\ | i |

B

L1k

P FIETO):

[ AF TSRS Em
[ RFraras e

[ EEa i eA
[ e Fe AT B EES

R
® SR
OmmzmE:  [019F 08 3B -]

B

[ me || s || sEw || mm |

7. W BB RS A metric EAT KT 1024, WHRKT 1024, TEBEECH P HIF metric
(8
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?Dn@ruégn os:~/5MHS route -n

[ZES F R $#E rE  Ha ﬁ%?&m

U G e (5] 10.18.11.254 0.0.0.0 UG i @ enplso

16.18.11.8 0.0.0.0 255.255.255.8 u enplse

10.20.2.96 «18.11,254 255.255.255.255 UGH i enplso

169.254.0.0 0.0.0.C 255,255,0.60 1] ; B enpls®
sugon@sugon-os:~/S S sudo route del default gw 10.18.11.254

sugon@sugon-os:~/5MES sudo route add -net 0.0.0.0 gw 10.18.11.254 netmask 0.0.0.0 metric © enplso

on-os:~/%MES$ route -n

ZES F M L
0.0.0.0 10.18.11.254 __ 0.6.0.0 UG o 0
10.18.11.0 9.0.0.0 255.255.255.8 U 166 o
(i}
0

Wi o B
Bt

A 8 &0
0 enpls@
6 enplso
0 enpls®
0 enplse

10.20.2.96 10.18.11.254 255.255.255.255 UGH 1080
169.254.0.0 0.0.0.0 255.255.0.0 u 1660
sugon@sugon-os:~/%HS ||

1.6.2.3 FAPEZEBCEIAZE LR, i5HEEER !

K

1E UniVPN B 54 m, WMAHP 2 MELLE, Bd “8x” , KRAEE “HPrEEficis -
FR, iEMEER! 7 .

O == X

ARPEEHLER LR, FiReEw!

8 5E

a] 58 SR B

1. 2407 SSL VPN 7EZR ] ;40 L2802 21 iz 400 M e B 1) e K9 R B P 4 R

2. FERAMSCE T ALK SThae, HiZMH/ cERaELNEH kg EIR.

b3 B

o JEPH 1 A e AL KRR T
BB, &8 “ML% > SSL VPN > SSL VPN” , BAT0H I IR S 44 /5, e
R K KR P B e R B AR, WRAEEE, NN E .
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Zdi S HENTR 1 WFEAEFE: SSLVPN
i e :
GE0/0M v <O O 443 |<1024-50000- SiE 443
ErsrE BT ATRIAFERNE, SE e, FEssEn)
HE @
2 e FREEREEG
PSS O AEEFEASM2E S SEERARSAE RN VPNEFRLEER.
SEEE ® RSA SM2
FHEER [P TR I TR v |-
ERAE
NEAR @ BrER v
MBS default v
10.19.86.10 &]
DNSEESE univpn.test
EEERES
SiEEaEE 1 <1-1440>53%h BRiAA5
ERERIAIRS] [ @]
£RER 1440 =60-2880=778h B\ 1440
EHERFY =1-100=

o JER 2 (¥R ABUE A R MR i o

REIZ P ORI H B, AR IR BB SRR, Al iz P i) i KA 28
H.

1.6.2.4 MEIRERBEIEM

PG HIR
7E UniVPN B AL, M S RIBETDLUS, Ml “BR” , REEE RIS RIESIRI 7.
O == b

PSR B Bahsk M !

i85

Al Re R A
Lo YT DG 254 e kit ) TP Mkt O 5.
2. P RN R S 5RO AR R RN .
Ab 35 IR
1. FIJF CLI =G, FHFEIWIMIE service &, #4T display network—extension [iplfg4%r

B ER Y AL A B AT > BCE Ol ar R E skt o Be 5, ARIEML S TR, 1&g bk
M IR H

<HUAWEI>display ip pool name test
2023-04-21 16:41:26. 551 +08:00

Pool—name : test
Pool-No : 0
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Lease : 1 Days 0 Hours O Minutes

Domain—name D -

DNS—server0 D -

NBNS—serverQ D -

Netbios—type i

Position : Local

Status : Unlocked

Gateway—0 3 =

Network .

Mask .

VPN instance D

Logging : Disable

Conflicted address recycle interval: —

Address Statistic: Total 1100 Used :0
Idle 1100 Expired :0
Conflict :0 Disabled :0

Section ID: 0
Start End Total Used Idle (Expired) Conflict Disabled

100. 1. 1.1 100. 1. 1. 100 100 0 100(0) 0 0

<HUAWET>

2. BHAGIMKIERLA AL T IEH 2R B, 2 RE AR 5 18 2l aUm B0 208

AR | 7 T RS AT LR BRAE R R, RRBATUN S B E ip =% @mQ &
AR B AT UEF R E . A CRIERRE, 1 B e AR SRR AR 1L 2% P iR A R AU R

dows

% i

2>netsh.exe interf t interface "Local Area Connection™ admin=DISABLED

32>netsh.exe interface set interface "Local Area Connection” admin=EMABLED

tem32>netsh interface ip set address "Local Area Connection™ static 192.168.1.181 255.255.255.8
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Zdi S HENTR 1 WFEAEFE: SSLVPN
E; Network Connectior - [] pod
A & < Net.. » MetworkC.. w o Search Metwork Conneclions B
Qraanize Nicahls thic netwnrk dsuvics Diannncs thic cannaction Rename thiz connection 3 E: - EI o
,‘1.: Local Area Connection Properties X
! Connection
Networking  Sharing ble unplugged
ws Adantar VO
€2 |ntemnet Protocol Version 4 (TCR/IPvd) Properties *
General [é

You can get IP settings assigned automatically if your network supports

TH  this capabiity, Otherwise, you need to ask your nebwork administrator
_'E for the appropriate IP settings.
iy
R () Obtain an IP address automatically
i D Use the following IP address:
. paddess 92,188, 1301
R Subnetmask: 255.255 255, 0
L| Defauit gateway: 19z.188., 0 . 1
E. Obtain DMS server address automatically
Usza the i sarver addresses:
O Use the fallowing DNS i
Preferred DNS server:
Alternate DMNS server:
! [ |validate settings upon exit tidvaviaid...
(o) oo
2 items ! [T ST = Q

1.6.2.5 EHIEELMK!
L& Hiid
E UniVPN B 5000, SAF P 4RSS, Sl “8R” , REUE%E “THMRE R 7 .

: 2] C:AUsers\june\AppData\Roaming\SecoClient\bulletint.html - C || BE. P B @
& =tuses x |1

ERHEA IS TS TR, KURER 20 B — L

L. ZUA Btz R i
ERSETEFTELFHANE, TRERNNTERS, Brxfiiism tZR5a/hE.
MSTSC

ATREER A

RESM SR ] T BNV A D RE, HEm AT & % AR R .
AEERS IR

AR S AU 750 R D 110 T T S s R e o
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1.6.2.6 &5 )1R B BET !
W HR
£ UniVPN B A0, SN P G RISELLE, M 857, R45% “BUCRERBN 7 .

13 HE IR [E1pLRET |
BE |
] 8 5

TG [A] 2 40s, I IEAE I ) 2 2 7 i 3 20 R G B2 SR I
b
B UniVPN, 2RJ5E#FT T UniVPN,
1.6.2.7 YENEERASCFRPUEREE A, 15D 3] n] SR E A S HE il
SR
7E UniVPN B3R, AR ZMELLE, B “Ex%7 , RGEE “UENEEA R PIUE
bEiE i, TE DR T R E A S i .
O == ®

I SANER T REREED . FIRE A EREES EE!

5

ATREBR A
AR5 SSL VPN IR, A% UDP SRIIFR L, SR S PR s (T AT 1 i R A2 Bl
KESIM L, U PRI EE W] DU ST R AR, DR % UDP BEEE NI, PROEREIE TV .
KbER TR
1. UniVPN B “ H@EMAER” 385, (FNImR LR NG . tRIEREIE JVE AL, T b PRk
BHEA
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v H P NTE 1 WFEALFE: SSLVPN
O == e
SHES B
E x
iHEE:
I
AR
[1114 % WO: 443 * @
REiEt
[t gmme O
BIE Jek v b
HhE fEatE Tt
BEEE
B 1

2. HEEBH KEERI 224 0R0E, BHUT T 45 VPN WO (A 237 UDP RS BE B (1 25 I -
3. KEAERH KIEANE RS AFAE NAT 4%, WISRAFAE, TFEFXS SSL VPN [ TCP 1 UDP % 143 745 NAT
WLt .22 4 SRS AT s X6 UDP i 4 NAT BREFFISE,  Global % AT Inside i [ A Z0— 3.

1.6.3 XRAIEPAAERNENES

1.6.3.1 IXAZEAHFPIER

PG R

TE RS E S FE B UGE S L R, 76 UniVPN B FLi, BEdf FoEBms, JovEdk 30T 1
P EF
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BRS 224t | 10.19.12.121:443

| 23 l

GRS
THARTH e “EHAE” WEEE “Digital Signature” (BFESH) .

RS | iEEEE
BRE): [<EiE> -

=l =}

june, en, °n, ©n, ©n, ©n

E3A (1024 Bits)
TN de ce 32 o 45 04 Sa 46, ..

A= Digital Signature, Kew ...

5 cape Cert Type S5L HF RS {HIEuE, SMI. ..

Hetscape Comment xeca certificate

EZE?‘G% Subject Type=End Entity. ..

Key Encipherment, Data Encipherment (b0)

m

-

Digital 5ignature,

[mEEN ®. .. | [ EHEZEC.. .|
THIEhIEREERESER

fHE

KbER TR
HOF I AR A AR,

(11 kAR
AR IR S5 A SRR TR A BE RIS, % /7 i AN Bos T8 25 44 e JE s
U
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URR AR 55 4% SCRF BT 244 RE ST IIE S, ERF 7 iR s TR T2 A REIES, WIRER ARG AT
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