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[sysname]aaa

[sysname—aaa]domain default

Info: The domain default is for common users.

[sysname—aaa—domain—-default]dis this

2021-04-12 15:05:35. 600 +8:00

#

domain default

service—scheme webServerSchemel530599131778

service—type internetaccess ssl-vpn

internet—access mode single—sign—on

reference user current—domain

new—user deny—authentication

#

return

[sysname—aaa—domain default]
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22 F
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[sysname—sslvpn—service] display network—extension VG Network Extension Information

Network
Extension State: enable Keep Alive State:
enable Keep Alive Interval: 120 (seconds)
Log State: disable Point to
Point State: disable VIP Method:
net pool assign default net pool: 3.3.3.100 Route Mode:
manual Intranet IP/Mask: 3.3.3.0/255.255.255.0 Intranet IP/Mask:
192. 168. 1. 0/255. 255. 255. 0
Virtual IP Pool: NO
Start—IP End-IP Mask Alias
1 3.3.3.100
3. 3.3.200 255. 255. 255. 0 3.3.3.100
End
[sysname—sslvpn—service] display network—extension ip Client IP
Allocation
NO. User IP Time of fetculmg 17  ————————————
1 usur002
3.3.3.101 2021-04-16 09:31:56
Virtual

Gateway:sslvpn

2. INUESRAC & RADIUS ARZS#3IAE, HIMZ8d R P 1P kb ic 77 D B A /M R 55 28 3R
(network—-extension external-server) , X} 72 AL E RADIUS #ZALFEE .

[sysname—sslvpn-service] display network—extension VG Network Extension Information

Network
Extension State: enable Keep Alive State:
enable Keep Alive Interval: 120 (seconds)
Log State: disable Point to
Point State: disable VIP Method:
external server assign default net pool: 3. 3.3.100 Route
Mode: manual Intranet IP/Mask: 3.3.3.0/255. 255.255. 0 Intranet
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IP/Mask: 192. 168. 1. 0/255. 255. 255. 0 ———Fnd[sysname—
sslvpn—-service]

[sysname—aaa] authorization—scheme radius [sysname—aaa—author-radius] dis this 2021-04-16
10:05:35. 720 +8:00 # authorization—scheme radius authorization—-mode radius # return
[sysname—aaa—author-radius] domain default Info: The domain default is for common users
[sysname—aaa—domain—default] dis this 2021-04-12 15:15:35.360 +8:00 # domain default
authentication—scheme admin radius authorization—scheme radius service—scheme
webServerScheme1530599131778  radius—server radius service—type internetaccess ssl-vpn
internet-access mode single—sign-on reference user current—-domain # return [sysname-aaa-
domain default]
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1. 1 M V600OR0O07C20SPC100 FFif, S i N1t a 2 gE UM S 159 hn s vk, bR 248l
KEIh B R e BRI EE, M 10781, 2. 327. 1231 & 2 JFRUA R UniVPN 4 fEIEH

AR K

X 10781. 2. 327. 1231 Z BIHIRRA, FILER AT v-gateway ssl weak—encryption enable
Ay 2 B8 R 400 O 55 0 % v
2. 25 Y SR [ 2 A S50 e B A P (R 5 s, BBk R, A HAEFTEN W i

lopen gmssl lib C:\Program Files (x86)\UniVPN\serviceclientilibgmssl-1_l1-x64.dll, failed, reason: 126
[[SSL Create failed][load library 2 failed]

— M T E DB A n) B S ), W] R %K Visual C++ Redistributable for Visual Studio2015
T B L B R e ) R
TR T EEHE: https://www. microsoft. com/zh—CN/download/details. aspx?id=48145&from wecom=1,

1.4.4.5 TN\ AD 38/5, SSL VPN B F3EN—ERRTE /G e iask

R H#E

L3 NN AD 3K, SSL VPN F BN —BUi (8] JE W ik, AN AD 3, AN 2 Bl 2k .
HARBEI R U

o Pk EREEFIM FELR.
RS EEE T N AALR IR AT

HFP_M[HUAWEI] display aaa offline-record username wser-mame

2020-08-02 11:46:34, 219 -03: 00

Tzer name : testlll@domainl
Domain name : domaind

TUszer MAC -

User access type : S5LVPN

Uszer IF address : 10.0.91.89
Uszer IFVE address -

Tzer ID : 65915

Uszer login time
Uszer offline time
Uzer offline reason

User name to server

: 2020409702 11:44:27
: 2020/09/02 11:46:21
: User request to offline

: testO0l

fE# S LA 7 MDA W .

HEF_S[HULZWEI] display aaa offline-record username user—mame

Uszer name ¢ test001@domainl
Domain name : domainl

Uszer MAC -

User acceas type . SSLYFN

Uszer IF address : 10.0.91. 89
User IPV6 address =

Uszer ID : GEE15

Uzer login time
Uszer offline time
User offline reason

User name to server

o {EMi G R

© 202008702 11:44:28

2020,/08,/02 11:46: 21

: Delete backup user

: testO01

o, UniVP % P I TR X

)

Sage type:l sen

Tessqe

ad

15 T A

dr

o

(

SRR 16, 70 P2 BT, LAV BB ) CUT REO FHfF.

HRP_WXHUAWEI-diagnose> debugging swm error
Sep 14 2020 13:15:40-03: 00 FGSTHAOO-01 CM/7/DEBUG
[UCH-MSG] M3G Recv From: (taskName=LAM, Code=ESAP_SRV_NSG_CUT_REQ. Src=0, Dst=—1, Slot=0)Webkuth:0x0 Vrf:0Reason:29 Vlan:0 VPI/VCI:0/0 AccessType: 0TimsoutMeg:0 Mac:0000-0000-0000 IPV6: IP:10.0.91.26.

Sep 14 2020 13:15:40-03: 00 FGSTHAQ0-01 CM/7/DEEUG
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HPiard 1 HrfEALbFE: SSLVPN

=

H
IS

AREIRE

I BRI G, KA T B ks BRI ACE 7 SSL VPN I AD B2 i 8 sk Dh g (423 ADSSO 71

#)AD &5 HE) S

LI AD R, SSL VPN FHFHE NS 6 LR AD SRFRIA AT IE CBER AD Bik 2%

wxZaHE) , EEME, SSL VPN HIFER; Kb& 14, SSL VPN Fl % 5% Bl 24 ADSSO

[ AD S5l 4 SR A H & (252 SSL VPN K S RIEEBL IP HhhEpxtRie R D Ja, K4

BIIELEWIKEG, B KA 224 H AU P B2k, Rl REMIZR T, H—"MH
] — AN 36 7 ] — AN B L TP) S PRIRAE R Ktk 2k, 55— WkJ2 SSL VPN Fl P &t id /2, SSL

VPN s R AR s B2R, 58 UGB KBS ADSSO A3k )% 4 H SRR i 2k

57

{H5 KRGS HE FiR 5, B KIS ADSSO Kk 224 HEK A B2, 22 i &
f SSL VPN FH N4k

KeE BB

L iERfIADT KBS B BECE T AD B S B RINEE (2235 ADSSO A if] AD R4 #y e HE) TIRE,
MR, EHITEEPE . WREAERE AD F S8 F IR, E K RBEHOR S FE AR .

2. TEBH K HEHCE IR NAT SR o

3. I SSL VPN FH i SR8 % AR 45 a5 A UE S PE I B B NAT Sfmg . BCE 5, SSL VPN H i
WA A7 2 A HEAC B AD sl e oA H &, HAP IR 1P Hllk A2 SSL
VPN $8-5 3R1S ML TP Hhhil, T2 B khs Nz O TP ik IXAFERH K EEMRHT ADSSO K2k 1) % 4
HEKH T LR, a2 mi CArELL ) SSL VPN H i 2k

a. EFE “SERE > NAT SEE& > NAT sER&”

b. L “ORTEE” , MCE YR NAT SRR .
B4 SSL VPN FH P [ s #l bl A 10. 2. 0. 0/16, AD Jdzsti #efri kA 10. 10. 10. 3.

(e U X]
]
=501 SANT
fHid
e R SRAATE
MATZERI (® NAT NATE4 NATEE
st TR RE v
Rl AR -
Efa#iEn
FEER ERFEREE v| R
Btz ® ERELEE 0
ERFEMELE v | [
Bt @ 10.2.0.0M16 X
BfH @ 10.10.10.3 %
BE® AT RE
ERENEHER
B ik e gt ® L0t

g}iﬂ#&%ﬂ%ﬁﬁﬁi’&ﬂmﬂx—ﬁs PAE TR SRS EEEE . BN

=,

1T AREREIRFEENATLS . EEGETEHM- FREmesm) >

| m=

1.4.4.6 118 SSL VPN MEHRRAIIARME R, B P IEihmFEhEmEs:

e b
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WREHTR, WY R TIEE “FahBs " , 76 <y Py B AR o B
“10.253.1.0/24” o HP FERIFEBL TG, Joikvi G B 10. 253. 1. 0/24.

O FExmE P RRRE S Fns e MSSL VPNREREL R P 53 TR E T IPRIRRL S Mz @R AAT
Eihiar bR B R
@ ssLmz REFHYE
© LEmEnE IR [ o
IEEEER @ 120 <10-3600-3
O Fsair® AIHEIPHEEE 192.168.202.1-192.168.202.254/255.255.255 0 STEIEE Pt
11 EIFERESHG - il
O raEmms 10-10.1.1-10.10.1 2541255 255.255.0

10.10.1.1-10.10.1.254/24

TR Fahis Azt >
%%smammmwﬁ@smpmw TEFiE T, BIERE—5F THHH, TNhEE
HF o

=ik ial PR R Sl

IS T R E R PRl A RS RS A i Bt g e P i
Bl Sears il =it sEmE
C#iz O C Rk
PR 1PFIEE 10.2531.0 . P
FRHES 24 3
172.16.13.0 =
R ARERPERRST R SEARTEER - MRS

#H1%

AreeJE A

B ERILR, KM T B B0 TR 2830 T A 28 0 I B i s el 3 5

AEB R

1. fEZ5GIAT route PRINT iy A0 &2 5 A7 AE BTN B 1h o AR AAFAESAT IR 20 3R,
U SRAFAETH R AR B S LA

C:WIsere’\XXX> route PRINT

IPvilE B %
HEhIEH
FA 85 B 47 F 45 $518 ZES #0O B
0.0.0.0 0.0.0.0 10,174, 104. 1 10. 174. 105. 158 25
10. 174, 104.0 256, 255, 252. 0 Tz b 10.174. 105. 158 281
10.174. 105. 158  255. 2565, 252. 255 1E§EE b 10. 174. 105. 158 281
10. 174. 105. 255  255. 255. 252. 255 Tz b 10.174. 105, 158 281

2. MW NP B AN AT R GEIE 1R, BB S “H Ui A MR B
%”¢,M%MET%mﬁﬁ,E%ﬁﬂ&&ﬁ@QT“TwMWMW&ﬂ%”¢,%%ﬁﬁ
BobRR.

3. PR, WP TRE 1B, HPEMBEE BEAE “ T s in I B a1
o HEM P A TRCE 1, FERI 263 T B A i b AR e
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e 1 HfEAbHE: SSLVPN
R BRI
L2 C## Tk CRizi| Qi BEER =i
© LEmigiae E- T | B BRELE | mE
default 2 /default il £
O Fsi B X

O reEnm~ - e -
TR FaEEHET, M IR

TR E AP R S R A AT - T2
%ﬁiﬁ"ﬁ- ZVERA-SFTRE. TnhEEE

aHAARREE T |
Dz oims __E
PRI FRHRB
172.16.13.0 255.265.285.0
15
s (IS

I B 5]
4. FEF VLR R 1) Py 0 ER

O mEmE

fa E BEBL B
@ ss.m# Cae o ms @ W =
© LEmiEng L me - BRis | wm
default R/default FREEHT T &
O RiEi®E
© reEms J— o .
R FRAES - ER <o |

IR EE S AR SRR AT . 15
%ﬁiﬁ?s ELEGE-RTIHRA, TNHEEAT

=

A AR
: " omE
sz Tmes Z

IPRIER FRES

10.253.1.0 255.255.255.0

172.16.13.0 255.255.255.0

e

Hox

| ., EECE
5. F S B R A, A R LR T U ) B LR R B, 2
Pt R TE 37 ] 22 0 B 8 U

IPv4is B &
HEhRE M -

FA % B 47 Fd 45 $6 15 ZES #0 ool
0.0.0.0 0.0.0.0 O0.x. %% O0.x.x. % 281
0.0.0.0 0.0.0.0 17.1. 1.1 17.1.1.2 271

10.253.1.0 255. 255. 255.0 fex- 3l 192 168. 202_ 4 1
10. 253. 1. 255 255. 255. 255. 255 TEHiEE £ 192, 168.202. 4 257
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1.5 SSL VPN F & 1828 0]/ FAQ

1.5.1 SSL VPN aA{a] SEI—/ NS 2 Qb [E] B & 57

SSL VPN ZSLIl— N5 2 A RIS B SR, TEBREMAARTT .
1. EQVE g, 2k “ R AR, k55327 .

&= Fs X

AP sslvpn :
it
FRiEF FE Idefault [5%4%]

LA ERHER A T RS S
EE5: ZRARTRESRIER LA PSSR IPEE T
FREFRFENFAR

KX =

2. AATECE T
[sysname] user—manage user sslvpn

[sysname—localuser—-sslvpn] multi-ip online enable

3. £ SSL VPN FESMSC IR “ A —MKSEZ RN TR Thge.
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LeagSoft UniVPN %% /7 Ui

Yryie 1 Wb A3 SSLVPN
SSL VPNE & [EE=t test1
| ‘mxes 2 e s
g Rl FHFSPME v ¢ 10.19.12.120 * 0 | 5678 |<1024-50000=3443
m\ 17 ARIRER REARELNE. (LS
M =R =10)] www_lc.com
» YR A BSAE
v O Hisse FFmCAIE jsciq_csfert v | EEi%]
. ERE ERAERR @ ER -
. EEEE RFEEFR FEF-CN (Common name) hd
HIHEFR = BF v
R AEEEA A 8 C Country
S MAGIAIE LATES: default -
o DNSHRS 35
7 EREE EADNSFEE @
v (R PEE EHDNSHREE 1 @
* LOGOSEH) BT EhEREROSSSEHERAATS
* REmEE BEEEROS @ 443 <1-40999=
BAAPE 10 <1-40=
BHAERAPE %1-15=
BT BUHAAN SE M EREBHERARTS
| Enu— i kStsnEnEs |
£
4. tnATICE 7 A

[sysname] v—gateway testl
[sysname—testl] security

[sysname—test—security] public-user enable

1.5.2 EEMR IR AR EIR

L. %5 o AN R (0 IR 55 45 16 A Th RE 22 57

2. VPN JERRJR AR 2/ i T R IR AR TR e R IR OGS 75 Bt B IE HE%%%THHEE%@F&
BEUR, AN SRV 1) B BEUEARE B b A5 S E N VPN BB (E R ANTE A (A IR N, 02
BRI EFFROL

1.5.3 SSL VPN iEFIAIEHE<EE =

L % CARE RS SCRAE TR 7o, AERRRIT, TN L OFTA CATE R
2. % Pl CA ST LR 2 A0 SR CARESS, DL FE AR RUAR U/ 5 R P
A

3. FIPEASHOA S 4 BT LA 25 (0 “Fang Datong” ) , (H/RfEELE” APIKPIANT
A

A BRI ERR TR G, B A E AR & L T2 9% 5 O

k.
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5. A R BE 4L ﬁ%%&ﬂiwﬁﬁiﬁﬁﬁﬁﬁ)ﬁmﬂt T A P ity A0 W o 2 A e
uiE s, &P IE R RIS AU, pl2. . pem () 8. pfx #4820,

6. F 5B 42 38 E PR B BORIGE SSLOVPN F 7 By o E-PHERAR R 1 A8 FE 542 B Bk 56
iE SSL VPN FH 7 G4 4h, iE 45 G A BIR 45 2% BV GIE KRS BhEGAIE F 7 5 4y

1.5.4 SSL VPN B & X P& im4iE

V100R001 fRASF1 V500R001 i AR IIAS 7 5

V500R005C00 Jift A< S KEAU R XS SSL VPN 7 8 3 ] MAC ﬂiﬂ,iJJ:lﬁﬁv)\lE MAC IAIERT  H HI7E
TARF P Al AE 5 B BRI R AN 2%, AR sy S SINEEE .

1.5.5 BimfINIERE D Z3F SSL VPN I 55

USG9500 &y 3t B K % 845 AL VB00R001C50 iR AN 4537 £ SSL VPN Thig, fELLZ BTAIRRA (540
V300R001 fRA) ASZHF SSL VPN Dhfg

1.5.6 ZAfAsE A XCA HI{EZZiEBFA ~ES

1. ZIEXCA T A,
Wik “setup xca— 0 6 4 exe” , —HBH “T—327, HEZENI.

— e —

G Jisetup xca-0.6.4.exe | J

2. BATHERY
a. By “JM > BF > xca > xca” BITREF
| ) pit »
- {T) Microsoft Office »
49 XHE » ) Powerword 2006 »
g e {7) Shiva Access Manager ¥
B} R % {T) Mercury LoadRunner  »
- BERQ » (7)) RealvhC »
) QuickTest Professional »
Q,’ ”mﬁ(ﬁ) @ Huawei >
] EAER... {T) OpenSSL »
."'j mmaw# ’
@ o 86 et

e
—

b. E# “File > New DataBase” HIZEEHE .
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X Certificate and Key management

File Import Help
. igning requests I Ceri

Open DataBase Cerl+L

Close DataBase CEri4C

Dumg DataBase Ctrl$D

Importoldido_cump Gl

Undelete items Chri+U

Options

Exit Alt+F4

—

. MEHMR B ROILE, BINRAEAE “Ex\ca\JSCIQ” 1, 3TN 0 409
“JSCIQ™ . Hicls “fRfs” ficHll.
T E— 2]

BFEQ: [ e HI & & ¥ 8-

S‘ziéﬁf&ﬁﬁl:s:\ta\,rscm %
E
.L”
e
HEBEE®SAINIQ G
o —

xE@: [ | = || BES |
WRFSE Q@ [X0A Databases (*.285) =l nif | =
A S

d. FEH HR O HEHEP AN ERY, IR “ok” 4.
BT 2

Password

Please enter & password, that will be uzed to encrypt your private keys in the database-file

Password |e000

Eepeat password I....D

gocu_| [C=]

AR
BUECIL Y, YT FFECR e 7 9 2 %05
3. SKHJE FKITIF xea $lfF TA.
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a. 1 xca &[4, TR, %&# “File > Open Datebase” .

X Certificate and Key management

Fle Import Help
igning requests I Certi

Open DataBase
Close DataBase Ctris+C
Dump DataBase CtrsD
Imporboldidb domp.  Ghrsd
Undelete items Chrisl
options
Exit Alt+F4

—

b. T EIRGRAF I EAR S “4T9F7 %4
31X
R Q- [ I s eBcB-

Recent

L@

s

wr

.».‘*
Favem

-

-
FLLeEE

e G H
XFREIQ):  [XCA Databases ( #.xdd ) = R I
p

c. IAN R E R EN, RIRFT I 2 i 2, HI7EH e,
)|

Password Q'EE’

Please enter the password for unlocking the databasze |

Fasseord |00 0@

s .

4. HIVERIET .
a. i “Certificates” FfJ “New Certificate” .
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X Certilicote and Key management

b. 7& “Source” [ “Signing” HIEFMEEIEN “SHA 17, {E “Template” Hik#F
“[defaul t]CA” , ®i¥#4H “Apply” .

(1 i%AR
WAL N “SHA 17, SR H.TE “Apply” %4
c. £ “Subject” HUIEHNLZFR.

RN TR D A BR A ] http://www.leagsoft.com RS EL: 400-6288-116
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X Certificate and Key management

d. £ “Subject” #2E R 77, iEFE “Generate a new key” SRAEMGEH, fE#H X IEHEF, 25
BEHE AN “JSCIQ” , My “Create” $%4H.

........
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EiEiaEiET) 1 Wb A3 SSLVPN
ol
Ele [wport Help

Private Keys l Certificate signing requests I Tesplates | Revocation lists I

Serial [mot After Trust state
o1 2018-05~13 GMT| Always Trust

Few Cortificate I

Export |

5. H/ERH T UET
o HEF LR o
a. P “Templates” , FFHLihi “New template” FZ4HMIMER T UE+.

X Certificate and Key management ‘-lm_!
Ele Import Hep
Private Keys | Certificate signing requests | Certificates l Revocation lists |
Nane I‘l’nc I I l" TR I
Change Teaplate

b. i%&EFE “HTTPS client” , Hidy “OK” .

X Certificate and Key nisied

Preset Template walues

INo thing _V_l

Nothing

HITES client ...
—— HITPS_server

c. FERIP B, WEM P28 (T AAE, Bk “Common name” AEE) , Jf
E‘ai“ “Ok” R
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X Certificate and Key management

o HIfERH IET.
a. &Pt “Certificate > New Certificate” #HI/ER ' IEH.

b. £E “Signing” Fik# “Use this Certificate for for signing” NZ BIFIRUE
“JSCIQ” s %gﬁi£jﬁﬁy‘j “SHA_].” s “Template” "Fiij;% “USer» s $E5 “Apply” @%ﬂo
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(1 i BR
IR AL RN “SHA 17, SRJE8ads Apply %4
c. ff “subject” & NHILIERICEAH 1 Z AR )% B I,
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X Certificate and Key management - Jjﬂ

Create X509 Certficate FA ol

Source M| Extensions | Key Usage | lotleo'|

~ Distinguished nuae
Internal nase | Orgenization |[JSCIQ
Country code Jen Organ. wnit  |JSCIQ
State or Province [iwngsu Coamon naae |
Locality |oanjing E-flail address |
[ccmnontune =T s | vaee |

Type I Content l

~ Brivate key

| x| T Used koys too ﬁmo‘to.mhyl

d. FIECT B P T AR AU BEAT R AT
i. fE “subject” [ “Internal name” HHIAF F 54 “wangt” .
ii. 7 “Common name” H#m A4 “wangt” .
iii. BidiA N “Generate a new key” .
iv. EFRERXIEE TR “wangt” .
v. i “create” 144l
vi. g “ok” .
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X Certilicate and Key management — M

Create x509 Certificate e

Searea  Subject I Extensions | Koy Vsage | Hetseape |
- Distinguizhed nene

Taleranl wens “-m‘\ Pnn‘uu‘n |7sc1q

Comtry cede Ith Orgaa wnit [mn

State er Provines [5i wgss Conman naas  |vangt |
Locality l:wxn‘ E-Bail address

=0 2l

" New key O ="

Flease give & nae to the nev key aad select the desived keysize
~ Kev sropertis

(————

{unet ]

| Keysize [:oc« Sit :] Eaytype IEA :]

)

e - =1
[ T )

- =

e. U AT LA B A B AIEFS

X Certificate and Key management ‘_lm)_(l
Ele Import Help

Private Keys | Certificate signing requests l Tesplates l Revocation lists ‘

Hex Certificate

Export

6. HI1ERSUET.
a. &P “Certificate > New Certificate” #HIfEH FIFH.
=lof x|

File  Import  Help

Private Keys I Certificate signing requests | Templates I Revocation listsl

Internal name P |Commc-:n Tiame |Serial |not After |Trust state
© O AgE® ISt JSCI9 01 2018-05-13 GMT Always Trust

Hew Certificate i

Export |

b. £ “Signing” Fik# “Use this Certificate for for signing” N2 BiIRUE
“JSCIQ” , &4k $l “SHA-1” , “Template” Fi&#t “[default] HTTPS server” ,
i “Apply” %8,
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I Certificate and Eey management ﬂil

Create x509 Certificate @\.

Source I Subject I Extensions I Key Uszage Hetscape

S1gning request

Il Sign this Certificate signing request j
¥ Copy extensions from the request Show request |
Signing

{~ Create a self signed certificate with the serial |1

¥ Usze thiz Certificate for for =igming I.]'SCIQ j
Siznaturs algzorithm SHA 1 =]
Template

Template for the new certificate I[default] HITPS serwver

Cancel (1]:4

(MARIY:
IR A FE N “SHA 17, A3 “Apply” $%4.
c. fE “subject” FRZETLHFRIE LN GT AT EAE
i. £ “Internal name” HFHIAREIAMISC IP “1.1.1. 17 (WAUAMEALIN I IP) o
ii. £ “Common name” FHHAREFLMIC IP “1. 1. 1. 17 (UMM G IP) .
iii. B A FMAM “Generate a new key” .

iv. fEFHAXERER R “1.1.1.17 &
v. By “create” 441
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vi. iy “ok” %,

i |
w5 -

—

d. BEIAT A B A TS .
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I Certificate and Eey management

File | Import Help

Friwvate Kews I Certificate signing requasts Certificates I Templates I Reworcation lists
Internal name A | Common name |Ser
—— Hew Certificate
B AR o
- ek B1. 104 £1. 104 01 Export
- a2 72,130 72,130 01
- A . 25.131_1 25. 131 01 Inport
J"'-E".,!_ 1.43 1.43 o1 Show Details
- et 1.4 1.4 01
- P 167, 28 16728 01 felete
J'w__ 5131 253,131 01 Import EECS#1Z
- JAES® HSCh HSCA 011
’7 N a3 i o Import PECSET
Flain ¥iew

d | i

Database:E: heahuxf xdb

7. FHIUET.
o SHMIET,
a. EHHRUER “JSCIQ” , Hii “Export” .

X Certificate and Key management = |U|£’

Bl [mport il

Private Keys I Certificate signing requests Certificates I Tesplates I Revocation lixtsl

Serial |not After Trust state -
3 JSCIQ JSCc1qQ (1} 2018-05-13 GUT Always Trus Jew Cortificate I
NE® et wangt 2009-05-15 QT Trust inberi | | Export |

b. G U0 R HE
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I X Certificate and Key management _‘u_’_‘]

Certificate export }@

Flease enter the filename for the certificate,

Filenane I\J’SCI& ert I

DER iz a binary format of the Certificate

PEM 15 a baseBd encoded Certificate

PECS#T 1s an official Certificate exchange format

PECS#12 15 an encrypted official KeyCertificate exchange format

Export Format IPZI _vJ

o |

c. Wy BRI IR R IR R H 5, VR “ok” BIT,

X Certificate and Key management llﬂ
Certificate export @

Please enter the filename for the certificate.

Filenwe [F-/dsta/I50I0 crt] B P DREEIE FILFHR -

DER it a binary format of the Certificate

PEN 1s a baseB4 encoded Certificate

PECS#T is an official Certificate exchange format

PECS#12 15 an encrypted official KeyCertificate exchange format

Export Format IP _v_l

Cancel 0K i
AR
AR R

d. R, fE “G:/ca” FrLAFEF] JSCIQ. crt WEF
IE? Giica

MEPEXRAES 2

PEC - SRRy 0 S

1.
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o SHHFIUET.
a. WEFE “Certificate” NHEF “wangt” , Hidi “Export” .

[ cericate and ey mansgement =T
e Import Help

Frivate Keys | Certificate signing requests I Teaplates | Revocation lists |

Internal nwme [Co-on nese [Scrid. [Mt After l'l'nn state

- Hew Certificate l

B8 JSCIQ JSCIQ 01 2018-05-13 GMT Always Trust

) w X 08-05-15 GMT Trust inher) [ Export I '
—

b. IEFEH FUE B RAT H & M ARAFR IR Ty “PKCS #127 , i “ok” .
21

Certificate export ﬁ@

Please enter the filenase for the certificate

Yideame [f-/cu/vaet 512 | TETFUE DL RTF R il

is & binary format of the Certificate

PEM ix & baxeBd encoded Certificate

PECS#T 13 an official Certificate exchange format

PECS#12 ix an encrypted official Key-Cortificate exchange format

Export Format
— EFREFUEREAY “PKCS

#12 ”

e | =1

c. TEFLHRIXIERES, A N RInT, BEERE “ok” .
214

Password %

Plesse enter the password to encrypt the PECS2I2 file

Passvord I

Repaat password [

-

d. I, G:\ca FHILH 7 UES wangt.

l_@ Giica
B - |
Lo A WcafER A, doc

o SHEAZIUET
a. EFE “Certificate” FIE&IET “1.1.1.17 , iy “Export” .
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Y Certificate and Eey management

File | Import Help

=10l x|

Friwvate Eeys I Certificate signing requests

Certificates I Templates I Revocation lists I

Internal name /| Common mame ISer |
— Hew Certificate

B gg o =

- e B1. 104 B1. 104 01 Enport |
- = T2.130 T2.130 o

- e .25.131_1 25, 131 o1 Inport |
J.‘Qi!_ 1,45 1.43 01 Show Details |
- A 1.4 1.4 o

- s 167. 28 L167.28 a1 Mo |
- Ak '5 131 25. 131 o1 Tmport PECS#12 |
B JAE® HSCA HSCA 011

_[_].. A= CIg Import PECSHT |

L Aese 1. 1111 02 Plain View |

- 51.42 51.42 o

“| o

Databaze:E: Ycahxxf. xdb

v
\ >y 5 S > N ” = « ”
b. WM IEB LR H, RAFEAESEN “PKCS #127 , il “ok” .
1oy x]
File Impert Help
Frivate Keys I Certificate zigning requasts Certificates I Templates I Revacation lists I
el o YOI T
- JK® ! Certificate export w ) |
- P
hes —
ISE 21 he fil for th i i 4|
t t. t. t te.
J’ﬂ c ezaze enter the filename for the CET ificate
fw_ 1 Filename [E:/cafcert'?.1.1.1.p12 | |
e |
G- fEa— 1 IEE 15 a binary format of the Certificate |
El} L PEM i= a basefd encoded Certificate
m PECS#T iz an officisl Certificate exchange format |
} S i FPECS#12 iz an encrypted official KeyCertificate exchange format
Export Format IPK]:S #12 j
caca| i)
L4 q
4| | i ‘
Databaze:E:\eatuxf. xdb -

c. FEFRHHIXHEME S, S HIT, EfEHd “ok” .
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1
¥ Certificate and Key management 2] ]

Password %

Flease enter the password to enecrypt the PECS#IZ file

Paszword I

Repeat password I

LCancel | 0K

d. K, “E:\ca\cert” FHHHEF 1.1. 1. 1. pl2,
(1 i AR

AR 55 48T SRR AR I E, AR E AR kA IE 2 P Sl P, #E Macos Al Linux RGEH S IEF 1
MR I P BORMUR FUEF ) OU B ON B¢, Windows RETCULIRA]. BIFE Macos Al Linux %
gt, RPIEB RIS CN B OU A S AR5 A Bt BRI, P IES A 7T PR P i R . S0
AR,

1.5.7UniVPN ZEFZITREBEHEEEE R NR

%% UniVPN, FEHEH AR
1547 UniVPN, AEEAAEH GARIR, @ H 85T,

158 SSL VPN (A B RIS S TG, KRR EHETERKSAE
1

SCFE, R T B
L. A By 2 P i () FE A PR b B 7 o T S T B s B, A SR SR AR B ReERS .
2. fESRHLAY “ERUE” & B O SR .
AR
U 24 UniVPN 2 iy 55500 3 ) 50 EL R 2 57 VPN SRS R IR i 4 BR B U35 1
BB IG5 bk W AT VPN RE, R R R .
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1.5.9 At 2 ZRE AR FM_E1Z ActiveX 21+

235 F PR TR A% 00 00 2% 8 SRR AL 6 A8 ) SSL VPN PSSy, TR 38 Rk JF 2e3% ActiveX #4544
AREIEHAEH « ZRARE KB ActiveX T AIEM S, BN R ZERERT A% .
MATFRRATFUG, ActiveX ¥R MR AT, MR ESRATIE R &M L& ActiveX 14,

® V600R007C00: 4 USG6630E/6650E. USG6680E. USG6712E/6716E #M Ik Hil 55 Ha /& ¥ (A HiL i 2 ik
FAZ ActiveX R K4

® V600R007C20: *fT V60ORO07C20SPC300 2 Bifffii A, B2 USG6391E/6610E/6620E .
USG6630E/6650E. USG6680E 1 USG6712E/67 16E A1 AL 75 th & # S 3 AT _EA% ActiveX I HFE#
%o XIF V600R007C20SPC300 J2 JG 4 A, Fi A sk AL b B R FR AT A% ActiveX 44 &%
o

® V500R005C20: {V USGI500 7 F /& B G R AT B A% ActiveX & &%

1.5.10 FEFAP < AR 5540 B R EE F0L P X F R 2B 9L B B B RO 4% 4T R %
BRI MRS

0 SR (R P AE R UM S e S RL IR L AR S T A P C B T B bR, U R R S T A
P i B P S I S

1.5.11 SSL VPN WIZ%# R =F i AR T EXImE AR AT ARX
7l

SSL VPN M3 AR S5 SR (i = Al i BIEN. (FahEh) B, 7 B e p sUM 2t iy
i S
JE A28 e, B K S AR A i L A it A P 20 SCALM R P i i el o i St 1
Jr AT A ] R BV .
1109724

Server
192.168.2.1/24

Router

Internet

eI SEL VPNEESE ()
192.168.1.1/24 10.1.1.0/24

R VBEF P2 BT KSR B TP #ihl R 6. 6. 6. 1/24 BN TP Hukib) , BREE0 T —Bkihk
192. 168. 1. 2,
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1.5.11.7 FEhEEHEN

P& B e FH A2 5 P % EH BARSE
FaEHEEER,  network—extension HAEZFEHE (10.1.1.0/24) HFEH N H 0l LLER G
mode manual BN 6.6.6.1, FHEN SSL VPN B% i LAN. Internet
network—extension 5. F| Internet A1 LAN 1 dH R FF A FARMY P
manual-route 2.
10.1.1.0
255. 255. 255.0
IEFET 2% A
B, A ZiHE E H
7 ) /] Intranet Y
‘&o
IPw4 Eoute Table
botive Routes:
Network Destination Netmazk Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.1.2 192.168.1.2 10 f/higlInternetI3E H
6. 6. 6. 1 266, 256, 266, 265 On-link fi. B, 6. 1 257
10.1.1.0 255. 255. 255. 0 On-link 6.6.6.1 1 Finial i Ak F A 58 |
10. 1. 1. 255 266, 255, 256, 255 On-link B B 6. 1 257
192_168.2.0 255. 255, 265. 0 192.168. 1.2 192.168.1.2 11 Srihiel Rk FEE A
1.5.11.8 ST EEEEHER
BH W FH A8 B 2% EH BARS
B
B network- RO HH I B2 10 TP b AE SO R R P R BT i) LAN A4
% H  extension mode IP Huhk, FHFJGikvil Internet. HI-TZ| LAN LM, ANEEVIIA]
MR, split FIE% B R FEANAE, P ATRSR AT A5 IR LAN, Internet.

IFwd Route Table

Aetive Routes:

Network Destination

0.0.0.0

fi. 6. 6. 0

6. 6. 6.1

fi. 6. 6. 268
192.168. 2.0

Netmask
0.0.0.0

255, 285, 2565.0
255, 255, 255, 255
285, 255, 255, 255
255. 2656. 2556, 0

Gateway
On—link
On-link
On-link
On-link

192.168.1.2

Interface
6. 6. 6.1
6. 6. 6.1
. 6. 6.1
6. 6. 6.1

192.168.1.2

Metric

1 £ b i Ak PR B B

il fhial ik E 5 A
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Yryie 1 #hfEAbFE: SSLVPN
1.5.11.9 £ EHIRN
B W FA P 0 A2 B % R BNIRS
H
=
B2
4= network- JUPFT A i 1 A2 1 TP Mk #AE SOy R AU R 1K TP $ FH - R Revs el ol
#  extension He, XEWEEREH PR EAEN SSL VPN RIiE. M, AEEVS R
H  mode full R PR AEAER] 192, 168. 2.0 (AL LAN) M.  LAN fl Internet.
FE BT R FH T A O 11, (HBE KBS R R IES AN 1.
B2y R, F] 192. 168. 2. 0 (R AN A 24
IPwd Route Table
Active Routes:
Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 On-1link 6.6.6.1 1 £/ inl = 1k P15 B
6.6.6.0 255 255, 255.10 On—1ink f6-6.1 257 Ak dF A RS B
6.6.6.1 255. 2565, 255. 266 On-link 6.6.6.1 257 A/ iE i Ak PR EE |
6.6. 6. 255 255. 255. 255. 255 On-link 6.6.6.1 257 A i i 1k PR RS B
192 168.2.0 255 255, 255.0 192_168.1.2 192_168.1.2 11 A7k i i 1k P13
192 168.2.0 255. 255, 2566.0 On-link 6.6.6.1 1 A/ iE i Ak PR EE |
192. 168. 2. 255 255. 255. 255. 255 On-1link 6.6.6.1 257 £/ inl & 1k PR R 5 B

SSL VPN RIMZEY RARSS IRt =MERmEUREEa T

FEFBNB BT, A 2 S R4 1, If HL AT BLIE R SSL VPN FY R DL I 438 e 2
e, [N AR P AR BB X 7 i th R LR RFAE W] U5 1] AT 0 T

FEr BB AT, Y LAN U5 I RS2 R U5 ], RO H LAN SR BE 2. H /2 BRI AT HQ 1
W] LI I K 4 2 E L 28 U5 0], X i A4 SSLOVPN 25 i s 25 1 B D[], JRIAE HQ H
Fo B SS A%, AATISR O LI 5 )

e N, PradiEsh LB, N, HQ T/ #REIE SSL VPN f) K UL 45 1 ic
aeit i, KRN AR A HQ AT AT 1], P R ELIR IR e i il (LR A
TR S A SRR 55 4%, Ik FEE S 5D .

AR

A

B RS I ERAE R g L, MR BN A s it 2 i ER, DLSERR T A i
i

1.5.12 SSL VPN 2 & Z#HFWEFIAUE

Y HFo SSL VPN SCRFAN R SR FINIE:

1. RADIUS XUAIAiiE: Bjj K EEF0 RADIUS 45 #ECA, %F SSL VPN A P #EAT SNk NIE
W, BRTIRUEH P 4 FERAS PIN A, IEESRA P SIAIGIERS . SRS AT DL (5 SAIE
T B A AF 4 hi AR R B A 20
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2. UEHBRAGNIE: RIRIER ) ik -5 A A IE SR 55 2SS A koK

1513 FRE PRk S BRI EEREMN-F, R

ZIA UniVPN #87- WRENFE P SHRAE RGN, WRESBELEREIM R, 1 2R HHhA
] UniVPN fig ik

1.5.14 SSL VPN Bt a5 S a] LA R SRR &I HE

A dH debugging sslvpn—user all v—gateway—name user—name iy 2 KE A HE
a4 m] LTI BT b 4517 7] 8 5%

1.5.15 SSL VPN = J5 ping FIMIGEIR A, anfalfigiR

SSL VPN # A J5 Ping WM ZEIR K, RIREJRRIAIT.

o [ KEEICE 224 5mE, WA T untrust 3] local [ UDP B3R 443 3t 11 {148 5C .

223 R P AL A 207 i8] SSL VPN e e, i UDP fm@u 443 3 10, DRI TR EAE BT K
B b Hc E 2 4 5ms LUBUT untrust ) local f) UDP HMSCAT 443 S R SC. S SSL VPN R4
WISCLE N, ANEA NAT ¥4, B T530E NAT 4% FFC B UDP PSRN 443 i 1) NAT Wit

o i kEEHCE T HTTPS-Flood M iil5it, HBIMEITK.
AT display anti-ddos defend information system iz ¥ & =i T8 HITPS-Flood B Bh

{B&ﬁlﬂﬁ, A LA #0147 anti—ddos https—flood source—detect alert-rate alert-rate
A2 EHTC B R AR

1.5.16 SSL VPN 08 FE&TEHY X BL

FPAEASE R Web ARHE 3 FVRE R ARISCAFR LNV 551, Y P AR A R R AN s P S
IS EI’J ARG ek 55, BB A = B2 A RAEELH P SR & B

AN

=

Web ﬁﬁ%ﬁ SSL VPN FI " LRt A ik, —ARATH “aELM T BEE, H—ikk
T SSL VPN i “Hifz” MHEE, Wi kK.

RAPEERENE

SSLVPN BPHSHNE | BAIPHGE ADPLE
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T Ep=] N
AP 1 WhEAbFE: SSLVPN
EHAPIE
Gzl O 2BEREE QR 2 W5 C B[O )P B mipE
AREERE) Rt IPdtht SAEAR BASAR H3EinE BRI AREERE TR R bATiEE TTEE WE (KB) O
/2, fdefault 10.19.24.141 FHHATE SSL VPN unknown 2022-01-04 16:11:04BF 0010255 $43580 0 Kops
A AT P 2
i AT BE JT ik

FEREFUN SC basic #LE FHAT display onlineuser #g &t A A .
1 ARG ME FHAT display user—manage online-user g2t A] LI E .

TEH P SRR P AR PSR P e, RORIFILE SSLOVPN WAL H P AR A Ik - —
¥, FH P # et sm ] 28

1.5.17 SSL VPN &2 40iH &

FEAUPIRERIAAA T default R BEGHE A BEMIER, ELSRAE AT LAS Al Py AL B2
USG6000 V1 At ASERIN St defaul t SAE AT AT il A RAEFTEEIR, A VI RRATHRE V5 hiAs, 1X
IS PSES
JI 3% SSLOVPN KNG, WA /P B IR B € A, Sk & T default ff
.
SR SSL VPN $R15 E FH VIR IIC B 1 RS54 48, AL E T (T
L WERAHAFAE R 48 1, TR AR [7] 44 1 P 1R S 4HLAT 2
2. WIRAAER AR, WA 2 75 A E B - I,
a. AL E I I
BB FAUIR 55 45 1% AL 2L
b. e &K ik i
ARV SR PR S, AL,
ANINEHEE B P B gl rh . SRR BRAL TS 52 TP I SC AT 2K
BAENIRI L, ATIREIA L P3RS LA R RE 1R IR ST R

1.5.18 SSL VPN TAIERER{r] B+ A PN R E T

PAT T IS0 BRI BT P OB R
L BEoXT R84 e bkt s i P R BRI S B B S AIE” IAIE SR
2. Mo B LRI E /4.

1.5.19 SSL VPN F PN BT TIEEIREan el diig
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FANIFIE] A, R I SSLOVPN BN M JE 3R A3 — AN ML TP fiuhik, IR A Z AU, TP sk Al
M55 2 A8 B QIS SSL VPN P X A R 55 28 04T T SEFRAEVRIRAE,  BUR 75 ZER IR 23R 1
Fo
TR R
1. BFERGHE, KEEM IP #HhkAH P IK-S iR N K &R

a. HEF “BEE > HE > RHZHLE” .

b. x4k “USERS/5/NESRV” T3k HE, KMl TF.
P &% SSL VPN, 8 MY kL), iz H&:
%2000-04-02 01:35:41 USG6300 %%01USERS/5/NESRV (1) : 1d=USG6320 time="2000—-04-02 01:35:40”
fw=USG6300 pri=5 vsys=root vpn=gateway user="huawei001” src=11.11.11.2 dst=11.11.11.1

duration=0s rcvd=Obyte(s) sent=0Obyte(s) type=vpn service=1 msg="Network Extension: Service
startup, the virtual IP address is 13.13.13.102.”7

A

I &% SSLVPN, RHIMZY R, idxHE:
%2000-04-02 01:35:59 USG6300 %%01USERS/5/NESRV (1) : id=USG6320 time="2000-04-02 01:35:40”
fw=USG6300 pri=5 vsys=root vpn=gateway user="huawei001” src=11.11.11.2 dst=11.11.11.1
duration=18s rcvd=0byte (s) sent=715byte(s) type=vpn service=1 msg="Network Extension:
Service shutdown, the virtual IP address is 13.13.13.102.”
2. f AP kB R SEE T INIESRRS, 5 CERXT SSL VPN F P 7 in] I Ik 258 i s RC & T
CHVIE” AR SRR, XA B AR R H B i P E B

HUAWEL iR == ] g [T =

EEERE EBASNE
> O RREREN M5k BCSV | CREF  iE | %2abm - | @mm=n

FHMEER L =5 | ma EEiEk | ONEiEE | EBE BHIHE st Bt B
r B [&  2021/05/15 16:46:50 local trust

* REHZ [ 20210545 16:46:43  local trust

1.5.20 SSL VPN AR 5525 TAIEIA & T RO A A0 I ana]

IR 55 a5 AAES 5T BOIRBON I T ZAFAEAHIZAL . IR 55 a4 PR 5 2
ZHIR AL
RBA A ECE I T -
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#

domain icf. local
authentication—zcheme admin ldap
authorization—=cheme local
zervice—zscheme webSerwverScheme
ldap—=zerver ldapzerver:
zervice—type ilnmternetaccezz zal-wpn lE2tp
internet—accezz mode pazzword
reference uzer current—domain

#

B test001@ict. local fALERS, BN LITT .

H ' test001@icf. local 4F€ virtual-ip Hitik, “ERU.

P test001@icf. local FFEHE HE LM, mH %M.

P test001@ict. local A FT)E I B HACH I E H H € A, M.

P test001@ict. local ASHiFT )& IIAIHACH P € 5 H € A, AdarHizff .

P test001@ict. local FEINUFARSS % ERTJE I HIEACH G e R A A E, ANahizf.

P test001@icf. local TEINUEIRSS 2% LR @ AL C A b e 3 A e A, Az,

A test001@icf. local NFELE, HACRNMIT .

P test001@icf. local TEINUEIRSS &% ERTE M B AH G e R A w A t, Aahizft.

7 test001@ict. local FEINIEARSS &% LT & MRS Gh e HE e UM, Az,

I EMRA icf. local MM, WIREAAEAIEMRA icf. local, W default HE M.
k528134

R R SRR E T

#
domain icf.local
mrthentication—acheme admin_ldap
mauthorization—zacheme ldap
zervice—scheme webServerScheme
ldap—zerver ldapserwverZ
zervice—type internetaccess zzl-wpn 12tp
internet—accezz mode pazzword
reference user current—domain

#

AP test001@ict. local fFERT, BN .

H ' test001@icf. local 485 virtual—ip #uhik, AR

FF test001@icf. local 4FE-H e X MAt, AahiZmt.

' test001@ict. local AMFT)E K HEACHI R H w XA, izt

P test001@icf. local A<t () (A4 54U 0 e e H 58 U, Azt

/7 test001@icf. local fEINIEMRSS %8 LRTB I EEACH I w5 H w Ath, Adrhizfif.
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7 test001@ict. local TEINUERSS 4 L BT @ I8 H 40 e 3t B e AR, Az f .
BT test001@ict. local ANFEERS, FRBFHN AT .

P test001@icf. local TEINUEMRSS %% FATJE P E Qg 1 | e LA, arizfth.
F ' test001@icf. local TEINIEARS %5 L BT @ I E AL g0 e 3t H @ A, Az,

1.5.21 UniVPN S HERE R/ E

PC & um I RE Tk
1. A7 UniVPN 3B EIAR

UnivVPM

EREFE

EE 4]
i FEE

NEZRi R
BB
BAEENER
EAiRER
#eah »
yltun
2. 1EFE “EERIRE T S
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O =iers x

0 Uni VENE FEREEER . S5IEHENE, BITRREE-

EMNES=E THEAERES (BSPES: PIEER  BERGREER « UEE
2. BREE . ERROSER ATESERRARER) » FETREMESSERN
CIAZBhR =S R -

I =R ER AR R R -

———
=

3. ARHEHE I N A RUR 1 20 U

4. B “Hh” , SR HERE AR

O FearsEs e

I R

I Chlsers\|cAppDatalRoaming UniVPMNylog\Se202208161536571 ﬁ-.zip| [ il L7 l

5. B “UL” AT E

UniVPN AE et gl i i 2 U A& P o A SRR B, TR EUE S B HS it DA R LA NS B2 3
KR

e error detail. txt: 1C3H 7 FaIH NI P2 A28 R A DR REIR, CLE AT & P i
IRRA S5 S
netcard_info. txt: it3% UniVPN Fi7E PC (M -R15 H.
operate_system_info. txt: 3% UniVPN FT7E PC 1I#AE RSG5 B .
proxy_info. txt: id3% UniVPN FiTfE PC AR AR 45 2345 5. .
route info. txt: 3% UniVPN FT7E PC ) HI{E B .
UniVPN UniVPNCS 0. log: 123% UniVPN AR E A HEE R, Fl - 8 sk sl aik
e VPN B 7 1E B A R
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e UniVPN UniVPNUI 0. log: ia% UniVPN BC & Fi = A HEE S, 60 VPN R B A ot
R EYIR A A HEE R
Un1VPN7Un1VPNPromoteServ1ce70.log: UniVPN IR SS3HFE, P THi{% UniVPN IEH 24T
FCCAE: 24 UniVPN 78 H LS 3 OGP IE 00 B AR BB 5 S, AN]SR PR3 B 7] Uni VPN 5
i IR P T A PR 5t U A R AN — o 7E Windows #4F RG T AU 4 2*. dop,  7E
MAC $:4E RS0 I A= B I S JE 4809 core

1.5.22 SSL VPN & M55 BB Lt

TE M8 A i, 28 B O 7 AR H AEUE, N A1H 1 SSL VPN LSS R H &, B
B2 PR L IR

F P& 5% SSLOVPN 2RI, idsk H &

%2000-04-02 01:27:17 sysname %%01USERS/4/USRPWDERR (1) : id=sysname time="2000-04-02

01:27:13” fw=sysname pri=4 vsys=root vpn=gateway user="huawei001” src=11.11.11.2

dst=0.0.0.0 duration=3s rcvd=Obyte(s) sent=Obyte(s) type=vpn service=5
msg="Session: F)J'E3 SSL VPN p%X, sk HE.

%2000-04-02 01:35:34 sysname %%01USERS/5/LOGINSUC(1): id=sysname time="2000-04-02

01:35:33” fw=sysname pri=b vsys=root vpn=gateway user="huawei001” src=11.11.11.2

dst=0.0.0.0 duration=0s rcvd=Obyte(s) sent=0byte(s) type=vpn service=h
msg="Session: huawei001 logged in.”

F PSS SSLOVPN, gt H &,

%2000-04-02 01:36:00 sysname %%01USERS/5/LOGOUT (1) : id=sysname time="2000-04-02

01:35:59” fw=sysname pri=b vsys=root vpn=gateway user="huawei001” src=11.11.11.2

dst=0.0.0.0 duration=26s rcvd=0Obyte(s) sent=715byte(s) type=vpn service=b
msg="Session: huawei00l logged out.”

F & 5% SSL VPN, o M4 e R, idsk H &

%2000-04-02 01:35:41 sysname %%01USERS/5/NESRV (1) : id=sysname time="2000-04-02

01:35:40” fw=sysname pri=b vsys=root vpn=gateway user="huawei001” src=11.11.11.2

dst=11.11.11.1 duration=0s rcvd=0Obyte(s) sent=Obyte(s) type=vpn service=1
msg="Network  Extension StartUp, The virtual IP adddress is 13.13.13.102.”

FH P 855 SSL VPN, SGPHMZSY e pitl, sk H &

%2000-04-02 01:35:59 sysname %%01USERS/5/NESRV (1) : id=sysname time="2000-04-02

01:35:40” fw=sysname pri=5 vsys=root vpn=gateway user= huawei001” src=11.11.11.2

dst=11.11.11.1 duration=18s rcvd=0byte(s) sent=715byte(s) type=vpn service=1

msg="Network Extension: The virtual IP adddress is 13.13.13.102.”

FH 72 & 5% SSL VPN, BHUE Ry, sk HE.

%2000-04-02 01:35:21 sysname %%01USERS/5/CHGPWDKICK (1) : id=sysname time="2000-04-02

01:35:20” fw=sysname pri=5 vsys=root vpn=gateway user= huawei001” src=11.11.11.2

dst=0.0.0.0 duration=36s rcvd=0byte(s) sent=636byte(s) type=vpn service=5 msg="User

huawei001 was forcibly logged out, for the password was successfully modified.”

P RRMSY RE, PWERERHRTLE, idxHE.

%2000-04-02 01:36:00 sysname %%01USERS/5/LOGOUT (1) : id=sysname time="2000-04-02

01:35:59” fw=sysname pri=b vsys=root vpn=gateway user=huawei001” src=11.11.11.2
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dst=0.0.0.0 duration=26s rcvd=0byte(s) sent=715byte(s) type=vpn service=5H
msg="Session: huawei00l logged out with virtual IP address 13.13.13.102.”

MR eiiZe vk, idxHE.

%2000-04-02 02:10:00 sysname %%01USERS/5/EXPIREUSER (1): id=sysname time="2000-04-
02 01:09:59” fw=sysname pri=b vsys=root vpn=gateway user="huawei001” src=11.11.11.2

dst=0.0.0.0 duration=26s rcvd=0byte(s) sent=715byte(s) type=vpn service=5 msg="User

huawei001 was forcibly logged out for the user ages.”

A SSL VPN H /5 i) R H &

[sysname] v-gateway test

[sysname—test] service

ER: PRy BHEDREE, GRE S bl Ry S N ARSS &3 @ 5r TCP iEHER, ™
K MR idxk—FEEHE, 75 TCP EHRMER, SAEMICMAERBZHHEGE, XFES
o HALHEEEMEE.

[sysname—test—service] network—extension log enable J/IFB Y B H E TR

1.5.23 SSL VPN AZE MK RESHEEEHIHP T

EHOURE (N, B MR MR T IR H B, RN SC CAEZ I s
B M.

B LIS YT AR B, R UL Sk CAEZR I T A 2 B R 2k

BB IR B R 2 e B R B, 12 READ R S IR AN B LA S TP ik b 2R 7 24

BNk, AMIXAMBF AL 1P Mokl 2R PR 248 T2k

1.5.24 SSL VPN Al 53 32 aYiEE] X R = EHEffE

SSL VPN & Web AUHL. UL, iR . MY IS . Web ARHE, SCFIL=. g

gy S AN X LR st 3k (] 96 RS2 local—>trust. Trust FomBhkiE 4B iy W 1
B DI 2e 4 X 3

SSL VPN FH Fradist X 484 Fe b 45 U 1Al 4ol oy I B JR, Bi7 Kas 2 DOZH P A W TP JhiEAE S B 1
o hb A, BABEZAM IP bR B . XAHEOFTER 2 X, M

Sy R SR ENRZEX . 205t REBETREAES NEED, WFEEKX
SE B VTR (1) 22 4 XSGR E IR 22 4. B KBS AR 259 b 5 B 1 H 1) TP Hhhik 2 4R 2%
i,  H B TR I 22 4= XS O B I 2 4= X

1.5.25 SSL VPN &R Z [ gE B A 0] f5 A EA M3z O b 1 TETE

AL

TR, XL FR, SSL VPN 4RSS BB khE b, mT DU A 45 A Py 0 4 1

Xt A RATE L, (H IOV A R AR s el AT . B LR, A R M R Aa L
1 I CTR S S LT 247 L2
I
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XT?EIE% 485 VPN SEGII3 5, SSL VPN 385 J5 Joidk iy I i A8 B 0 B & HEAT A B, 3K
M R e TR U R B 1, BCE AL U7 R B R VPN SR A AR

1.5.26 MHIF= SSL VPN BRLefic B 7] LR 4 B Xt it

SSL VPN fJ—# 43 Fe & LA Buildrun 7 @R, FAb—8 0P B IREEEHR FE B, a0 i i
K ORHPE. B RREE . BN GRS, BRI agie /P AL, X

BEREMHEAR, FEESFRETRES.

WML 5 R, SSL VPN [IRC B vl ASEELA& 43, A3E SSL VPN Mtz BUhds i ;- / F P 4.
B @M. madie /P makgie P /R A, MERfMAE. SSL VPN A B I Ek

R/ 4.

1.5.27 SSL VPN 2 & #F IPvé

ANSFFo

1.5.28 SSL VPN 24 X #5l 5T 25 BY1B L

HAEr, FmplEds Waza LT Bfb:

Trident WHZ: W LMW 2$H 1E

Gecko WH%: & LN G284 Mozilla Firefox

Webkit WAZ: & L2584 Apple Safari (Win/Mac/iPhone/iPad) . il % 28

Blink WW#%: & WL Y254 Chrome. Opera

Edge Wi%: & WM Y454 Edge

B P R o A BT AR AR 202 “ X% ” %E “Z” , HP—APWIZE Trident, AJ5 1Y

= HA N . — B AL P AZ I “ e R , T Trident PIAZIIE S5 o0 Wi tst
X7, HFATUCREI .

360 24NN es (Trident+Blink)
360 FziEE N M #s (Trident+Blink)
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B3 22 g% (Trident+Blink)
e 8% (Trident+Webkit)
AR EW 5 (Trident+Blink)
FRA A 0 % (Trident+Webkit)
UC W %28 (Trident+Blink)

HAET, BhkHGH SSL VPN 450 (Web-link. % ¥k, MY A BN A N SCFAE IE W%
(B Trident WAZ) FOMIWASE | 2238 ActiveX IMEIEAT, HE WS NZE AL .

1.5.29 SSL VPN & F4¥ 49 N A6 E

OAZERSt. Hp

ME RS, ERP.

. 5 FRIASINES -
WebftiE=1----~HTTP FTP. Telnet. SIP. SNMP. TFTP.
3{1‘#{%*— ------- ~SMB> SMTP. <{NFS> DHCP. DNS.
1455 < {TCP> UDP
5T -

Web AXH: Tl A Web HEH

AR PR R GRS S IE R R
U K Yilal NI TCP N AR S5TF J5 1 B2 VR
WY Re: Ui N ATE 1 1P R

1.5.30 SSL VPN & X #FAE VPN ZEFigik S

BEAN] T E LI SSL VPN FAE SKANE], Rk, ASFE) R VPN 2 P i Al SSL VPN 52 8] A A]

-ij‘ I‘EU o

1.5.31 SVN F0R A3 SSL VPN 4314 X Bl
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SSLVPN & SSL VPN FI} FW HLEY SVN H15
i

REAEL N 2 FEFA 2 552 License | AN3Z License R, 321¢ | 5% License [Rifil], BRIAMEIE
T2 il 2 05 FHAS R ) 1A
XFIR ARG T OB | S ANZCRE, B R SR 38 6l
ES BEEEIMRA T

INUEHAL T SCHF 2 PNIE AR BESTIE €S ESIE/ TN
NI AN R
SCRFZ MR SR N
D7 I 428 i SRS AR SR
RS /HREE | S ANSCHF
A 11 Web &% AR SR

HEAIE AR R D AR SR
YA VAT ANSCHE XFE

AP ik Sl PR ANSCHE XFE
BERMK AR SR

F P8t e M P BUERFET L A P A P B R 55 s
8 E i 77 X B E F 44 SCREBE F P 44 B0 P

IP

1.5.32 OSPF 4B T an{a] & % SSL VPN MI 55 1tk Fn N 53 R itk sth i B8
=2

BT N E B

o LY bk it
network—extension netpool 10.23.40.1 10.23.47.254 255. 255.248.0
network—extension netpool 10.23.116.1 10.23.117.254 255. 255. 254. 0
network—extension netpool 10.23.144.1 10.23. 145. 254 255. 255. 254. 0
network—extension netpool 10.23.228.1 10.23. 231. 254 255. 255. 252. 0
network—extension netpool 10.23.232.1 10.23.239. 254 255. 255. 248. 0
network—extension netpool 10.23.244.1 10. 23. 247. 254 255. 255. 252. 0

o i ka5 N MAZHAL EIBE I 10. 23. 249. 253

o [HkEE O ERIBEME: ip route-static 0.0.0.0 0.0.0.0 10.23.175. 249

o NMIAZHHLAIR K BE AL 2 10. 23. 249. 254

BC B @I OSPF [v] P X A2 48 411 & AT X 28547 Fe il b o) B8 B el FRD A 4

# LB & MY R R
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ip route-static 10.23.40.1 255. 255. 248. 0 10. 23. 175. 249
ip route-static 10.23.116.1 255. 255. 254. 0 10. 23. 175. 249
ip route-static 10.23. 144. 1 255. 255. 254. 0 10. 23. 175. 249
ip route-static 10.23.228. 1 255. 255. 252. 0 10. 23. 175. 249
ip route-static 10.23.232.1 255. 255. 248. 0 10. 23. 175. 249
ip route-static 10.23.244.1 255. 255. 252. 0 10. 23. 175. 249

# FLE MR SR, FieE kR AIR M LB Ay o ir, IR IP il oM &9

J Hbu kb o B

ip ip—prefix prefix—a index 10 permit 10.23.40.1 21

ip ip—prefix prefix—a index 20 permit 10.23.116.1 23

ip ip—prefix prefix—a index 30 permit 10.23.144.1 23

ip ip—prefix prefix—a index 40 permit 10.23.228.1 22

ip ip—prefix prefix—a index 50 permit 10.23.232.1 21

ip ip—prefix prefix—a index 60 permit 10.23.244.1 22

# MCE 4N sslvpn [ route—policy, HITHETHN 1, VLEMEZN RV
route—policy sslvpn permit node 1
if-match ip—prefix prefix—a

# HCE %N sslvpn ] route-policy, FA785 8 100, VLECHAATEAL.

route—policy sslvpn deny node 100

# FCE ospf I AFRSEEH

ospf 23 router—id 10. 23. 249. 253
bandwidth-reference 100000

import—route static route—policy sslvpn

area 0.0.0. 23

#

fic B 383 OSPF [A]4h ™ & Afi Loopback itk HH 17775 W1 R o SSL VPN 6L 2 15 F itk
Loopback Hdik.

# BLE Loopback Hudil.
interface Loopback 10

ip address X. X.X. X 32

# MCE ospf SIAFHESIH

ospf 23 router—id 10. 23. 249. 253
bandwidth-reference 100000

import—route static route—policy sslvpn
area 0.0.0. 23

network X.X.X. X 0.0.0.0

# FCE SSL VPN EE4LLM 5CAH A itk Loopback Hiuhik
v—gateway ssl vpn ip address X.X.X. X
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1.5.33 SSL VPN & XN #HRZHRE 7
AT Fr. IXBEPIAZFEA LY SSL VPN ThEe 5 XML 8t I RE B, 1 A2 48 RIS XU 5128 5
AU ACE 7 SSL VPN e, SSL VPNAEWM Rl “HlE F k" RAHE, mASsH—550

B “MEEMBE” , SEHIAS T E SSL o VPN B R TR -

Pie B B AR 2 ar AT IR AT R HRP_M RTS8 & et o

Pic BB A5 2 fr AT IRR AT R HRP_S BTSN & et o

1.5.34 SSL VPN BB WA ZEZEZD
X HF. FB kS SSL VPN RS 1EE B2 B A& RIS B kR L, fEXWLEH IS R,
SSL VPN I P ASHZE, KFEEHILT .

1.5.358SL VPN PR EXHEMANEER

A

1.5.36 UniVPN 2 & ZHFFH & um

Yo
UniConnect 2k 5 2236 7F 10S 248 (10.0 J UL ERRA) Fl Android 2% (5.0 &L AR

A s b
A LR L, 3 S R R SR B R A L

1.5.37 SSL VPN Zn{a] LI P 4B E 4B 3 R R Ll btk

£ il > B i P > HPEPIRY TR I, SRRV IR

L IP Huhk

[ S
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&35 SSL VPN
SSL VPN
R ABERIIE
i T C#e O C i [Q mR AR
E?%mﬁ meE B BAIE —
M =R A2, liuyao =
. R default R 4
S./default
v O SigEe _ L @
o EETE MR HAPSE X
- 1 GO
» EiFEIE ; o
HFPEPE leagsoft v
A RERREPS Pk ®
S5 MAGIAE
v B mmEes R
* LOGOSEH 2B, hwyt =
* e r S 2, liut
2, xcs
2, liuyao
H#5%

1.5.38 SSL VPN P23 R =L IP Hutik 4> Fe £ m

W26 47 Je 55 K A0 TP Mk 43 (R A8 S8 MU 4 F

HH P RGRE g5 RN TP I, H PR 2 o BC B A 1P

S AGEE 28 YT e R UL TP Huhbn i, I P A P R 2 20 BE B e Bk A R TP

MM AEGEE M 2g YT AR, TP bk, TP PRI P RIS 905 1 A& R AU, TP I, 1%
MR B R B S805E 1L 1P,

Xt TS BT AL BB R AL AT R 49 e REAWL TP bbb, ™ B R AUL TP A RE AU
RILEY b 55 i B st bk v R 7y S TP MLk

HH AR E L5 RN TP HuhEyb,  an SR Azl b i) TP ik Ho B P AL A0 P B
H WATSER SeVFALAM P A SR G0 e ik, AFEmfEZ R .

R ik 5 R P AURGRE RS, AEIRGRE 1 e ik 4L - AR

1.5.39 SSL VPN ML= iiFi HE

o AU B RAERN, HHIE AT .

[ NETC INFO  2022-01-04 14:06:36.000399 ][Administrator] [2][SSL
Create] [SSLConnect errno: 1, state: error, connectSSL:—1]
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[ NETC WARN  2022-01-04 14:06:36.000400 ][Administrator] [2][SSL Create

failed] [ErrorCode:20] [reason:Verify first error, unable to get local issuer

certificate]

[ NETC  WARN  2022-01-04 14:06:36. 000400 ][Administrator] [2]3[xcs SSLFree

begin] [reason:connect ssl error connectfd, return number is -1
pstConInf—>psSs1=3792750]

[ CAUTH WARN  2022-01-04 14:06:36. 000514 ][Administrator] [2][CAUTH Auth

SendToGateway failed][reason:netc connect error, code 1]

[ NETC  INFO  2022-01-04 14:06:36. 000517 ][Administrator] [2]4[xcs SSLFree

begin] [pstConInf->psSs1=0]

[ NETC WARN  2022-01-04 14:06:36.000517 ][Administrator] [2][Socket close

failed] [fd: 7404, errorcode is 10035] // FRasiuFFueiiE g M

[ CAUTH WARN  2022-01-04 14:06:36.000518 ][Administrator] [2][Master auth

failed] [reason:send auth pack to gateway error]

[ CAUTH ERROR 2022-01-04 14:06:36.000519 ][Administrator] [2][Auth login

process failed][auth master error]

[ CADM INFO 2022-01-04 14:06:36.000520 ][Administrator] [2][Normal

Msg] [biztype is 3 ,msgtype is 3 ,msgcode is 0x3000b]

o MESR, WAIEBLA/ FLHRE, #n “NIERK” .

[ CAUTH INFO  2022-01-04 13:35:35.000058 ][Administrator] [2][Auth send][auth
package send to gateway successful]

[ CAUTH INFO  2022-01-04 13:35:35.000058 ][Administrator] [2][Master auth][send
auth message to gateway ok]

[ CAUTH INFO  2022-01-04 13:35:35.000059 ][Administrator] [2][Auth login
process] [auth master ok]

[ CAUTH INFO  2022-01-04 13:35:35. 000059 ][Administrator] [2][Auth

receive] [auth type 0]

[ CAUTH INFO  2022-01-04 13:35:35.000059 ][Administrator] [2]uiModule = 0
iSRe jCode= =5 puiCRejCode = 196609 //H ' IAilE 2

[ CAUTH 1INFO  2022-01-04 13:35:35.000059 ][Administrator] [2][Auth recv][auth
master failed][reason = 196609]

[ CAUTH INFO  2022-01-04 13:35:35.000060 ][Administrator] [2][auth master
exit] [authType = 0]

[ NETC INFO  2022-01-04 13:35:35.000060 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=3792750]

[ CADM  INFO  2022-01-04 13:35:35.000060 ][Administrator] [2][Normal

Msg] [biztype is 3 ,msgtype is 3 ,msgcode is 0x30001]

o FSER, PUNHIPIKSHBUE, m “UIERE” .

[ CAUTH INFO  2022-01-04 14:14:48.000939 ][Administrator] [2][Auth send][auth
package send to gateway successful]

[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Master auth][send
auth message to gateway ok]

[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth login
process] [auth master ok]
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[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth
receive] [auth type 0]

[ CAUTH INFO 2022-01-04 14:14:48.000940 ][Administrator] [2]uiModule = 0
iSRe jCode= —16 puiCRejCode = 196609 //ZF~FH K S48l &

[ CAUTH INFO 2022-01-04 14:14:48.000941 ][Administrator] [2][Auth recv][auth
master failed][reason = 196609]

[ CAUTH INFO 2022-01-04 14:14:48.000941 ][Administrator] [2][auth master
exit] [authType = 0]

[ NETC INFO 2022-01-04 14:14:48.000941 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf—>psSs1=37668b0]

[ CADM INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][Normal

Msg] [biztype is 3 ,msgtype is 3 ,msgcode is 0x30001]

o M ER:, FONH P EAEMSY RR, #&7x “IAERE”
[ CAUTH INFO  2022-01-04 14:14:48.000939 ][Administrator] [2][Auth send][auth
package send to gateway successful]
[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Master auth][send
auth message to gateway ok]
[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth login
process] [auth master ok]
[ CAUTH 1INFO  2022-01-04 14:14:48.000940 ][Administrator] [2][Auth
receive] [auth type 0]
[ CAUTH INFO  2022-01-04 14:14:48.000940 ][Administrator] [2]JuiModule = 0
iSRe jCode= —16 puiCRejCode = 196609 //Z&7~H J K 544 &
[ CAUTH INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][Auth recv][auth
master failed][reason = 196609]
[ CAUTH INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][auth master
exit] [authType = 0]
[ NETC INFO  2022-01-04 14:14:48.000941 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=37668b0]
[ CADM INFO  2022-01-04 14:14:48.000941 ][Administrator] [2][Normal
Msg] [biztype is 3 ,msgtype is 3 , msgcode is 0x30001]

o UHTHEHBR
[ CAUTH INFO  2022-01-04 15:42:13.000259 ][Administrator] [2][Auth send][auth
package send to gateway successful]
[ NETC INFO  2022-01-04 15:42:13. 000468 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=2b17840]
[ CADM INFO  2022-01-04 15:42:13.000469 ][Administrator] [2][cadm bizctl
process] [entry bizctl proc srcbiz 3 and bizctl 40]
[ CADM  INFO  2022-01-04 15:42:13.000470 ][Administrator] [2][cadm bizctl
process] [the biz start to exit biztype 5]
[ CADM INFO  2022-01-04 15:42:13.000471 ][Administrator] [2][cadm bizctl
process] [the biztype 5 exit msg is sending. notice biz 20]
[ CNEM INFO  2022-01-04 15:42:13.000472 ][Administrator] [8][Cnem module
proc] [Enter]
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[ CADM INFO  2022-01-04 15:42:13. 000474 ][Administrator] [2][cadm bizctl
process] [the biz start to exit biztype 8]

[ CNEM INFO  2022-01-04 15:42:13.000474 ][Administrator] [8][Cnem module
proc] [Cnem module stop]

[ CADM INFO  2022-01-04 15:42:13. 000476 ][Administrator] [2][cadm bizctl
process] [the biztype 8 exit msg is sending. notice biz 120]

[ CEPS INFO  2022-01-04 15:42:13.000476 ][Administrator] [7][hostcheck
pro] [ceps module stop start]

[ NETC INFO  2022-01-04 15:42:13. 000478 ][Administrator] [8]4[xcs SSLFree
begin] [pstConInf—>psSs1=2b010b0]

[ CADM INFO  2022-01-04 15:42:13. 000480 ][Administrator] [2][cadm bizctl
process] [the notice has been send to src biz 3—EXIT WAIT]//FxH " Es0EBH
[ NETC WARN  2022-01-04 15:42:13.000481 ][Administrator] [8][Socket close
failed] [fd:2324, errorcode is 10035]

[ ROUTE INFO  2022-01-04 15:42:13.000483 ][Administrator] [8][Route
Recovery] [start]

[ ROUTE INFO  2022-01-04 15:42:13.000495 ][Administrator] [8][Route
Recovery] [Finish]

o WRMBAF T4
[ CNEM  WARN  2022-01-04 15:47:32. 000364 ][Administrator] [3][Cnem handle
packet from gateway] [CMDtype is KICKOUT]//ZF=/~WCEI A48 FH ' N 26 i >R
[ CNEM  ERROR 2022-01-04 15:47:32. 000366 ][Administrator] [3][Cnem handle
packet from gateway] [NEM_CMD_ KICKOUT]
[ CNEM INFO  2022-01-04 15:47:32.000367 ][Administrator] [3][Cnem send status
msg to self ok]
[ CNEM INFO  2022-01-04 15:47:32. 000368 ][Administrator] [8][Cnem module
proc] [Enter]
[ CNEM INFO  2022-01-04 15:47:32.000370 ][Administrator] [8][Cnem AsyncMsg
BizNem Proc] [Enter]
[ CNEM INFO  2022-01-04 15:47:32.000371 ][Administrator] [8][Cnem run][Enter]
[ CNEM INFO  2022-01-04 15:47:32.000387 ][Administrator] [8][Cnem run][the
current status 145 and msgtype 13]
[ CNEM  ERROR 2022-01-04 15:47:32. 000388 ][Administrator] [8][Cnem receive or
send packet failed][goto ERR Handle]
[ NETC INFO 2022-01-04 15:47:32.000390 ][Administrator] [8]4[xcs SSLFree
begin] [pstConInf->psSs1=2b010b0]
[ ROUTE INFO  2022-01-04 15:47:32.000391 ][Administrator] [8][Route
Recovery] [start]
[ ROUTE INFO  2022-01-04 15:47:32.000404 ][Administrator] [8][Route
Recovery] [Finish]

o TRUMENS, EIERM, BHEFR
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[ CNEM  ERROR 2022-01-04 16:01:48.000444 ][Administrator]
handle] [nem module reconnect fail]

[ CADM INFO 2022-01-04 16:01:48. 000444 ][Administrator]
Msg] [biztype:5 msgtype:11 msgcode:0xb0002]

[ CEPS INFO  2022-01-04 16:01:48.000493 ][Administrator]
HostCheck Proc start type 10]

[ CEPS INFO  2022-01-04 16:01:49.000713 ][Administrator]
logout] [eps start logout cache clean check end]

[ CADM INFO 2022-01-04 16:01:49.000714 ][Administrator]
Msg] [biztype is 8 ,msgtype is 5 ,msgcode is 0x50002]

[ CADM INFO 2022-01-04 16:01:49.000714 ][Administrator]
[5] [CSDK Send Thread] [uiMsgSourceMark:0x4000000 —>

(8] [Cnem err

[2] [Emergency
[7][eps proc] [CEPS
[7][cacheclean

[2] [Normal

uiMsgDestMark: 0x2000000] [uiModuleID:0x8000000] [uiMsgType: 0x2000500] [uiConnetType:

0x1000000] [uiMsgLength:0x0]

[ CAUTH INFO 2022-01-04 16:01:49.000718 ][Administrator]
Proc][in to CAUTH Module Proc]

[ CAUTH WARN 2022-01-04 16:01:49. 000719 ][Administrator]
failed] [pstCAuthCtx—>uiServiceCertCheck =0]

[ CADM INFO 2022-01-04 16:01:49. 000720 ][Administrator]
SendToGateway] [no need to set certinfo]

[ CADM INFO 2022-01-04 16:01:49. 000721 ][Administrator]
SendToGateway] [proxy info :0, user name:, proxy type:0]

[ NETC WARN 2022-01-04 16:01:54. 000722 ][Administrator]
failed] [reason:ssl time out, reconnect]

[ NETC WARN 2022-01-04 16:01:59. 000723 ][Administrator]
failed] [reason:ssl time out, reconnect]

[ NETC WARN 2022-01-04 16:02:04. 000724 ][Administrator]
failed] [reason:ssl time out, reconnect] //F%7~EiZEHENT

[ NETC ERROR 2022-01-04 16:02:04. 000725 ][Administrator]

failed] [reason:reach max reconnect time Addr: 10.19. 12. 120, Port: 5678]

EERH IR

FH 7 &Rt SSL VPN by, Se#E H &

[ CADM INFO  2022-01-06 13:36:53. 000070 ][Administrator]
info] [ConnectType is <1>, Proxy type is <0>]//1 F7~ SSL VPN,
[ CADM INFO  2022-01-06 13:36:53. 000071 ][Administrator]
is :0, user name is , proxy type is 0]

[ PREF INFO 2022-01-06 13:36:53.000072 ][Administrator]
[ PREF INFO 2022-01-06 13:36:53.000073 ][Administrator]
proc] [Enter]

[ PREF INFO 2022-01-06 13:36:53.000074 ][Administrator]

[2] [CAUTH Module
[2] [Service cert
[2] [CAUTH Auth

[2] [CAUTH Auth

[2] [SSL Connect
[2] [SSL Connect
[2][SSL Connect

[2] [SSL Connect
/ /IR E

[4] [Proxy
0 R JToAH
[4] [Proxy info] [proxy

[2] [SetPrefSiteFlag]
[2] [Site pref

[2][Site Pref

Preprocess Sitelnfo] [aucGatewayIP:10. 19. 12. 120] [uiGatewayPort:6528]

[ PREF INFO 2022-01-06 13:36:53.000075 ][Administrator]
[ PREF INFO 2022-01-06 13:36:53.000077 ][Administrator]
Index in configuration file is 0]

[2]Number of sites 1
[2] [Default getway

I
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enter][Site order is 0]

[ PREF INFO 2022-01-06 13:36:53.000097 ][Administrator]
RequestPack] [pstFirstConnRequest—>ucDomain] [10. 19. 12. 120]

[ PREF INFO 2022-01-06 13:36:53.000098 ][Administrator]
[39] [SITE FirstConn RequestPack over]

[ CAUTH INFO 2022-01-06 13:36:53.000099 ][Administrator]
[ CAUTH INFO  2022-01-06 13:36:53.000099 ][Administrator]

AP IR 1 WFEALTE: SSLVPN
[ PREF INFO 2022-01-06 13:36:53.000078 ][Administrator] [2][Default getway
Index is 0]

[ PREF INFO 2022-01-06 13:36:53.000096 ][Administrator] [39][Site pref thread

[39] [Park

[39] [cauth] [get the

gateway ip is 10.19.12. 120 and port is 6528 from domain name]

[ CAUTH INFO 2022-01-06 13:36:53. 000099 |[Administrator]
address is valid]
[ CAUTH INFO 2022-01-06 13:36:53. 000099 ][Administrator]

[39] [Addr info][ip

[39] [cauth] [get the

gateway ip is 10.19.12.120 and port is 6528 from domain name]

[ CAUTH
[ CAUTH

INFO
INFO

2022-01-06 13:36:53. 000100 ][Administrator]
2022-01-06 13:36:53.000100 ][Administrator]

[39] [cauth] [get the

gateway ip is 10.19.12.120 and port is 6528 from domain name]

[ CAUTH INFO 2022-01-06 13:36:53.000100 ][Administrator]
address is valid]
[ PREF INFO  2022-01-06 13:36:53. 000100 ][Administrator]

SendAndRecv] [aucDomainName: 10. 19. 12. 120:6528]
[ PREF INFO  2022-01-06 13:36:53. 000100 ][Administrator]
SendAndRecv] [aucDstDomain: 10. 19. 12. 120:6528]

[ PREF INFO  2022-01-06 13:36:53. 000101 ][Administrator]
SendAndRecv][!!!111111!
[ PREF INFO  2022-01-06 13:36:53. 000101 ][Administrator]

SendAndRecv] [conn—>aucHostName:10. 19. 12. 120]

[ PREF INFO 2022-01-06 13:36:53.000101 ][Administrator]
[39] [NETC Socket Connect] Begin!

[ NETC INFO 2022-01-06 13:36:53.000102 ][Administrator]
Create] [Success]// SSL #2Fpi2h

[ NETC INFO 2022-01-06 13:36:54.000704 ][Administrator]
Create] [connect] [connectSSL == —1]

[ NETC WARN 2022-01-06 13:36:54.000705 ][Administrator]
Create] [SSL_ERROR WANT READ continue][retry 19999]

[ NETC INFO  2022-01-06 13:36:54.000706 ][Administrator]
Create] [SSLConnect errno: 1, state: error, connectSSL:—1]

[ NETC  WARN  2022-01-06 13:36:54.000706 ][Administrator]
failed] [ErrorCode:19] [reason:Verify first error, self signed
certificate chain]

[ NETC WARN 2022-01-06 13:36:54.000706 ][Administrator]
begin] [reason:connect ssl error connectfd, return number is
pstConInf—>psSs1=2b5b3e0]

[ CAUTH WARN 2022-01-06 13:36:54.000706 ][Administrator]
SendToGateway failed][reason:netc connect error, code 3]

[39] [Addr info][ip
[39] [SITE FirstConn
[39] [SITE FirstConn
[39] [SITE FirstConn

[39] [SITE FirstConn

[39] [SSL
[2] [NETC SSL
[2] [SSL
[2] [SSL

[2][SSL Create
certificate in

[2]13[xcs SSLFree
=1

(2] [CAUTH Auth

[
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[ NETC INFO  2022-01-06 13:36:54. 000706 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=0]

[ NETC WARN  2022-01-06 13:36:54.000707 ][Administrator] [2][Socket close
failed] [fd:3668, errorcode is 10035]//iEFAZE M, 3 HE % &84

[ CADM INFO  2022-01-06 13:36:54. 000707 ][Administrator] [2][Normal

Msg] [biztype is 3 ,msgtype is 3 ,msgcode is 0x3000b]

[ CADM INFO  2022-01-06 13:36:54. 000708 ][Administrator]

[5] [CSDK Send Thread] [uiMsgSourceMark:0x4000000 —>

uiMsgDestMark: 0x2000000] [uiModuleID: 0x3000000] [uiMsgType: 0xB000300] [uiConnetType:
0x1000000] [uiMsgLength:0x0]

[ CADM INFO  2022-01-06 13:37:15.000450 ][Administrator] [4][Proxy

info] [ConnectType is <1>, Proxy type is <0>]

[ CADM INFO  2022-01-06 13:37:15.000450 ][Administrator] [4][Proxy info][proxy
is :0, user name is , proxy type is 0]

[ PREF  INFO  2022-01-06 13:37:15.000450 ][Administrator] [2][Link pref

proc] [Enter]

[ PREF  INFO  2022-01-06 13:37:15.000451 J[Administrator] [2][Link backup not
open] [Return choice sitel] //¥&HA A&

[ CAUTH INFO  2022-01-06 13:37:15.000551 J[Administrator] [2][Auth send][auth
package send to gateway successful]
[ CAUTH INFO  2022-01-06 13:37:15.000551 ][Administrator] [2][Master auth][send
auth message to gateway ok]
[ CAUTH INFO  2022-01-06 13:37:15.000551 ][Administrator] [2][Auth login
process] [auth master ok]//ZEIAIERLTH
[ CAUTH INFO  2022-01-06 13:37:15.000552 ][Administrator] [2][Auth
receive] [auth type 0]
[ CAUTH INFO  2022-01-06 13:37:15.000552 ][Administrator] [2][auth master
exit] [authType = 0]
[ NETC INFO  2022-01-06 13:37:15. 000552 ][Administrator] [2]4[xcs SSLFree
begin] [pstConInf->psSs1=2b5b3e0]
[ CADM INFO  2022-01-06 13:37:15.000553 ][Administrator] [2][Normal
Msg] [biztype is 3 ,msgtype is 2 ,msgcode is 0x20000]
[ CADM INFO  2022-01-06 13:37:15.000553 ][Administrator]
[5] [CSDK Send Thread] [uiMsgSourceMark:0x4000000 —>
uiMsgDestMark: 0x2000000] [uiModuleID: 0x3000000] [uiMsgType: 0x200] [uiConnetType:0x10
00000] [uiMsgLength:0x0]
[ CADM INFO  2022-01-06 13:37:15.000554 ][Administrator] [4][SSL Start Nem][in
to SSL_StartNem]// )i 254 FEAR 5%
[ VNIC INFO  2022-01-06 13:37:15.000556 ][Administrator] [8][Start
VNIC] [begin] //J& F LN R
[ WIC INFO 2022-01-06 13:37:15.000557 ][Administrator] [8][Find the
VNIC] [success]
[ VNIC INFO  2022-01-06 13:37:15.000564 ][Administrator] [8][Nic Open][begin]
[ WIC INFO  2022-01-06 13:37:15.000570 ][Administrator] [8][Get VNIC
name] [name : 4 $h % 4% |
e
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[ VNIC INFO 2022-01-06 13:37:15.000571 ][Administrator] [8][VNIC Start][open
cmd is interface set interface “ANHWiZEHE” admin=ENABLED]

[ CNEM INFO  2022-01-06 13:37:15.000603 ][Administrator] [8][Cnem send status
msg to self ok]

[ CNEM  INFO  2022-01-06 13:37:15.000604 ][Administrator] [8][Cnem Start OK]//
W54 F& Ja FH 5 Rk

[ NETC  INFO  2022-01-06 13:37:15. 000608 ][Administrator] [8][NETC SSL

Create] [pstConInf—>aucHostName] [10. 19. 12. 120]

[ NETC INFO  2022-01-06 13:37:15. 000608 ][Administrator] [8][NETC SSL

Create] [g gatewayDomain] [10. 19. 12. 120]

[ PREF INFO 2022-01-06 13:37:15.000608 ][Administrator]

[8] [GetPrefSiteFlag:0]

[ CAUTH INFO 2022-01-06 13:37:15.000608 ][Administrator]

[8] [CAUTH CheckIsDomain] [pucDomain is 10.19.12.120]

[ CAUTH INFO 2022-01-06 13:37:15.000609 ][Administrator]

[8] [CAUTH CheckIsDomain] [pucDomain is IP]

[ NETC  INFO  2022-01-06 13:37:15.000609 ][Administrator] [8][NETC SSL

Create] [connect]

[ NETC INFO  2022-01-06 13:37:15.000619 ][Administrator] [8][NETC SSL

Create] [connect] [connectSSL == 1]

[ NETC INFO  2022-01-06 13:37:15.000619 ][Administrator] [8][SSL

Create] [Success] //MZ&4" & g 3 2SS SSL & H2 i 2l

[ CNEM INFO  2022-01-06 13:37:15.000620 ][Administrator] [8][Cnem SSL create
ok [3656]

[ CNEM INFO  2022-01-06 13:37:15.000620 ][Administrator] [8][Cnem SSL

create ][reason:channel bind success][sslChannelId<3656>]

[ CNEM INFO  2022-01-06 13:37:15.000620 ][Administrator] [8][Cnem send status
msg to self ok]

[ CNEM INFO  2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem module
proc] [Enter]

[ CNEM INFO 2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem AsyncMsg
BizNem Proc] [Enter]

[ CNEM INFO  2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem run][Enter]
[ CNEM INFO  2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem run][the
current status 20 and msgtype 1]

[ CNEM INFO  2022-01-06 13:37:15.000621 ][Administrator] [8][Cnem send acl
request to gateway ok]///ki%E ACL iERZEM I (FI SN #4328 H.FE A

[ CNEM INFO  2022-01-06 13:37:15.000622 ][Administrator] [3][Cnem send status
msg to self ok]

[ CNEM INFO 2022-01-06 13:37:15.000626 ][Administrator] [8][Cnem send vip
request to gateway ok] //Ji% VIP i&3KZ= VPN &%

[ CNEM INFO  2022-01-06 13:37:15. 000628 ][Administrator] [3][Cnem handle
packet from gateway] [CMDtype is REQVIP]

[ CNEM INFO 2022-01-06 13:37:15.000628 ][Administrator] [3][Cnem parse new
netcfginfo] [Enter]

IR TR B0 B BR A 7] http://www.leagsoft.com A& ZE: 400-6288-116
75


http://www.leagsoft.com/

LeagSoft UniVPN %% /7 i
R ]

1 HrfEALbFE: SSLVPN

[ CNEM INFO  2022-01-06 13:37:15.000628 ][Administrator] [3][Cnem parse new
netcfginfo] [DNS Server IP Nums is 1]//Mi%£MI5R1S 1 4> DNS Ak 4525 tthhl

[ CNEM  INFO  2022-01-06 13:37:15.000628 ][Administrator]

info from gateway ok] //MK#MZRTE VIP [E5

[ WIC INFO 2022-01-06 13:37:15.000632 ][Administrator]

iofd] [handle is 2648]

[ WIC INFO 2022-01-06 13:37:15.000632 ][Administrator]

Handle] [success]

[ WIC INFO 2022-01-06 13:37:15.000632 ][Administrator]

VNIC] [begin]

[ VWNIC INFO  2022-01-06 13:37:15. 000632 ][Administrator]

VNIC] [success]

[ WIC INFO 2022-01-06 13:37:15.000633 ][Administrator]

MASK] [begin]

[ WIC INFO 2022-01-06 13:37:15.000633 ][Administrator]

10. 19. 15. 361 //fEH) 1P #ubt(E B

[ WIC INFO 2022-01-06 13:37:15.000633 ][Administrator]

255. 255. 255. 01//EH 1P HuhtHERS (5 B

[ WIC INFO 2022-01-06 13:37:15.000675 ][Administrator]

MASK] [success]// W B EL M+ 1P Hitk(5 &

[ WIC INFO 2022-01-06 13:37:15.000676 ][Administrator]

IP] [begin]

[ WIC INFO 2022-01-06 13:37:15.000745 ][Administrator]

DNS success]//% B M4 DNS {5 &

[ ROUTE INFO  2022-01-06 13:37:19.000059 ][Administrator]

set] [Begin]: [70]

[ ROUTE 1INFO  2022-01-06 13:37:19. 000059 ][Administrator]

[3] [Cnem parse vip
[8] [Get VNIC

[8] [Get VNIC

[8] [Active

[8] [Active

[8][Set IP and

[8] [VNIC IP is

[8] [VNIC mask is
[8] [Set IP and

[8] [Set DNS Server
[8] [VNIC Init][set
[41] [Route

[41] [Route

set] [Before set route print the routetable:]//y3 N\ VPN &% M2 BT ER#% 3%
[ ROUTE INFO  2022-01-06 13:37:19. 000060 ][Administrator] [41][Route print

begin

[ ROUTE INFO 2022-01-06 13:37:19.000068 ][Administrator] [41][Get best route

info] [Ip :10.19. 28. 254 Mask :0x00000000 Nic index :10]

[ ROUTE INFO  2022-01-06 13:37:19. 000068 ][Administrator] [41][gateWay

info] [Ip :10.19.12.120 ]

[ ROUTE INFO  2022-01-06 13:37:19.000069 ][Administrator] [41][BroadCast Route

Judge ok][DestIP : 0xff0f130a]

[ ROUTE INFO 2022-01-06 13:37:19. 000069 ][Administrator] [41][Cleanup VNIC

related route][Success]//Jif ke IH B R LN K B

[ ROUTE INFO 2022-01-06 13:37:19.000084 ][Administrator] [41][manul inner
route info][Dest:0x2e0c130a Mask:0xffffffff NextHop:0x240f130a IfIndex:13]
[ ROUTE ERROR 2022-01-06 13:37:19.000096 ][Administrator] [41][Delete route

Failed] [ErrorCode: 0]

[ ROUTE ERROR 2022-01-06 13:37:19.000097 ][Administrator] [41][Delete Unsafe

Route Failed][Line :787]

[ ROUTE 1INFO  2022-01-06 13:37:19. 000097 ][Administrator] [41][BroadCast Route

Judge ok] [DestIP : 0xff0f130a]

-
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[ ROUTE INFO 2022-01-06 13:37:19.000097 ][Administrator] [41][BroadCast Route
Judge ok] [DestIP : 0xfflcl30a]

[ ROUTE INFO  2022-01-06 13:37:19.000097 ][Administrator] [41][BroadCast Route
Judge ok] [DestIP : 0xff3flfac]

[ ROUTE INFO 2022-01-06 13:37:19.000110 ][Administrator] [41][Set manual mode
route] [Success]

[ ROUTE INFO  2022-01-06 13:37:19.000110 ][Administrator] [41][After set
route] [Routetable:]//73F N VPN B& H1 5T EN IR 1%

[ ROUTE INFO  2022-01-06 13:37:19.000110 ][Administrator] [41][Route print
begin

o BRATEM T, UniVPN Hits% INFO. WARN. ERROR =LA H &, 0SB40 5% DEBUG 24 5
HE, HTEMBN UniVPN BCE XF “sysconfig. ini”
[GLOBAL]
ClientName = SecoClient
ClientVersion = 7.0.9.1

ClientCustomized = false
ClientLogLevel = 1 / /&SN 0, DEBUG 245 H E4id 5%

1.5.40 UniVPN #0 SecoClient 24 gE[ERT{E B

AN, NS PC 72LE SecoClient, “%¢%& UniVPN B2kl FHE1%K SecoClient. LIS EIZ,
SecoClient ZRMEFshEIEL SecoClient, EH UniVPN & ) v H 30 a) Bt

1.5.41 3TH UniVPN B PC TR

1. AHAEH Tinux REWRIFVESHBL F#E, SFEVPN RS LEEE, HFERAEH
TPk EBCE A (Vete/profile)

o Error found when loading fetc/profile:
Jjetc/profile: line 36: syntax error: unexpacted end of file

As a result the session will not be configured correctly.
You should fix the problem as soon as feasible.

I
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2. Y VPN EHENINE, WREME/NE R #HEREN (s, dxlrass) , s

FUN KBS VA B . 24 IIX A o B Al DABR RS FE ;A
1.5.42 VPN BRI LAAIRIAM, AMAFEN VPN EEERE
LA 18] 28 X 3R

"L, EEHET ARG ES, WMES P EM ] UniVPN 2 P a2 57 VPN &8 )5, AlaEs
BTy VPN 1 7] A MR 4

R TR NN P RS SR 5 7R B L B KBS U7 17 A, 7 B ECE B AL P Hb ki i NAT
i,

1.5.43 MacOS &% A P {EH UniVPN 37 VPN &EEETEIF RN

Mm%, anfel AR

SERAd AR, Mac 0S 22%iH1 Windows ZRZETE DNS M 7T HAEAE 2 5. 45 Mac 0S F /7 Ik
SL VPN BRI AT V5 R AW TR, 457 VPN 82 5 TiEV M A MR IS, I TR E — %A F T
AN dns BRSS 25 .

1.5.44 FREFPimeBERA R Linm O
I, PR ghE R O, 3 VDL R i A .
Windows *F 4§

promote service i Wi [ 29190 0 FE 2R, i LB 40
CSDK WS Wrii 1 19060
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