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Extension. Personal VPN, U1 N E7x. 7 &, app XV JE# T E )5 Network Extension. Personal

el

2

VPN, HP M) appid LA APP [¥) appid NHETZ%. Ll APP [ appid A com. testclient. client, #f

AT R appid AT LA B N com. testclient. client. vpnextensions
54, app MY FE 75 B AL E kA — > app group .

Register an App ID

% Inter-App Audio

{H Low Latency HLS

]:l Mac (Supported only on: macOS)

~&» Multipath

@! Network Extensions.

N)) NFC Tag Reading

] Personal VPN

B Push Notifications
® Sign In with Apple
Sirikit

@ System Extension (Supported only on: macOS)

2. ETRRF LIS
(1) @#E target

B THEEHE— Target, 1%E#% File—>New—>Target, 1%£#% Packet Tunnel Provider
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Xcode File Edit View Find Navigate Editor Product Debug Source Control Windg

Mo > Tab 8T
Add Files to “VPNDEmo”... vgeA  Window ORT

" iPhone Xr

Open... %0 File... €N =
Open Recent » | Target..
Open Quickly... %0 Playground... X O%N
Close Window ow  Project.. Q%N PROJECT
Close Tab sgyy  Workspace... %N
Close “VPNDEmo.xcodeproj” ~&#W Group ~ %N
SIRHe FIONNCE ~OHRW Group without Folder ~\C3N

Group from Selection

[ Assets.xcassets

. LaunchScreen.storyboard

B Info.plist

B main.m

Ocion i bt Tob + [l Products
Open in New Window

Show in Finder
Open with External Editor

Save As Workspace...
Project Settings...

Page Setup...
Print...

Choose a template for your new target:
05 watchOS w05 macOS5 Cross-platform

Application Extension

&} (&2 9

Intents Extension Intents UI Message Filter Network Motification
Extension Extension Extension Content Extension

Motification Packet Tunnel Photo Editing Quick Look Share Extension
Service Extension Provider Extension Preview Extension

Q 55 L ™

Spotlight Index Sticker Pack Thumbnail Today Extension Unwanted
Extension Extension Extension Communication

Test

(2)  Wsin sdk 2] target

BRI ER A UniConnectSDK. framework. UniConnectSDKTunnel. framework 4375 A% TFE
K @1 Packet Tunnel Provider H
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UniConnectSDK.fr UniConnectSDKT
amework unnel.framework

General Signing & Capabilities Resource Tags Info Build Settings Build Phases Build Rules

Supports multiple windows
PROJECT

UniConnectDemo v App Icons and Launch Screen

App lcon Applcon

TANOL O

: App Icons Source Include all app icon assets
UniConnectDemo

© PacketTunnelDemo Launch Screen File

v Supported Intents

Class Name Authentication

Add intents eligible for in-app handling here

+
v Frameworks, Libraries, and Embedded Content

Name Embed
= MessageUl.framework Do Not Embed £

& NetworkExtension.framework Do Not Embed ¢

@ PacketTunnelDemo.appex Embed Without Signing £

&= UniConnectSDK.framework Do Not Embed £

[
DN TTBERRHS 47 B TR A 7] Leagsoft Technologies Inc. 8/ 25

http://www.leagsoft.com



UniConnectDemo

(D} General Signing & Capabilities Resource Tags Info Build Settings Build Phases Build Rules

PROJECT w7 A

UniConnectDemo X
Display Name VPN

Bundle Identifier com.leagsoft.UniConnectDemo.PacketTunnelDemc
TARGETS

Version 1.0
UniConnectDemo

@ PacketTunnelDemo Build 1

v Deployment Info

i0S12.1¢ iPhone
iPad
Mac Catalyst

Main Interface

v Frameworks and Libraries

Name Embed

&= NetworkExtension.framework Do Not Embed £

-
&= UniConnectSDKTunnel.framework Do Not Embed £

(3) BIRACE

EPAS Target FHCE HIELF 1 appid, 7E xcode [f] Capabilities FHHF o AHRALSR

[
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UniConnectDemo <A

(] General Signing & Capabilities Resource Tags Info Build Settings Build Phases Build Rules

+ Capability All FDebug’ Release
¥ Kemote nouTications
UniConnectDemo Background processing
Uses Nearby Interaction
Push to Talk

PROJECT

TARGETS

UniConnectDemo Keychain Sharing

© PacketTunnelDemo

U LU GV IS L AU Y § VDUl Y

Keychain Groups
com.uniconnectsdk.bridgeForUl

com.uniconnectsdk.bridgeForAppex

Anm nirannantedl ~rarNata

+

v @, Network Extensions

Capabilities & App Proxy

¥ Content Filter

¥ Packet Tunnel

DNS Proxy

UINS Setlings

veN - Personal VPN

A B TS Keychain Sharing B3 ZEUINLL T Keychain Groups:
® com. uniconnectsdk. VPNConfig

® com. uniconnectsdk. bridgeForUI

® com. uniconnectsdk. bridgeForAppex

® com. uniconnectsdk. cerData

(4) P2 E app group id

capabilities FECE A FAHN I group id, FFHAEFER AN info.plist HALE L.

¥ target fIY fE target AEME, FHHEF .
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PROJECT
UniConnectDemo Provisioning Profile Xcode Managed Profile @
Signing Certificate Apple Development: jian deng (CKF7L73WF7)

TARGETS

UniConnectDemo = App Groups

@ PacketTunnelDemo
App Groups # group.com.leagsoft.UniConnectDemo

Vv & Background Modes

UniConnectDemo <A

(] General Signing & Capabilities Resource Tags Info Build Settings Build Phases Build Rules

+ Capability All Debug Release

APP UIUUPD ¥ Y1 VUMY L ISEY SV LU TS WS UL STV

PROJECT

UniConnectDemo

+ G
TARGETS

UniConnectDemo Keychain Sharing

@ PacketTunnelDemo

Keychain Groups
com.uniconnectsdk.cerData

com.uniconnectsdk.VPNConfig

ram ninnannantedl hridnaCarAnnav

+

Network Extensions

Capabilities & App Proxy

¥ Content Filter

¥ Packet Tunnel

DNS Proxy

DNS Settings

veN Personal VPN

[
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AFIHE

PROJECT

Provisioning Profile Xcode Managed Profile @

UniConnectDemo

Signing Certificate Apple Development: jian deng (CKF7L73WF7)
TARGETS

E3 UniConnectDemo v @@ App Groups

© PacketTunnelDemo
App Groups ¥ group.com.leagsoft.UniConnectDemo

Keychain Sharing

Keychain Groups

1F 7 target ) info. plist fit & app group id. key A UniConnectSDKAppGroupld.

PROJECT v Custom iOS Target Properties

UniConnectDemo Key Value

$(PRODUCT_NAME)
$(PRODUCT_BUNDLE_IDENTIFIER)
6.0

Bundle name
TABAETS Bundle identifier

InfoDictionary version
3 UniConnectDemo » Supported interface orientations (iPhone) items
$(CURRENT_PROJECT_VERSION)
LaunchScreen
$(EXECUTABLE_NAME)

© PacketTunnelDemo Bundle version
Launch screen interface file base name
Executable file
Application requires iPhone environment
Application supports indirect input events

Application Scene Manifest

Bundle display name

Required background modes
Application supports iTunes file sharing
App Transport Security Settings

PO OO

OS5 Typecude
UniConnectSDKAppGroupld

Ueveroprment iocaiizaton

String group.com.leagsoft.UniConnectDemo
$(UEVELOPMENT_CANGUAGE]
Supported interface orientations (iPad)

$(MARKETING_VERSION)

O OGOL

Bundle version string (short)

(5) RM] Bitcode

fF Build Settings % E <M Bitcode.

[
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(] General Signing & Capabilities Resource Tags Info Build Settings Build Phases Build Rules

+ Basic  Customized Al Combined Levels bitcode
PROJECT

UniConnectDemo
v Build Options

-
-
N

TARGETS .
Enable Bitcode

UniConnectDemo

© PacketTunnelDemo

(B} General Signing & Capabilities Resource Tags Info Build Settings Build Phases Build Rules

+  Basic Customized [AIN [Combinedy Levels bitcode|
PROJECT

UniConnectDemo

v Build Options

RAHUELS Enable Bitcode
UniConnectDemo

© PacketTunnelDemo

=. SDK f& A

1. UniconnectSDKTunnel.framework B9

(1) Ik

PacketTunnelProvider. h 35| N “#import

<UniConnectSDKTunnel/UniConnectSDKTunnel. h>” , 3 HA# PacketTunnelProvider. h 4k& T

TunnelManager:

|
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B _ #imnort <NetworkFxtensi nn/Ne‘t’wnr!kFxfens‘i on.h>

#import <UniConnectSDKTunnel/UniConnectSDKTunnel.h>
@interface PacketTunnelProvider |: TunnelManager

- (void) :(nullable NSDictionary<NSString

:(void (2)(NSError * __nullable error))cd

- (void) : (NEProviderStopReason)reason
(*)(void))completionHandler;

(2)  WHHITE
1F PacketTunnelProvider. m 7 = AMREE A4 51 B 1 FH &% B AREE v

:(NSDictionary *)options ionHar :(void (*)(NSError *))completionHandler {
:%Q",options);
mpletionHandler];

:(void (2)(void))completionHandler {

[super st nnelWithF n:reason complet \Handler:completionHandler];
completionHandler();

}

- (void) A -} (NSData *)messageData | :(void (A)(NSData x))completionHandler {
NSLog(@"PacketTu vider handleAppMessage messageData:%ld",messageData.length);

[super handleAppM age:messageData T et Hand :completionHandler];

W PLEPANP I, Packet Tunnel Provider CWARCHE 5B, A ms EFHMUH A A

2. UniConnectSDK.framework BJ{#

(1) ISR

1F AppDelegate.m F5| N “import <UniConnectSDK/SSLVPN. h>” , #£ “didFinishLaunching”
iR

“SSLVPN InitWithPacketTunnelBundleldentify:” HiEHEATHI441k SDK.

P “SSLVPN initLog:loglevel” JHVE#Ia640H &,

EE: HTHEHSESEH oIS, B FREE “AppDelegate.m” MCN  “AppDelegate. mm”

| A
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D BRERT 3%
( LEAGSOFT /L\\E‘j*n:mu‘:

[h AppDelegate.h
m AppDelegate.mm

[ ViewController.h
M ViewController.m
B Main.storyboard

(2) VPN EBIRE

1) IR
A LB SR vpnStatus MIME, SRIEZNIREL VPN HIERRES
VPNStatus status = [SSLVPN sharelnstance]. vpnStatus;
2)  WEhERAL
AT LGE BB AR, RAEhH VPN BIIERRRE
[SSLVPN sharelnstance]. delegate = self;

1t M ( self ) o, sz Hl VPNStatusDelegate W oK ¥ -
(void) didVPNStatusChanged: (VPNStatus) vpnStatus data: ( Nullable id)data; W] PAgEzh#E
RETBEE.

@implementation HomeViewController

MARK: — SSLVPN Delegate

- (void)c | t : (VPNStatus)vpnStatus ta:(_Nullable id)data {

patch_async( )
NSString * statusSt

[DemoLog 1 el sChanged: (%1d) data:%Q@",vpnStatus, statusStr, datal;
self.statu be
switch(vpnStatus) {
usInvalid:
atusLabel.backgr

break;

(3) VPN ARZUEEH

)RILD ﬁél Eﬁ
VPNStatusInvalid RITFUG
VPNStatusDisconnected R

|
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AE L

VPNStatusConnecting B
VPNStatusConnected CiEE
VPNStatusReasserting Higr
VPNStatusDisconnecting b 3 2
VPNStatusConnectingWaitAuth SERFIRAL
VPNStatusConnectingWaitAuthSMS St — UAIE
3.UniConnectSDK.framework FaY3E 0 #EF
(1)  #I4atk SDK 21

ZFR | - (BOOL)initWithPacketTunnelBundleld:(NSString *)bundleld;

Thée | ¥Iahtk SDK

ZH 4 eyt Yi I
Z4 | bundleld NSString networkExtension i0]
bundleld

YES: #J4aibs2)
NO: WK

i [al
=1
#IE | ER: BIEVISRNE DERRIIZ G, ARIERER RO
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2N

- (BOOL) : (UIApplication *)application
*)launchOptions {
NSString * PacketTunnelBundleld = QR"com

elDemo";
BOOL rtn = [[SSLVPN shareInstance] init

1Bundleld];

[self che tworkAccess];
[self co H

return YES;

(2)

Hlaat H &% H

ZFK | - (BOOL)initLog:(NSString *)path loglevel:(int)level;
e | VIt H &
44 HKA Wi B
ZH | path NSString H EAEUHR AT
level int HEERIUE: [34]
3:#TEl info. warning. error
HE, JHESEYN
4:¥TE) info. warning. error
J debug H &
YES: W46k )
RIE | NO: HIEBAL IR
LN

(3)

B4 SSLVPN & 4%

ZHR

- (void)startConnectWithConfig:(ConnectionConfiguration *)config

complete:(void (*)(ConnectErrorCode, id))complete;

Thie

BI% SSLVPN &%
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[ ol =
( L%Alca\smo}ri /L\\E‘j*ﬂ%
4 * Wi BH

Z4 | config ConnectionConfiguration | % # i % , % *
ConnectionConfiguration %
KB

complete block BRI R 45 R
ConnectErrorCodeSucceed R
ConnectErrorCodeFailed R M
ConnectErrorCodeNotInit SDK AHI4k1k

P S PRI

ConnectErrorCodeParamError SRR

(] 1]

37 | ConnectErrorCodeStatusRefuse ARPRESA RVFERSE. W
HEEARIREISER, OHHE
¥,

ConnectErrorCodeRepeat BB EL
ConnectErrorCodelnvalid Be B A A B A 1R
ConnectErrorCodeUserRefuse HIRRATECE B R 4 vpn iC
BN, HPEA, TEHAS
) e g\ B B
SES
VER: VPN QIBERLE RBERF UL, EEFRLEHITERME
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2N

onfig:config complete:A(ConnectErrorCode code, id data) {

[DemoLog nectWithConfig:complete:] end connectError: (%1d)%@ authType:%@",code,[self
con ode],datal;
}else {
[DemoLog Connectwi te:] en ctErr (1d)%@ msg:%@",code, [self
con ode],datal;

(4)  SREVE KGN R

B2 + (SSLVPN *)sharelnstance;

The ARIPUE B X B

Uk BRI R, AR, BEAREEEH]

(5)  &X#

TR

— (void) startAuthWithConfig: (AuthConfiguration*)config

complete: (void (") (AuthResultCode code))complete;

ifie | 2

ZH 4 Eaic) Wi B3
240 | config AuthConfiguration BENEE, &%
AuthConfiguration
SERI UL o
complete block FAL IR ] 45
s AuthResultCodeSucceed G F )
[=] 3
. SSpe—
il AuthResultVerityServerFailed VAR SIIK =TI S e s 4

| A
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s
o3
Mo
ey
—|x}+
D>
Zl
=
B

I, A I
AuthResultCodeFirstLoginError ER/AC TR A
(EB
AuthResultCodeSMSCheckWarning s AT XA T 58
ik
AuthResultCodeLoginFailed BRI
AuthResultCodeUserExpireWeakError BrEL OIS,
H U R, B
g
AuthResultCodeStatusRefuse EE | Y RN
AuthResultCodeCNEMFailed WX 24 i
AuthResultCodeNotSupportUDP Udp B 2 7. 2R I
A~
AuthConfiguration % authConfig = [[AuthConfiguration al
untPwd;
authConfig
authConfig
[[SSLVPN shareInstance] star i te:A(AuthResultCode resultCode) {
[DemoLog log g el end r ode: (%1u)%@", resultCode, [self
authC c:resultCode]];

(6)  J%<PH VPN &4

AT - (void)disconnect;

Thee | <M VPN 4%

(7 W&ERE

ZFK |- (void)collectLogComplete;

e | ERRE

| BEEREPRIMEHEFES N “import  <SecoSDK/WriteLog.h>", B 1 fd H
H&E “LOGWSERR(format,...)» LOGWSWARN((format,..). LOGWSNOTICE(format,...)-
LOGWSDEBUG(format,...)” #EAT#IN

| G
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"3
o>F
o
ot
—|XH
5
I
=
B

#iE | SRR R NP & .

/j——\‘ﬁlj [[SSLVPN shareInstance] collectLogComplete:*(BOOL success) {
if(success) {

[DemoLog log:Q"R&EHETRE"];
}else {

[DemoLog log:Q"REHZEM"];

% | - (void)modifyPasswordWithOldPassword:(NSString *)oldPassword
S
i toNewPassword:(NSString *)newPassword
verifyPassword:(NSString *)verifyPassword
complete:(nullable void
(M)(ModifyPasswordResultCode code))complete;
o | BEoE R
fie
Z | A K Ui
# ) —
oldPassword NSString [
newPassword NSString B
verifyPassword NSString AT
complete block (EREEP BN
45 | ModifyPasswordResultCodeSucceed (EB%r]
E :
. ModifyPasswordResultCodeOldPwdError F 25 A 1R
| ModifyPasswordResultCodelsLowError 1B AU R 3 2 B
Wi AFF AR SRR
W
ModifyPasswordResultCodelsMiddleError 1B DAL B B 3 2 R
EN R T
ModifyPasswordResultCodelsHighError A6 DAL R B 3 2 R
AN v B T T

|
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AL
ModifyPasswordResultCodeFailed HoAh AR 1R
ModifyPasswordResultCodePasswordFmtError R R

ModifyPasswordResultCodeNewVerifyPasswordDiffError

i N A T
A8

ModifyPasswordResultCodeNewPasswordSameError

B A TH 2 Y —
£

ModifyPasswordResultCodeNotEnabled

A RAFHE RS

% | RBERAEER IR T A 7T AT 2 i 2 2L
i

;i% [[SSLVPN shareInstancel] modify

il

if(code == M
[DemoLog
Yelse {
[DemoLog log:(
}

il

BUAFINUIE

4% | - (void)verificationCode:(NSString *)verificationCode

e

i complete:(void(*)(VerificationCodeResultCode code))complete;

oy | MEFNE

fie

Z | A &3t L]
verificationCode NSString 5 uEhg
complete block PN EI R

2t | VerificationCodeResultCodeSucceed ]2 it 1 2

E

. VerificationCodeResultCodeFailed R AL - B iE 2

I | VerificationCodeResultCodeStatusRefuse EEIEEEEVSES

Wi IIERA

i
ModifyPasswordResultCodeNotEnabled AN FCVHE SR

| A
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AR B
7N
1 .
}else if(code
[DemoLog
}else if(code
[DemoLog
}else {
[DemoLog log:@"[verific
S > 3 /
(10) ZRECH &SI 4855 g A%
B2 - (NSString *)getLogPath;
D AR & ST A0 A%
/U
i I\
(11)  FRHFE P 2 44 PR ) o3 i 2
ZFK | - (void)deleteConfigWithName:(NSString *)configName complete:(void
(M)(DeleteConnectionConfigurationResultCode))complete;
s | A4 E A2 PR R e &
5 | B4 ot i
%
configName NSString L=
#
complete block IS
gk
25 | DeleteConnectionConfigurationResultCodeSucceed NS
[ 1 5#2)
Ui W
DeleteConnectionConfigurationResultCodeFailed lIE
KK
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jfi1§ﬂ [[SSLVPN shareInstance] deleteConfigWithName:@"VPN" complete:*(DeleteConnectionConfigurationResultCode
result) {

[DemoLog log:@"[deleteConfigWithName:complete:] result:(%1ld)",result];
H;

4. B &I RR

(1) ConnectionConfiguration HEFEL &

=43 KA BB
connectionName NSString HEEALT
connectionType NSString HEHRA “sSL”
serverAddress NSString W S Hs ik
serverPort NSString o) S i
transferMode TRANSFER_MODE i i A5 X

RELIABLE_TRANSFER_MODE

CIEYES
FAST TRANSFER_MODE &5 fi
7
ADAPTIVE_TANSFER_MODE H
IE A

autoReconnect BOOL Hzhidhs

isSecurity BOOL REFEEZ: 0%H 1A
BRI

isRoute BOOL A A B ER: 0 XH 1

IV NIV

isTCPBuffer BOOL TSI A TCP 241X . 0 M) 1
T BRIk

isAutoGateway BOOL BT E stk 056 1
THE BRAKH

smSignPath NSString JEELZE AT IAT T B
DRt
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QO mmis b

) LA
smEncPath NSString E % uEp R T E B
Dfg bt
cerPath NSString TEuE s R uE e
W (CAESS, HAthdEEZ A
WUEIEFS)
gatewayAdrArray NSArray vl LR Ok m ik
DSED)

(2)  AuthConfiguration #ZAXHCE

R RA L

authType AuthType RBUEEAL, Hzs.

AuthTypeAccountPwd: %

#

AuthTypeAnonymous: B 4%
X

AuthTypeCert: iE 4kl

AuthTypeCertAccountPwd: i

i+ 1 44
userName NSString P44
password NSString B hY
certPath NSString WEF AR ER AR
certPassword NSString UE %R
isCACheck BOOL T RS A2 B A 0 A

AE 1 50uE BRAME: 0

caCertFilePath NSString CA UF 3 A%
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